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AHHOTANIUA

B naHHOM ITOKYMEHTE COAEpIKaTCs TPESOOBAHMS U PEKOMEHIAIMH TI0 UCIOIB30BAHUIO CPEICTBA
kpunrorpadpuueckoid  3amutel  uHpopmarmu  (CK3U)  «Kpunro-KOM  3.5»  (BapuaHTsI
UCTIONHEHNst 1, 2) B 3alIMINEHHBIX TNPHUKIANHBIX cHcTeMax, ocHamenHsix CK3U, w  matotes
pexoMeHaarun 1mo oprannzanuy 3amutel CK31 1 D9BM 0T HeCaHKIIMOHHUPOBAHHOTO AOCTYIIA.

WHucTpykimu aJIMHUHUCTPATOPaAM 0e30IMacHOCTH u [I0JIH30BAaTEIIIM Pa3IYHBIX

AaBTOMATH3MPOBaHHBIX  cucTeM, wucnoiedyrommx CK3U  «Kpunto-KOM  3.5»  (BapuanTs
UCTONHEHUs 1, 2), TOMKHBI pa3pabaThIBaThCS ¢ YUETOM TPeOOBaHHI HACTOSILETO TOKYMEHTA.
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BBEJIEHUE

O¢dexTrBHOE pelieHne npodiieM 3ammThl MHGOpManuu TpeOyeT KOMIUIEKCHOTO MOAXOJa,
coyeraromero B cebe Kpunrorpaduueckue, OpraHM3alMOHHO-TEXHUYECKHE M aJMHHUCTPATUBHBIC
METO/IBL.

[Ipu coznaHum 3alMIIEHHBIX MPUKIAAHBIX cHCTeM Ha 6asze cepruduipoBanabix CK3U BeIOOp
HEeo0X0AMMOoro Habopa peanu3yeMbIX Kpunrorpadpuueckux GpyHKIUI 1 OpraHn3alMOHHO-TEXHUYECKUX
Mep ONpejeNseTcss B 3aBHCUMOCTH OT MOJENM MpPEIoJiaraeMblX Yrpo3 M TpeOOBaHMU MOJINTHKA
6e30MacHOCTH NPOEKTUPYEMOH CHCTEMBI.

B pazmene 1 Hacrosmero HOKyMeHTa NMPHUBOIITCS PEKOMEHIANWHU IO ucmoib3oBaHuio CK3U
«KpunTto-KOM 3.5» (BapuaHTHI HCTIONHEHUS 1, 2) B 3aIUIIEHHBIX MIPUKIATHBIX CHCTEMAaX.

Paznen 2 HacTosimero JOKyMeHTa COAEp KUT pekoMeHnarmu 1o BerpanBanmio CK3U «Kpumro-
KOM 3.5» (BapuaHTHI HcTIONHEHHA |, 2) B 3aMIXAIIEHHBIC TIPUKITATHBIE CHCTEMBL.

Paznen 3 Hacrosimero JOKyMEHTa COAEPXKHUT TpeOOBaHMS U PEKOMEHIAIMM B YacTH
OpPraHM3al[IOHHO-TEXHUYECKUX M aJMUHHUCTPATUBHBIX MEPOIPUSITHH, BKJIOYas TpeOOBaHUS II0
pa3MellIeHHI0 TeXHHYeCKuX cpenacts, ucnoipdytomux CK3U B «Kpunto-KOM 3.5» (BapuaHTh
ucnonHenus 1, 2), u tpedoBanus no 3amure ot HCJl npu ycraHoBke u akcrutryaraunu CK3U.

Pa3nen 4 HacTOsIIEro JOKyMEHTa COACPXKUT TPEeOOBAaHMSA U PEKOMEHIAUH 110 UCTIOIb30BAHHIO
CK3U B BUPTyaJIbHBIX cpeliax.
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1. PEKOMEHJIALMHA 11O UCITOJIB30BAHUIO CK3U4 B
SAHIUINMEHHBIX ITPUKJIAJHBIX CUCTEMAX

Hacrosmmuit pazgen cogep>xut pekomerganuu 1o ucronszoBarnio CK3U «Kpunro-KOM 3.5»
(BapuaHThI UCTIONHEHUS 1, 2) B 3aIIMIIECHHBIX TPUKIATHBIX CUCTEMAX.

1.1. Kon¢puaeHnuajibHOCTh HHpOPMaAIUN

[Ipn mnepenave NaHHBIX 1O WH(YOPMALMOHHO-TEIICKOMMYHHKALMOHHOW CETH, a TaKXkKe IpH
XpaHeHHHM JaHHbIX (HAa JUCKaX, B 0a3e MJaHHbBIX), KOH(QHUICHIMAILHOCT OOecHeYnBacTCs
Ucrojb30BaHueM QyHKuuit muppoBaHus.

1.2. Hnentudukanus 1 aBTOPCTBO

[Ipu cereBOoM B3auMOJeHCTBUU (YCTAHOBJICHMH CEaHCa CBS3M) MIACHTH(UKAIMS U aBTOPCTBO
B3aUMOJICHCTBYIOIINX CTOPOH obecrnedynBaercss (GyHKuusAMH diekTpoHHOH noamucu (OI1) mpu
UCIIOJIb30BaHUU UX B Mpolecce ayTeHTH(UKanuu (Hanpumep, B COOTBETCTBUU C PEKOMEHIALUSIMU
X.509 [4]). OmHOBpEeMEHHO MpH ayTeHTH()HUKAUN JOJKHA 00CCIICYMBATRLCS 3allUTa OT MEPEIOBTOPOB.
Jnist 9THX 1eneil MOKET MCIOJIb30BaThCsl (DYHKLMSI HMMUTO3ALIMTHI C BHIYMCICHUEM UMHUTOBCTABKU Ha
CECCHOHHOM KJII0Y€ (CHMMETPHUYHBIN KITI0Y IU(QPOBaHMS).

B 3amumeHHOM  3JEKTPOHHOM  JIOKYMEHTOOOOpoTe  WISHTH(HKAMs ¥  aBTOPCTBO
obecreunBaeTcs UCIOIb30BaHUueM (yHKiu DI 31IeKTpOHHOro AOKyMeHTa. J[OMONHUTEIBHO AOJDKHA
OBITh TpelyCMOTpEHa 3al[UTa OT HAaBA3bIBAHMA, IIEPEIOBTOpPa 3JEKTPOHHOIO JOKyMEHTa U
L[EJIOCTHOCTh CIIPABOYHUKOB Kitouel nposepku OI1.

1.3. IeaxocTHOCTH

LlenocTHOCTh  3alUMIAEMBIX JaHHBIX oOecreunBaercst WcCHojib3oBaHueM QyHKkimid Ol
AIMEKTPOHHOTO JOKyMeHTa. [lpu ucmonb3oBaHuu GyHKuMit mmpposanus (6e3 ucnomb3oBanus IIT)
LEJIOCTHOCTh JIAHHBIX OOecleuuBaeTcss MMHUTO3aUTON. [{1s oOecrnedyeHus LeNOCTHOCTH XPaHUMBIX
JIAHHBIX MOJKET OBbITh HCIIOJb30BaHAa (DYHKILMSI XEIIMPOBAHMS WJIM MMHUTO3AIIUTHI, HO IPU 3TOM HE
obecrieunBaeTcst aBTOPCTBO MH(POPMAIIHH.

1.4. Heorka3yeMOCTh OT Nepeiayu 3J1eKTPOHHOIO I0OKYMEHTa

HeorkasyemocTs OT mepegaud 3JIEKTPOHHOTO JIOKyMEHTa oOOecreunBaeTcsi IMOJIUCHIO
JIOKyMEHTa OTIIPaBUTENEM C Hcrosib3oBanueM ¢(ynkumit OI1 M XpaHeHHEM NpPUEMHOW CTOPOHOI
JokymenTa ¢ Ol B TeueHHe yCTaHOBJICHHOTO CPOKa.

1.5. Heorka3yeMoCTh OT IpHeMa 3J1eKTPOHHOI0 I0OKYMEHTAa

HeoTka3yemMocTs OT IpHeMa 3JIEKTPOHHOTO JOKyMEHTa oOOecleuMBaeTcsi HMCHOIb30BaHUEM
¢ynkmii OI1 1 KBUTHPOBAaHHEM IIpHUEMa JOKyMEHTa (HOAMUCH KBUTAHIMH TOJTydaTesieM), XpaHEHHEM
JOKyMeHTa 1 KBUTaHIuu ¢ OI1 B TeueHne yCTaHOBJICHHOTO CPOKa OTHPABIISIOIIEH CTOPOHOH.

1.6. 3ammTa OT NEePenoBTOPOB

3ammTa OT NEpernoBTOPOB 00eCHeunBaeTCS HCIOJIB30BAaHUEM KPHUNTOrpaduuecKux (GYyHKINH
OIl, mmdpoBaHUs WM UIMUTO3AIIKUTHI C JOOABIECHHEM YHHUKAJILHOTO NACHTH(HUKATOpA CETEBOM CecCHU
(37€KTPOHHOTO JOKYMEHTa) C MOCIEAYIONIe ero NPOBEPKOi NMPUEMHON CTOPOHOHW MM pa3paboTKon
CIEUAIN3UPOBAHHOTO NTPOTOKOJIA ay TeHTH(UKAIMN (0OMEHa 3JIEKTPOHHBIMH JTOKYMEHTaMH).

1.7. 3ammTa oT HaBsI3bIBAHUS UH(OpPMaAIUH

3amuTa OT HapyLINTENsl, HaBA3BIBAIOIIEr0 NPUEMHON CTOpPOHE COOCTBEHHYHIO HH(OpMALUIO,
NepelaHHyl0  SKOOBI OT JIMIa CAHKIMOHHMPOBAHHOIO TOJIb30BaTeNsl (HapylieHHE aBTOPCTBA
nHdopmanum), obecrednBaercss ucnons3oBanueM Gynkumit Ol ¢ npoepkoit aTpuOyTOB
JJIEKTPOHHOT'0 JOKyMEHTa ¥ Kiro4a rnposepku JI1 oTnpaBuTens.

3ammTa OT HABS3BIBAaHUS HHGOPMANMK TIPH KOMIPOMETAIlMH KII04a 00OeCIednBaeTcs
OpTraHU3aI[IOHHO-TEXHHYECKIMH MEpPOIPUATHIMH, HaTpuMep, CO3/1aHIEM CHCTEMBI
[EHTPAJIM30BAHHOTO yTpaBICHUS KI0YeBOH MH(popMarmed (omoBemeHneM a0OHEHTOB) WM
pa3paboTKOM CIIeUaIN3NPOBAHHBIX IIPOTOKOJIOB 3JIEKTPOHHOTO JOKyMEHTO000pOTa.
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2. PEKOMEHJIALIMA ITO BCTPAUBAHUNIO CK3HU

IToxpobuoe omucanne TpeboBaHMIA, KOTOPHIE TOJDKHBI BBHIIOIHATHCS Ipu BerpanBaHmn CK3U
«KpunTto-KOM 3.5» (BapuaHThI HCHIOTHEHUS 1, 2) B BBICOKOYPOBHEBBIE IIPOTOKOIIBI 3aIUTHI JAHHBIX U
B 3aIMIICHHBIC TPIJIOKCHHS, HCIONB3yromue kpunrorpadmueckue ¢pynknnn CK3U, mpuBomures B
paznene «TpeboBanust mo BcTpamBanuto CK3M B mpuitoskeHMs» WHCTPYKLIMHU 10 BCTPAMBAHMIO IS
COOTBETCTBYIOIIEro BapranTa ucnonHenus CK3U.

IIpu BcrpamBarnn CK3U «Kpunro-KOM 3.5» (BapmaHThI McmonHeHHs 1, 2) B 3amIuIeHHbIC
NPUKJIAJHBIE CHCTEMBI C OTKPBITBIM pPACHpEeNeiCHHEM KIoUeil HEeoO0XOOMMO MpPUACPKHUBATHCS
CJEIYIOIMNX PEKOMEHIAIHi:

UCToNb30BaHue Kiroued mnpoepku OII nomyckaercs TOMBKO B Cilydae JOCTOBEPHOTO
MOATBEPXKACHAS WX TOUIMHHOCTH (OTCYTCTBHE HCK@KCHMH W  IPHUHAIIICKHOCTD
OIIPEICIICHHOMY JIHILY); BBITOJIHEHHE 3TOTO YCIOBHS 00CCIeUHBACTCS !

- 3aBepeHHeM Kifoua mpoBepkd Il TpeTbell JTOBEpPEHHON CTOPOHOHN (MCHOJNB30BaHHE
kmroga mpoBepku OIl B coctaBe mmdposoro ceprudukara kmoda mnposepkn OlI,
3aBEpEeHHOr0 yzaocroBepstomuM 1eHTpoM (Y1), mnm HoTapHaigbHOE 3aBEepeHHE KOIHHU
kmoya mposepku Ol Ha OyMaXHOM HOcHTeNe, COOCTBEHHOPYYHO IOJIHMCAHHOM
BJIa/IeNbIIEeM KiTr04a poBepku OI1);

- obmeHoM Kimo4yamMu mpoBepkd OIl mnpu JMYHOM BeTpeue UX BIAJCNBLEB —
B3aUMO/JICHCTBYIOIIUX CTOPOH;

- JIOBEpPEHHBIM pACIpPOCTpaHEHHEM U XpaHeHHeM Kimoueil mnpoepku OII B Buze
CIIPaBOYHHUKOB U Jp.;

B CIy4ae HCIOJIB30BaHUS IU(PPOBEIX cepTH(UKATOB Kitoued mposepku Ol B kauecTse

TpeTbell TOBEPEHHOH CTOPOHBI MOXET BEHICTymaTh cepTuduuupoBaHubii PCH Poccnn

ynocroBepsitotnuit nentp (Y1), dbopmupyrommii ceprudukatel kiarouei nposepku Ol u

CIHMCKM aHHYJIHMPOBAaHHBIX CEepTU(HKATOB Kiodyed nposepkn Il B cooTBeTcTBHHM C

Pexomenmammsmu ITU-T X.509 [3], RFC 3280 [4], RFC 4491 [5], TK26 [7];

IIpU Ka)KJOM HCIIOIb30BaHUU cepTH(HKaTa Kioua nposepku D11 JoKHA BBIOIHATECS €TO

MpOBEPKa C MOMOINBI0 cepTrdukaTa Kiodya npoBepku Ol nosepennoii croponsl (YII),

MIOJIyYEHHOTO U XPaHAIIErocs ¢ MCIOJIb30BAHUEM IIPOIETyP, UCKIFOUAIOIINX €r0 MOJMEHY,

HCKa)XEHUE U HEIITATHOE MCIIOIb30BaHHE;

JUIi  WUCKIIOYEHHS  BO3MOXKHOCTH  HCIIONB30BAaHUS ~ CKOMIIPOMETHPOBAHHOTO MM

aHHYJIMpOBaHHOTrO ceprudukarta kimova nposepku I, BMecte ¢ nposepkoit D11 VII mon

ceprudukaroM Kiroda npoBepkd Ol MODKEH BBIMOTHATHCS MOWCK CCBUIKM Ha JIAHHBINA
cepTu(UKaT B CIIMCKE aHHYJIMPOBaHHBIX cepTH(UKATOB Kirouer nmposepkn 11 u mposepka

OI1 V1] nox criuckow;

npu pabore co chpaBoYHMKaMH Kimoded mnposepkn Ol ciemyer npuaepx uBaThes

PEeKOMEHIAIMIA, M30XKeHHbIX B 11.3.1.3 mokymenTa [6];

yOpaBJieHHE KIIOYeBOW cucteMoi, moctpoeHHod Ha 0Oaze CK3U «Kpumro-KOM 3.5»

(BapuanThl HWcmONHEHHUsT 1, 2) ¢ HCIOJIB30BAHHUEM IUPPOBBIX CEPTUPHUKATOB KIFOUCH

npoBepku O, TOKHO BBINOIHATECA B COOTBETCTBHU C PEKOMEHJAIMAMH, TPUBEICHHBIMH

B pasjiene 4 nokymenra [6].
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3. OPTAHM3AIIMOHHO-TEXHUYECKHUE U
AIMMUHUCTPATUBHBIE MEPOIIPUATHUSA IIPU
UCITOJIB3OBAHUM CK3HU

3amuTa annapaTHOro U nporpammuoro obecrneuenns: ot HCJl npu ycTaHOBKE M HCIIOIb30BaHUU
CK3H sBnsiercsi coctaBHOW uacThlo oOmieil 3amaun obecrieueHus Oe3zomacHocTH HH(opManuu B
cucreme, B coctaB kotopoi Bxogut CK3U.

Hapsiny ¢ npumenernem cpeacts 3amuTsl oT HCJl HeoOX0auMO BBIIOTHEHHE IIETIOTO psijia Mep,
BKJTFOYAOIIETO B c€0sI OPraHU3aOHHO-TEXHIYECKNE W aIMIHUCTPATUBHBIE MEPOTIPUSTHS, CBA3aHHBIC
¢ obecrie4eHHeM IMPaBWILHOCTH (YHKIIMOHUPOBAHUS TEXHHYECKUX CPEICTB OOpPAa0OTKH W Iepeaadn
nHpopManuK, a TAKKE YCTAaHOBJIEHHE COOTBETCTBYIOIIMX IPaBWJI ISl 0OCITYKMBAIOLIETO MepcoHala,
JIOMYIIEHHOTO K paboTe ¢ KOH(UIAECHINATbHOW HH)OPMALIUEH.

B TIPUBEACHHBIX HIDKE pasaciaax CcoAepKaTCcsd OCHOBHBIC Tpe60BaHI/Iﬂ 110 BBIIIOJIHCHHIO
YKa3aHHBIX MCP 3allHUThI.

3.1. Opranusanus padot no 3amurte oT HC/|

3amuTa uHpopmanuu or HCJI momkHa oOecneyrBaThCsi Ha BCEX TEXHOJOTMYECKHX ATamax
00paboTkn MH(OPMAMK W BO BCEX PEXNMMax (YHKIMOHHUPOBAHWSA, B TOM YHCIE NPU IPOBEACHUU
PEMOHTHBIX M PETIIaMEHTHBIX padoT.

3amuTa nHpopmaumu ot HCJ| momkHa npenycmarpuBath KOHTPOJIb 3()()EKTHBHOCTH CPEICTB
3ammTtel or HCJl. DTOT KOHTpOJb MOJDKEH IEPHOJUYECKH BBINMOJIHATHCS —aJMHHHCTPATOPOM
06e30MacHOCTH Ha OCHOBE TpeOOBaHMI TOKYMEHTallMu Ha cpeacTBa 3amuThl or HCJI.

B opranumzamum, skcmiyatupyroomeii CK3U, momkeH ObITh Ha3HA4YeH aIMUHHCTPATOP
6e30MmacHOCTH, Ha KOTOPOTO BO3JIAraroTcs 3afayd OpraHu3anuu paboT mo ucnosszoBanuio CK3U,
BBIPAOOTKH COOTBETCTBYIOUIUX MHCTPYKIMH AJIS MOJIb30BaTENeH, a Takke KOHTPOJIb 3a COOII0IeHUEM
OTMHUCAHHBIX HIKE TPEOOBAHUIA.

IIpaBoM moctyma x paboumM Mectam ¢ ycTaHoBieHHBIMH CK3W momkHBI 005agaTh TOJBKO
ONpeZielIeHHble  JUId  OKCIUTyaTallid  JIMI@, TPOIIEAIINE  COOTBETCTBYIOIIYIO  ITOJITOTOBKY.
AnmuHHCTpaTOp 6€30MaCHOCTH JIOJKEH 03HAKOMMTH KaXKIOTo IMoJib30oBatelst, npuMmensromero CK3U,
¢ noxymenTtanueit Ha CK3U, a Taxke ¢ IpyruMu HOPMATHBHBIMU JOKYMEHTaMHM, CO3JAaHHBIMH Ha €&
OCHOBE.

3.2. TpeGoBanuss 1O  pa3MelleHUI0  TeXHHYECKHMX  CpeIcTB €
ycranoBjaeHnbiMm CK3U

ITpu pa3MerieHnu TeXHUIECKUX CpelcTB ¢ ycTaHoBIeHHBIM CK3U:

e JloikHBI OBITH TPHHATHI MEPHl MO HCKIIOYEHUIO HECAaHKIMOHMPOBAHHOTO JIOCTYIA B
TIOMEIIEHUS, B KOTOPBIX pa3MeIleHbl TeXHHUYECKHe cpencTBa ¢ ycraHoBieHHBIM CK3U,
IIOCTOPOHHUX JIMI[, IO pOXy CBOEH JMAEATENbHOCTH HE SBJIOMUXCA IIEPCOHAIOM,
JIOIYIIIEHHBIM K paboTe B 3TUX MOMEIIECHUSIX.

e BHyTpeHHAS IUTaHUPOBKA, pACIOJIOKEHHE W YKOMIUIEKTOBAaHHOCTh pabodmx MecT B
MTOMEIICHUAX JOJDKHBI 00eCTieunBaTh MCIIOMHUTEISIM PadOT COXPAaHHOCTh JOBEPEHHBIX UM
KOH(HICHIINATBHBIX JOKYMEHTOB M CBEJICHHUH, BKITIOUAs KITFOUEBYI0 HHPOPMALIHIO.

e Pasmemienne CK3U B momemeHunsx, B KOTOPBIX OCYIIECTBIsIETCSI 00paboTKa MH(pOpMAIHH,
colepKalleil CBEAEHUs, COCTaBIAIOIIUE TOCYJApCTBEHHYIO TaliHy, OCYIIECTBIISIETCS
YCTaHOBJIEHHBIM MOPSIAKOM.

3.3. TpeooBanusi mo ycranoBke CK3HM, a Takke 001IeCHCTEMHOr0 W
cnenquagbHoro IO na 9BM
K YCTaHOBKE O6III€CI/ICT€MHOI‘O U CIICHUaJIbHOI'O IMPOTrpaMMHOTO 06€CHC‘IGHI/IH, a TakKxKe CK3I/I,

JIOMYCKAIOTCS JIMIA, MPOIIEIIINe COOTBETCTBYIOIIYIO MOATOTOBKY M M3YUMBILIHE JOKYMEHTALUIO Ha
cootBercTBytoee [10 u na CK3U.

IIpu ycranoBke mporpammuoro obecrnieuenns CK3U crenyer:

e Ha TexHUuYECKHX CpEICTBaX, MpeaHazHaueHHbIX i1 pabotsl ¢ CK3U ucnosp30BaTh TOJIBKO
JIMIIEH3NOHHOE TIpoTpaMMHOe obecTiedeHre (GupM-U3roTOBUTEINCH.
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e B cmyuae, ecnm B MOAENM YIpo3, KOTOPBIM JOKHO mpoTtuBocTosth CK3U B
nHpOpMaMOHHON cHUCTeMe 3aKa3uuKka, IPU3HAHA ONACHOW yTedyKa MO0 TEXHHUYECKUM
kaHaimaM, OBM, Ha xortopsix ycranaBmuBaercs CK3W, momkHBI OBITH JOMYIICHBI IS
00paboTkn wHpOpManun mo neicTByromnM B Poccuiickoit @enepannu TpeOOBaHUAM 110
3amuTe MHPOPMAIMK OT YTEUKH MO TEXHHYECKUM KaHajlaM, B TOM 4YHCIE, II0 KaHATy CBSI3U
(manpumep, CTP-K).

e [Ilpu moaxmoueHnu [1OBM c ycranoBiaenasiM CK3U k kaHanmaMm CBS3H, BBEIXOISIIMM 3a
Ipeenbl KOHTPOIMPYEMOH TEPPUTOPHH, 3alllUTa KaHaja CBSI3M JIOJDKHA 0OecTedMBaThCA
IIPUMEHEHUEM ONTHYECKHUX Pa3BA3BIBAIOIIUX YCTPONCTB.

e Uucramsaus CK3U Ha pabounx MecTax IOJDKHA MPOM3BOAUTHCS TOJBKO C TUCTPUOYTHBA,
MOJIyYEHHOTO 10 JOBEPEHHOMY KaHay.

e Ilpu ycranoske I10 CK3M na O3BM pomkeH ObITh oOecrieueH KOHTPOJIb LEJIOCTHOCTH U
noctoBepHocTh auctpuOytuBa CK3U u coBmectHo moctaBisieMbix ¢ CK3U koMmoHeHT
cpenst pyukionuposanus (CD).

e Ha 5BM He HOMKHBI yCTaHABIMBAThCA cpeactBa paspabotku [10 m ormamumku. Ecim
CPEeACTBa OTIAAKH NPHIIOKECHUH HYKHBI JUIS1 TEXHOJIOTHYECKHUX ITOTPEOHOCTEH OpraHu3aliiy,
TO WX HMCIOJIb30BAHUE JIOJDKHO OBITH CAaHKIMOHHPOBAHO aJMHHHCTPATOPOM OE30MaCHOCTH.
ITpu 3TOM IOIKHBI OBITH PEATM30BaHBl MEPHI, HCKITIOYAIONINE BO3MOXXHOCTh HCIIOIB30BAHUS
3TUX CPEICTB A penaktupoBanus koaa u namsitu CK3U u npunoxeHui, HCIOJIb3YIOMUX
CK3H, a Taxxe mia mpocMmoTpa kona ¥ mamsatd CK3W u mpunoxeHuil, HCHOIb3YIONINX
CK3M, B mporecce odpadorkn CK3U 3amumaemoii HHGOpMAIMK W/UITU TIPU 3arpyKEHHOI
KJIFOUEeBOM HHPOpMAIIHK.

e [IlpemycMOoTpeTb  Mepbl,  HCKJIIOYAIONIME  BO3MOXKHOCTh  HECAHKI[HOHHPOBAHHOTO
HEOOHAPYKMUBAEMOI0 WM3MEHEHHs aNmapaTHONH 4YacTH TEXHMYECKHX CPEJCTB, Ha KOTOPBIX
ycranosneHsl CK3W (Hampumep, myTeM OIEYaTBIBAaHUS CHCTEMHOTo OJIoKa M pa3beMOB
3BM).

e [locme 3aBepuieHWs IIpoIecca YCTAaHOBKH JOJDKHBI OBITh  BBIIIOJHEHBI JCHCTBHA,
HEOOXOAMMBIE  JUIS  OCYWIECTBJICHHWS  NEPHOAWYECKOr0  KOHTPOIS  IIEJIOCTHOCTH
ycranosneHHoro I1O CK3U, a Takxe ero OKpy»Ke€HHsI B COOTBETCTBHUM C JOKYMEHTaLUeH
(cMm. [1]). Kourposs nenoctHoctu 10 CK3U nomKkeH OCYIIECTBIATHCS MEPHOAUIECKH, HE
pexe, yem pa3 B 30 JHE.

e Jlocme 3aBepiIeHHs IIpolecca YCTAaHOBKM JOJDKHBI OBITh  BBINOJIHEHBI JEHCTBUS,
HEOOXOANUMBIE JJISI OCYLIECTBICHUS NEPUOTUUECKOT0 KOHTPOJS CTATUCTHYECKOTO KayecTBa
BeixogHOU mocnenoBatensHoctr JCY (BACY u ITJICY), Bxomsauux B coctaB CK3U (cm.
[9]). KoHTposb CTaTHCTHUYECKOTO KayecTBa BBIXOAHOM mociemoBatenbHocTd JJCU momkeH
OCYIIIECTBIISATHCS IEPUOANIECKH, HE pexe, 4eM pa3 B 30 1Hei.

e IIporpammuoe obecriedeHne, ycranaBnuBaemoe Ha OBM ¢ CK3U, He NOMKHO comepikaTh
BO3MOXKHOCTEH, MO3BOJISIOIINX:

- MoanGHUIMPOBATH COJEPKUMOE ITPOU3BOJILHBIX 00JIacTeH TAMSATH;

- MoanpHuIMpOBaTH COOCTBEHHBIH KOJ U KO APYTHX MOINPOTPAMM;

- MoanGHUIMPOBATH NAMSITh, BEIJICICHHYIO IS APYTHX MOJIPOrpaMM;

- IepefaBaTh yIpaBIeHHE B 007acTh COOCTBEHHBIX MJAHHBIX M MJAHHBIX JAPYTHX
MTOIIPOTPAMM;

- HECAaHKIMOHHMPOBAaHHO MOIM(PHUINPOBATH (Al COAepIKAIIIE UCTIONHAEMBIE KOIBI IPU
HX XpaHEHNH Ha )KECTKOM JIFICKE;

- TIOBBIMIATH MPEIOCTABICHHBIC IPUBUIICTHH;

- Moxudummposats HacTpoiku OC;

- HCIOJIB30BaTh HEJOKyMEHTHPOBaHHbIE pUpMoii-pazpadorunkoM ¢pynkiwn OC.

3.4. Tpebdosanus no 3amurte ot HCJI mpu s3xcnanyarannu CK3U

IIpun opranmzamum pabotr mo 3ammre wuHGopMammu oT HCJ] HEoOXoauMo YYHTHIBaTh
cienyromnpe TpeOoBaHus:

e HeobOxonumo paspaboTaTh W NPUMEHHUTH MOJMTHKY Ha3sHAYEHUs M CMEHBI Iapoiieil (s
Bxozaa B OC, BIOS, npu mmdpoBanny Ha napose u T.J.), HICIOIB30BaTh (GUIBTPHI ITapojel B
COOTBETCTBHH CO CJIEIYIOIIMMH IPaBUIaMU:

- JJMHA Tapois JOJDKHA OBITh HE MEHee 6 CHMBOJIOB IIPU MOIIHOCTH aiiaBuTa
He menee 10;

- B YHCJIE CHMBOJIOB IIapoiisl 00s3aTeNbHO TOJDKHBI IPHCYTCTBOBATh OYKBBI B BEPXHEM H
HIDKHEM perucTpax, Hupbl U crienualibHbie CUMBOIIBL (@, #, $, &, *, % u 1.11.);
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- Tapoib HE JIOJDKEH BKIIOYATh B Cce0sl JIETKO BBIYMCISIEMBIE COYETaHUS CHUMBOJIOB
(umena, pammnuu M T.1.), a Takke obmenpuHsTeie cokpamenus (USER, ADMIN u
T.1.);

- [IpU CMEHE IapoJisi HOBOE 3HAYEHHE JOJDKHO OTIMYATHCSA OT MPEIbIAYIIEro He MEHee
4eM B 4-X TO3ULMAX;

- JHMYHBII DapoJIb MOJTB30BATENb HE HMEET IIpaBa coo0IaTh HUKOMY)

- NepHONMYHOCTH CMEHBI APOJIS OLpeNersieTcs NPUHATOH MOTUTHKON 0e3011acHOCTH, HO
HE JOJDKHA IIPEBBIIATh 6 MecsIeB.

Vka3anHas nojauTruka o0s3aTebHa JJIg BCEX YUCTHBIX 3ar[p1ce171, 3aperuCTpupOBaHHbIX B OcC.

CpencrBamu BIOS nomkHa OBITH HCKIIIOUEHA BO3MOKHOCTH paboTsl Ha IBM ¢ CK3U, ecnu

BO BpeMs €€ HauaJIbHOM 3arpy3Ku He IPOXOJAT BCTPOCHHBIE TECTHI.

3anpemaercs:

- OCTaBJIATH 0€3 KOHTPOJISI BBIYMCIMTEIBHBIC CPE/ICTBA, Ha KOTOPBIX JIKCILTyaTHUpPYeTCs
CK3H, mnocne BBOja KiIOYEBOH wHHGpOpMalUu JuO0 WHOW KOH(UAECHIMAILHON
HHPOPMALINY;

- BHOCHTH Kakue-Tnbo n3MeHeHus B mporpamMmmHoe obecriedenne CK3U;

- OCYUIECTBISTH HECAaHKIMOHHUPOBAHHOE aJIMHHUCTPATOPOM O€30MacCHOCTH KOIMPOBAHUE
KIIFOUEBBIX HOCHTENEH;

- pasrjamarh COAEPXKHMMOE HOCHTENICH KIFoueBON HH(MOPMALMH WIM TEpelaBaTh CaMH
HOCHUTENN JIMLAM, K HUM HE JIOMYLIEHHBIM, BBIBOAWUTH KJIIOYEBYI0 HH()OPMAIMIO Ha
JMCIUICH, IPUHTEP U T.II. UHBIE CPEACTBA OTOOPaXKeHUsI HH(POPMAIHH;

- HCHONb30BaTh  KIIOYEBBIE  HOCHUTENM B  peXHMax, HE IPeIyCMOTPEHHBIX
¢dynkuonnpoBannem CK3U;

- 3aIKCHIBaTh HA KIIOYEBHIC HOCHTENHU MOCTOPOHHIOW HH(POPMALHIO;

- pabotats ¢ CK3U npu HeucnpaBHOCTH cpeAacTs 3aumTel oT HC/I.

AnMuHHECTpaTOp 0€30MacHOCTH AO/DKEH CKOH(UIYPHUPOBAaTh ONEPAlMOHHYIO CUCTEMY, B Cpelie
KOTOpo# miuaHupyetcs ucnoiab3oate CK3U, n ocymecTBIsTh NEPHOANIECKUNA KOHTPOIb CIIEIaHHBIX
HAaCTPOEK B COOTBETCTBHH CO CJIEAYIOLUIMMH TPEOOBAHUSIMH:

He ncnions3oBaTh HecTaHIapTHBIE, I3MEHEHHbIE WK 0TIa1049HbIe Bepcnn OC.

HckimounTh BO3MOXKHOCTD 3arpy3K U uctonab3oBanus OC, OTIMYHOM OT IpeaycMOTpeHHOMH
ITaTHOU paboOTOH.

HckimounTh BO3MOXKHOCTh yJIAJICHHOTO YIIPABJICHUS, aIMUHHUCTPUPOBAHUS ¥ MOAN(DUKALIUH
OC u e€ HacTpoeK.

Ha OBM nomxkHa OBITh YCTAaHOBJIEHA TOJIBKO OJHA ONEPALlMOHHAS CHCTEMA.

ITpu ncnonp3oBanun CK3U B BUPTyanbHBIX Cpelax CIeA0BaTh HHCTPYKIHSIM, HU3JI0KESHHBIM
B I1. 4 HACTOAIIETO JOKYMEHTA.

[IpaBom ycranoBku u HacTpoiiku OC m CK3U momkeH o0iagaTh TONBKO aIMHHUCTPATOP
0e30macHOCTH.

Bce Hencnone3yemble pecypchl CHCTEMBI HEOOXOIMMO OTKIIOUHUTH (IIPOTOKOJIBI, CEPBUCHI U
T.IL).

Pexxumbl  GezomacHocTH, peanmnzoBaHHble B OC, 1OMKHBI OBITh HACTPOEHBI HA
MaKCHMAaJIbHBIH YPOBEHbD.

Bcem monb3oBatensiM M rpymmaM, 3apeructpupoBaHHbIM B OC, HEOOXOAMMO HAa3HAYMTH
MUHHMAaJIbHO BO3MOXKHBIE JJI1 HOPMaJIbHOM pabOoTHI IpaBa.

HeoOxomnmo mpemycMOTpeTh Mephl, MAaKCHMajdbHO OTPAHMYMBAIOMIHME JOCTYN K
CIEIYIOUINM pecypcaM CHCTEMBI (B COOTBETCTBYIOIIMX YCJIOBHSX BO3MOXHO IOJHOE
yIaJleHue pecypca WK €ro HEUCIIONb3yeMOH YacTH):

- CUCTEMHBIH peecTp;

- (ailibl U KaTaJIOTH;

- BpeMeHHbIE (aiiibl;

- )KypHAJbl CHCTEMBI;

- (ailnbl MogKavKy;

- xommpyemas nHpopmarus (IIaposiv 1 T.11.);

- OoTJamodYHas WHGOpPMAIHSI.

Kpome Toro, Heo6xoanMo opraHu30BaTh 3aTUpaHue (110 oKoHYaHUM ceaHca pabotsl CK3M)
BpeMeHHBIX (ailioB u (aitnoB noakaukd, (GOPMUPYEMBIX WIM MOJUMUIMPYEMBIX B
mporiecce padorst CK3U. Ecnu 3T0 He BBINOJHAMO, TO HA YKECTKHAH JHCK JTOJDKHBI
pacIpocTpaHsThCs TPEOOBaHUS, NPEIABSIBISIEMBIC K KIIIOYEBBIM HOCHTEIISIM.
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JlommkHO OBITH MCKIIIOUEHO MONaJaHue B CHCTEMY IPOrpaMM, IO3BOJLIIOLIMX, IMOJIB3YSCh
omrbkamu OC, OBBIIATH NPEIOCTABICHHBIC TPUBUIICTUH.

HeoGxoaumo peryisipHO ycTaHaBIMBAaTh MakeThl oGHOBIeHHs GesomacHoctn OC (Service
Packs, Hot fix w T1.1.), OOGHOBIATH AaHTUBHPYCHBIC 0a3bl, a TaKKe WCCIEIOBATH
nH(pOpMaNMOHHBIE pECypchl IO BOMPOCAM KOMITBIOTEPHOH O€30IaCHOCTH C  IEIBIO
CBOEBPEMEHHON MUHUMH3AINH OITACHBIX MOCIIEICTBUI OT BO3MOKHOTO Bo3aeicTBus Ha OC.
B cimyuae monpkmouenunss OBM ¢ ycranoBmenHsIM CK3M k 0OOmEZOCTYHIHBIM CeTSIM
nepefadyd JaHHBIX, HEOOXOJMMO WCKIIIOYNTh BO3MOXKHOCTH OTKPBHITHS W HCIOJHCHHUS
(aiiioB U CKpUNTOBEIX 00beKTOB (Hampumep, JavaScript, VBScript, ActiveX), nonyueHHBIX
13 OOLIEJOCTYIHBIX CeTel Mepeaadn JaHHbIX, 0€3 IPOBEACHHS COOTBETCTBYIOIINX IPOBEPOK
Ha NpeaMeT CoJIepXKaHMs B HUX MPOTPaMMHBIX 3aKJIaIOK H BUPYCOB, 3arpy>KaeMbIX U3 CETH.
[Tpu ucnons3oBannu CK3U Ha DBM, NOAKIIOUEHHBIX K OOIIENOCTYIHBIM CETSM CBSI3H, C
LENBI0 HUCKJIIOYEHHUS BO3MOXKHOCTU HECAaHKIMOHMPOBAHHOTO JOCTyHa K CHCTEMHBIM
pecypcaM HCIONB3YEMBIX OIEPAIOHHBIX CHCTEM, K MPOTPAaMMHOMY OOECIICUECHHUIO, B
okpykeHun kotoporo QynkuuoHupyroT CK3U, m x xkommonHentam CK3U co cropoHsBI
YKa3aHHBIX CETEeH, JOJDKHBI HCIONb30BATHCS JAOTOJHUTEILHBIE METOBI M CPEICTBA 3aIUTHI
(HampuMep: YCTaHOBKa MEXCETEBBIX OKpaHOB, opranm3amus VPN u t.m.). Ilpm stom
MPEANIOYTEHNE JIOJDKHO — OTZNABAaThCSl  CPEACTBAM  3AIIUTHI, HMEIONINM CepTU(HKAT
YIOJHOMOYEHHOTO OpPTaHa M0 CepTU(HKALIH.

Opranu3oBaTh M HCIOJB30BaTh CHUCTEMY ayAWTa, OPTaHW30BaTh PETYJSAPHBIA aHAIN3
pe3yJIbTaTOB ayIUTa.

CK31U  nomxHO  HCHONB30BaTbCd  CO  CPEACTBAMM  AHTUBUPYCHON  3alUTHI,
ceprudunmpoBanabiMi @CB Poccun. Kiacc aHTUBHPYCHBIX CPENICTB 3aIUTHI OTIPEEISeTCS
ycnoBusiMu dkcrutyaTanuu CK3U B aBTOMaTU3UPOBAHHBIX CUCTEMAX.

JomkHo ObITh 3ampemnieHo ucrnonb3oBanue CK3U mnst 3ammtel pedeBoit uHpopmaimu 6e3
MIPOBEJECHUS COOTBETCTBYIOLINX JOIOJHUTENBHBIX UCCIICJOBAHHH.

[pu padore CK3U nomkHBI OBITH OTKIIOUYEHBI CPEACTBA BEIXOA B PaJHOKaHAIL
Heobxoanmo mpoBoauth nepesarpy3xy 9BM ¢ CK3U He peke 0qHOTO pa3a B HEAEIIIO.

IMpu ucmosnszoBannu CK3U B cpeme OC Windows 10/11 u Windows Server 2016/2019/2022
JIOJDKHa OBITh OTKJIIOYEHA (YHKIHS TENEMETPUH. JUIS 3TOrO M3 CHUCTEMbI JOJDKHBI OBITh YJaJjeHBbI
cinyx06a auarHoctuku (DiagTrack) u cooprumku nanubsix (AutoLogger-DiagTrack-Listener), ais gero
HEOOXOAUMO BBITIOJIHUTE CIETYIOIINE CHCTBYS:

ITpoBepurs Hamuume u craryc cepBuca DiagTrack (Ilanens ynpasnenus -> Cucrema u
Oe3omnacHOCTh -> AnMuHHUCTpUpOBaHHE -> CiykObl); €CIIM CEpBUC 3alylieH, OCTAHOBUTD
ero.

Y nanuthb 3aIuCh perucrpanuu cepeuca DiagTrack u3 peectpa (ynanuth
nanky DiagTrack u3 paszena
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services).

VYnanuth TOATOTOBJICHHBIE K OTIpPaBKe JAaHHBIC, XpaHAIIMECs B dYeThipex (aiimax c
pacwpenreM *.rbs B mupekropun %ProgramData%\Microsoft\Diagnosis (umena ¢aiinos
Jutst production c6opox oC —event00.rbs, event01.rbs, event10.rbs u event1l.rbs;
aust insider c6opok OC wMeHa MOTYT OTIHYATHCS, MOITOMY HEOOXOIMMO YIajiuTh BCE
¢aiinsl ¢ pacmupenueM *.rbs).

[Tpu BO3HUKHOBEHUH TPoOIEM ¢ yaalneHueM daitna *.rbs He0OX0IUMO pa3penuTh K HeMy
TIOJIHBIM TOCTYT B CBOMCTBAX Ha BKJIaJIKe «be30MacHOCThY) U 3aTeM yIajauTh (aii.
OcCTaHOBHUTH ABTOMATHYECKYIO (AutoLogger) ETW ceccuto AutoLogger-DiagTrack-
Listener, kotopyto DiagTrack aktiuBupyeT B mpoiiecce CBO€# OCTaHOBKH.

VY nanuth (aiin, B KOTOphIH aBTOMaTH4eckas (AutolLogger) ETW ceccust AutoLogger-
DiagTrack-Listener coxpaHsuia coOpaHHbIC JaHHbIE

(myTb K (aitny XxpaHuTCs B peecTpoBoi 3anmucu AutoLogger-DiagTrack-

Listener B 3nauenuu FileName; B HacTosiiiiee Bpemst JaHHbIE

coxpansitores B ¢aiin %ProgramData%\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLo
gger-DiagTrack-Listener.etl).

Y nanuthb 3aIuch perucTpanuu KoH(puUrypauuu ABTOMAaTHYECKOii
(AutoLogger) ETW ceccun AutoLogger-DiagTrack-Listener us  peecrpa  (koHpuryparus
ceccuu XPaHHUTCS moJg sanmckio AutoLogger-DiagTrack-Listener B pasjene
peectpaHKLM\SY STEM\CurrentControlSet\ControN\WMI\AutoLogger st KoHpHTryparuii
aBromarndeckux (AutoLogger) ETW ceccwit).
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e VYka3aHHbIC BBIIIC ICHUCTBUS HEOOXOAWMO BBIMONHATH MOCIAE KAXKIOr0 KyMYISTHBHOTO
obHoBnenuss Windows 10/Server 2016, TOCKONBKY nAaHHbIE OOHOBJICHUS (HaKTUUECKU
OPHUBOAAT K MONHOM nepeycranoBke OC  yAaleHHBIC CEPBUCH BOCCTAHABINBAIOTCSL.

Jns Beex ucnonnennii CK3M «Kpunro-KOM 3.5» (BapuanTsl ucnonnenus 1, 2) st 1ro60ro
UCIIONIb3YEMOT0 MEXaHW3Ma ayTeHTH(UKAIMM JODKHO OBITh OrPaHWYEHO KOJIMYECTBO HOAPS
CJIC/TyIOLIHX TONBITOK ayTEHTU(HUKALUH OJTHOIO CyOBEKTa JOCTYIIa, YUCIO KOTOPHIX HE MOXET OBITh
6onbmie 10. IIpu npeBbIIEHUH YCTAHOBJIEHHOTO MPENENIbHOr0 YMCIa MOAPSA] CIEAYIOUUX MOMBITOK
ayTeHTHU(UKAIMKA OJJHOTO CYyOBEKTa JAOCTYIl 3TOTO CYyOBEKTa JOJDKEH OJIOKMPOBATHCS HA IPOMEKYTOK
BpPEMEHH, OmpeaessieMblii ycnoBusaMu dSkciuryaTannn CK3M B KOHKpETHOH aBTOMAaTH3MPOBAaHHOM
cucTeMe, Ho He MeHee 4eM Ha 30 cexyHI.

Ucnonuenne 1 CK3U «Kpunro-KOM 3.5», nmeronue ceprudukar COOTBETCTBHS TPeOOBaHUAM
®CBb Poccun k CK3U kmacca KCl, mpu ycnoBUM BBINOJIHEHHS HACTOSIIMX PEKOMEHAAUN
o0ecreynBaOT  3aIIUTy  KOH(QUICHIWAJIbHOW  WH(OpMAnMM  OT  BHEIIHEIO  HapyIIUTENs,
CaMOCTOSITENIbHO OCYIIECTBIISIIOIIET0 CO3/JaHHE METOJOB M CPEICTB pealu3allid aTak, a Takke
CaMOCTOSATENIFHO PEANH3YIOIIEro aTakH.

Ucnonnenue 2 CK3U «Kpunro-KOM 3.5», umeromine cepTuGUKaT COOTBETCTBUS TPeOOBAHHUIM
®CB Poccunn k CK3U knmacca KC2, mpu ycloBHM BBIMOJHEHHS HACTOSANIMX PEKOMEHAAIUN U
HCIOJIb30BAaHUM  JOMOJHUTENBHBIX  cpencTB  3ammtel  oT HCJI  oOecneyuBaroT — 3aluTy
KOHpHICHIIMATbHON HHGOpMAIMK TaKKe OT BHYTPCHHETO HAPYIIWTENS, HE SBJSFOIICTOCS
MOJI30BATEIEM  CPEICTB  BBIYHCIHTSIBHOW TEXHUKH, Ha KOTOphIX peammzoBaHsl CK3U,
CaMOCTOSITENIFHO OCYIICCTBIIIONIETO CO3JaHME METONOB W CPEICTB pealld3alliil aTak, a TaKKe
CaMOCTOSTENIFHO PEANTH3YIOMIETO aTaKH.

CK31 «Kpunto-KOM 3.5» obecnieunBaeT ypoBeHb 3amnunieHHocTH kiacca KC2 npu
COBMECTHOM HCIOJIb30BaHUH C JIFOOBIM NporpamMmHo-anmnapaTHeiM komiuiekcoM (ITAK) sammrsl ot
HCJ, ceprudunuposantsiMm ®CB Poccuu 1o TpeOoBaHHUSM, BBIIBUTACMBIM K 3JICKTPOHHBIM 3aMKaM.

3.5. Obecneyenue 6e30nMacHOCTH (PYHKUMOHHPOBAHUS PA0OYUX MeCT €O
BerpoennbiM CK3U

B JAAaHHOM Pa3aCiC NMpEACTABICHbI OCHOBHBIC PECKOMCHAAIMH 1O OPTaHU3aIUOHHO-TCXHUYCCKUM
MEpaM 3allUuThl JUIA obOecrieueHus: 6E30MACHOCTH q)yHKI_lI/IOHI/IpOBaHI/ISI pa60q1/1x MECT CO BCTPOCHHBIM
CK3H.

e lcnonb3oBanue mM(ppOBaIbHBIX CPEACTB Uil KPUNTOrpaduuecko 3amuTbl HHGopManuu
MOJUIEKHUT JIMIICH3UPOBAHUIO B COOTBETCTBHHM C JEHCTBYIONIMM 3aKOHOAATENbCTBOM
Poccuiickoit @enepanuu.

e Paboune mecta, Ha KoTophie ycTaHOBiIeHB CK3W, MOMmKHEI OBITH aTTECTOBAaHBI KOMUCCHEH.
PesynpTaTel pabOTHl KOMHCCHHM OTPaXalOTCI B «AKT€ TOTOBHOCTH K paboTe» (cM.
[Mpunoxenue).

e Pa0oume wmecra, Ha KoTOpbIX ycraHoBieHb CK3U, mOWKHBEI BO BpeMsS KaKIOTO
ucnons3oBanus B/ICY umers B cBOEM cocTaBe QUCILIEH, UMEIOILMN pa3pelieHre He MEHee
1280%720 mukcemnei.

e JIODKHOCTHBIE HWHCTPYKIMH aJMHHUCTpaTopa Oe3omacHOCTH (ero 3aMecTuTelsi) |
OTBETCTBEHHOTO MCTIIOJIHUTEIIS JOJDKHBI YIUTHIBATH TPEOOBAHNS HACTOSIIIUX PEKOMEH/IAINI.

e [Ilpm kaxnmoMm BKIIOUeHHHM paboueil cranmmu c ycraHoBieHHbIM CK3U HeobOxoammo
MIPOBEPATH COXPAHHOCTD MeYaTel CHCTEMHOT0 OJI0Ka U pa3beMOB pabodel CTaHITUH.

e CaHKIMOHMPOBAaHHOE CHATHE M YCTAaHOBKA IPHUCIIOCOONEHHIl U ONEYaTKH CHCTEMHOTO
6710Ka M pa3beMoB paboueil crannuu ¢ ycranoieHHBIM CK3W nomxHO QukcupoBaThes B
COOTBETCTBYIOILIEM XKYypHAJE.

e DOBM nomkHa 001aaTh cpecTBAMH CaMOTECTHPOBAHMUS IPH BKIIIOUEHUN UTaHMUS, a TAKKe
CpPeACTBAMU KOHTPOJS ypPOBHS IHUTAIONIMX HANpsDKEHWH W TpephlBaHUA  PabOTHI
KOMIBIOTEpA TpPH CHUKEHUU HANpsDKEHUMM HUKE  JONYCTUMBIX —IpefenoB. IIpu
skcrutyatarmn OBM ¢ yctanoBimeHHsiM CK3W  nomyckaeTcst OJHO IIPOMEKYTOYHOE
BBIKITIOUCHHE TUTAHUS B TEYEHUE CYTOK P KPYTIIOCYTOYHOM peKUMe pabOTHI.

e [lpu HeoOXommmocTH yaajeHus (¢aiioB, KOTOpble HCHONb30BaIHCh pu padore CK3U,
peanu3oBaTh (U3UUECKOE 3aTUPAHUE CONEPKUMOTO YAAISIeMbIX (ailyloB € TOMOIIBIO
yrumutsl Wipe u3 coctaa CK3U [2].

e B cinywae oOHapyKeHUSI «IIOCTOPOHHMX» (HE3apETHCTPUPOBAHHBIX) MPOTrPaMM, HapyIICHUS
LEJIOCTHOCTH MPOTpaMMHOTr0 obecrieueHus MO0 BbISBICHUS (aKTa IMOBPEKACHHS Nevyareit
Ha CHCTEMHBIX Oyiokax pabora Ha APM nomxkHa ObiTh mpekpamiena. [lo nanHomy daxty
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JOIDKHO OBITH IPOBEJEHO CHy)XeOHOe pacciefoBaHME KOMUCCHEH B COCTaBe
TIpeCTaBUTENEH CiTy:K0 MH(POPMALMOHHONW 0€30IaCHOCTH OpTaHU3aLUK - BIIaJIeNIbla CETH
opraHu3alyy - abOHEHTa CEeTH, IZie MPOM30LUI0 HApyIICHHE, U OPraHM30BaHbl PAbOTHI MO
aHAJIM3Y U JIMKBUJAIMHI HETaTHBHBIX ITOCJICICTBUI JTaHHOTO HAPYIICHHS.

e Jlonp3oBaTenb IOJDKEH 3allyCKaTh TONBKO TE IPWIOXKEHHS, KOTOPBIe pa3pellieHb
aIIMAHHCTPATOPOM OE30IIaCHOCTH.

e Kpunrorpadpuueckue npuioxenns, co3manaple Ha 0Oaze CK3U «Kpumro-KOM  3.5»
(BapmaHTHI HCIIOMHEHUS 1, 2), JOIDKHBI OBITH BBHIITOJNHEHEI B COOTBETCTBUH C «HCTpyKITHEH
10 BCTPAuBaHHUION.

He nonyckaercs:

e lcnonp3oBate pexxkuMm mpoctoit 3amensl ['OCT 28147-89, TOCT P 34.12-2015 nns
¢ poBaHus HHGpOPMALNH, KPOME KITIOYEBOH.

e lcnonn3oBath peanusoBanHeie B CK3U kpunrorpadguyeckne MexaHHW3MBI, ONpeiessieMble
BEIBeleHHBIM 13 feiictBus cranmapToM ['OCT 28147-89, mocne 30.06.2024.

e [lomkmouats K DBM IOMOTHHUTENEHBIE YCTPOICTBA M COCAMHUTEINH, HE MPEIyCMOTPCHHEIC
LITATHON KOMILIEKTALIUEH.

e OOpabareiBate Ha OBM, ocnamernnorr CK3U, wmHpOpMamuio, comepKamryr CBEICHUS,
COCTaBJIAOIINE TOCYTAPCTBSHHYIO TalHY.

e lcnonp3oBaTh OBIBIIKE B paboTe KIFOYCBBIC HOCUTEIH ISl 3aIMCHA HOBOH MH(OpMarun 0e3
MPeABapPUTEIHHOTO YHUUTOKEHHS Ha HUX KITtoueBod nHpopmaruu cpencreamu CK3U.

e  OcCylecTBIATh HECAHKIIMOHUPOBAHHOE BCKPHITHE CUCTEMHBIX O6110K0B DBM.

e IlpuHOoCHTh W UCHOJB30BaTh B TOMEIIEHUH, THe ycTaHoBIeHbl cpeactBa CK3U,
pamuoTeneoHbl M PYTYI0 paJUONepeNaollyl0 anmaparypy (TpeboBaHHME HOCHT
PEKOMEHAATENBHBINA XapaKTep).

3.6. Kourpoab nenocrnoctu CK3U u cpean! pyHKunMoHNpOBaHUS

Jnst CK3U «Kpunto-KOM 3.5» (Bapuant ucnonnenus 1) konrpouss nenocruocta CK3U u CO
JIOJDKEH O00ecreunBaThCsl HCIOJIB30BaHHMEM MeXaHM3Ma BBIYKMCICHHMS XJII-3Ha4YCHUH (ailios,
pean30BaHHOIO B YTHUIIUTE KOHTPOJISI IEIOCTHOCTH, BXomsieit B cocraB CK3U [1].

Jis CK3U «Kpunro-KOM 3.5» (BapmaHTBI HcHOTHEHUS 2) KOHTpoibs menoctHoctd CK3U u
C® nomxeH obeceunBaThCS HCIIOJIb30BAHHEM MEXaHH3MOB, PEATH30BAHHbBIX B CEPTH(HHLIHPOBAHHBIX
M/I3 (AIIMI3), ucnosnb3yembix coBmectHo ¢ CK3U [8].

B cmygae oOHapyxenmss Hapymenus nenoctHoctH CK3U «Kpunto-KOM 3.5» (BapmaHTHI
ucnonaeHus 1, 2) mwm CO padora ¢ CK3U momkHa ObITh mpekpaimneHa. [1o gaHHOMY (PaKTy ITOIHKHO
ObITh TPOBEZEHO CiIy’)keOHOE paccieloBaHWE KOMHCCHEH B COCTaBe IIPEJCTaBUTENEH CIyxO0
nH(OpPMaLMOHHOM 0€301aCHOCTH OpPraHMU3alMH - BIIaJIeNIbIla CETH M OPTaHU3aINH - A0OHEHTA CeTH, TIe
MPOM30LUIO HapyIIeHHe, W OpraHW30BaHbl pabOTHl MO aHAIM3Y W JIMKBHIAIWK HETaTHBHBIX
MOCJIC/ICTBUH TAHHOTO HAPYILICHHUSI.

Boccranosnenne CK3U «Kpunto-KOM 3.5» (BapmanTsl ucmonHeHHs 1, 2) OoCyIIecTBIseTCS
myteM ypaienus QaitmoB CK3M, menocTHOCTH KOTOpPHIX OblIa HapylleHa, W 3aMEHOW HUX Ha
cootBeTcTBYIomue ¢aitnsl n3 auctpubytBa CK3U, menocTHOCTh KOTOPBIX OblTa MpoBEpeHa Iepen
3aMEHOM.

Boccranosnenne mnemnoctHoctd C® ocymiecTBIseTCS B COOTBETCTBHH C IKCIUTyaTaIlMOHHON
nokymenTtanueit 110, nenocTHOCTh KOTOpOTo Oblila HapyIIIeHa.

3.7. Kourpoasb CTATHCTHYECKOI0 KayecTBa BBIXOJIHOM
nocjenosareabHocTn JCY

Hduns CK3U «Kpunro-KOM 3.5» (BapmaHT ucroiaHeHus 1, 2) KOHTPOJb CTaTUCTHYECKOTO
kadectBa BbIxomHOW mocienoarenbHoctd JCH (BACY u IIJICY) momkeH obOecrednBaThCs
UCIIOJIb30BAaHUEM MEXaHU3Ma TECTUPOBAHUs BBIXOAHOI nocneaoBaTensHocTH JJCU, peann3oBaHHOTO B
ytunure pernamentHoro kourpons JACY, sxoxsmeit B cocra CK3U

B ciydae HeycmemrHOCTH TPOBEPKM KadecTBa BBIXOAHOW mocneaoBarenbHocTd BJICYU wmm
IIACY pabora ¢ CK3U1 nomkHa ObITh npekpaiieHa. JloinkHa ObITh ITPOBEEHA POBEPKA 1IETOCTHOCTH
CK3U u cpensl ¢yHkunoHupoBanus (cM. m. 3.6) HEMOCPEACTBEHHO MoOcie OOHapyKeHus dakra
HEYCHEIIHONW MpOBepKkH. B ciydae eciaM KOHTPONb LEIOCTHOCTH YCHEIIHO NPOWIEH, BBIIOIHUTH
HECKOJIbKO (He MeHee 5 pa3) IOBTOPHBIX 3allyCKOB YTHJIMTHI NpoBepku kadectBa [ICY, mo koropomy
ObUT TOJy4eH OTpHLATEIbHBIH pe3yJibTaT NPOBEPKH, C IapaMeTpoM, MHO3BOJSIONIMM IOJYyYHTh
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OPOMEKYTOUYHBIC PE3yNbTaThl TecTUpoBanusi (cM. [9]), coxpaHss momydeHHble pe3ynbTaThl. [lo
JaHHOMY (akTy JOoKHO OBITH MPOBENCHO CIyXKEeOHOE pacclieIoBaHHUE —aJIMHHUCTPATOPOM
0e30MaCHOCTH WITH TIPECTABUTENEM CITy>KO WHPOPMAIMOHHOW 0€30IaCHOCTH OpTraHU3alHH, KOTOPBHIM
JOJDKHBI OBITH TIepelaHbl COXPAaHEHHBIC PE3YJIbTATHl MOBTOPHBIX 3aIllyCKOB C IPOMEKYTOYHBIMU
pe3ynbTaTaMy, ULl ONPEACIICHUS MPEACTABUTEIIIMU CIIy)0 MHQOPMAaIMOHHOH 6€30MacHOCTH MCXO
W3 aHaNM3a pe3ysipTaToB ¢ momolnsio [10] dakra T0KHOOTPHIATENFHOTO pe3yIbTaTa HCKOMOTO
TeCTHpOBaHHWA. B ciydae oOHapyxeHHs (akTa JIO)KHOOTPULATEIFHOTO pe3yjbTaTa HCKOMOTO
tectupoBanus padora ¢ CK3U MoxeT OBITh MPOAOIDKCHA.
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4, NCHOJIB30BAHUE CK3U B BUPTYAJIBHBIX CPEJJAX
4.1. Opranusanus pador no 3amurte ot HCJJ

[Ipu ncnonszoBannn CK3U B BUPTyanbHBIX cpellax HEOOXOJMMO HalW4ue Kak MUHHMYM JIBYX
(DYHKIIMOHAJBHBIX POJICH BUPTYaIbHONH HHPPACTPYKTYPBIL:

e aJMHHHCTPATOp BHUPTYalbHBIX MAIlWH, OCYIICCTBIIIOIINI YIIPaBICHHE KOMIIOHEHTAMH
BUPTYJILHON MH(PACTPYKTYPbI: BUPTYyaIbHBIMH MallMHAMH, CEPBEPHBIMH KOMIIOHEHTAMHU,
CUCTEMOH XpaHEHHMsI IaHHBIX;

® aIMMHUCTPATOp OE30MacHOCTH, OCYIIECTBISIOMUN aJIMUHHCTPUPOBAHHE BUPTYaJIbHBIX
MaIlIHH.

[Ipumeuanue. BupryanbHas uHppacTpykTypa (MHQpacTpyKTypa BUPTYyaU3alUH, BUPTyalbHAS
cpena) - B 3aBHCHMOCTH OT KOHTEKCTa, JIMOO MHOXECTBO MPOrPaMMHO-AMMapaTHBIX CPEICTB,
00eCTeUnBaKOIIUX Pa3BEPTHIBAHUEC BUPTYAIBHBIX MAIWH, OO0 CaMH 3TH BHPTYAJIbHBIC MAIIUHBI U
CUCTEeMa UX CBI3el MEXIy COOOH.

4.2. YcTraHoBKa NPOrpaMMHOro odecrnedeHus

I[I9BM, Ha KOTOpBIX HCHONB3yIOTCH cpencTBa Bm3yammsanumn W CK3U, momkHBI OBITH
JOTTYIICHBl JJIsi 0O0paboTKM KOHQHUACHIMATbHONH wH(opMamumu Mo aeicTByrommM B Poccuiickoit
Denepanun TpeOOBaHUSIM MO 3aIUTe HHPOPMAIMN OT YTEUKH 10 TEXHUUECKUM KaHalaM, B TOM YHCIIE,
no kanany cBszu (Hampumep, CTP-K), ¢ yuerom Mmojaenu yrpo3 B HH(OPMALMOHHOH cucTeMe
3aKa34rKa, KOTOPBIM JOJDKHO IpoTuBocTosiTh CK3U.

Wucramamus CK3U Ha pabounx MecTax AODKHA IPOU3BOIMTHCSA TOJIBKO C JUCTPHUOYTHBA,
MOJIYYCHHOTO TI0 JJOBEPEHHOMY KaHANY.

K ycraHoBKe 0OIIECHCTEMHOTO U CIICIMAIBHOTO MPOrpaMMHOro obecredeHus, a Takke CK3U,
JIOTYCKAIOTCS JIUIA, MPOIIEIINE COOTBETCTBYIOIIYIO MOATOTOBKY M M3YUMBIIUE JOKYMEHTAIIUIO Ha
cootBercTBytomee [10 u CK3U.

TpeboBanust k ycrtaHoBke mporpammHoro obecrneduenuss 1 CK3M B rocteBodl M XOCTOBOH
OTIEPAIIMOHHBIX CUCTEMAX:

® HAa TEXHUYECKUX CPEIICTBAX, MPEIHA3HAUYCHHBIX ISl pAOOTHI CO CPEICTBAMU BUPTYaU3aIIH
U B CO3JaHHOH STUMH CPEICTBAMH BHUPTYaJIILHOW Cpele CJIEQyeT HCIIONB30BaTh TOJBKO
JUIIEH3HOHHOE IIPOTpaMMHOE 0OecTieueHre GUPM — IPOU3BOIUTEIICH.

e IIpU YCTaHOBKE INPOrPaMMHOTO oOecreueHHs BUPTYaIM3alldH, T'OCTEBOH OIEpanrOHHON
cuctembl 1 CK3U HeoOXoaumMo MpoOBECTH KOHTPOJIb IEJIOCTHOCTH W JOCTOBEPHOCTH
COOTBETCTBYIOIIETO TUCTPUOYTHBA.

Ha II5BM wu B BHpTyallbHOU Cpefie HE JOJDKHBI YCTaHABIUBATHCS cpeacTBa paszpadorku 10 u
ommamuuku. Ecim cpeacTBa OTIAAKM TPHUIOKEHWH HYKHBI JUISI TEXHOJOTHUECKHX MHOTpeOHOCTEH
OpraHM3aIliM, TO HX HCHOJB30BAHHE JODKHO OBITh CAHKIMOHHUPOBAHO aJAMUHUCTPATOPOM
6e3omacHoctu. Ilpu 3TOM HOMKHBI OBITH peaJM30BaHBl MEPBI, HCKIIOYAIOIINE BO3MOXKHOCTD
WCTIONIB30BAaHUSL 3TUX CPEACTB JUIs peaakTupoBaHus koxa u mamsata CK3U u mpunoxenwuii,
ucnone3ytomux CK3U, a Ttake mana mpocmorpa koma u mamsatu CK3UM wm  mpumnoxenwuii,
ucnone3ytomux CK3U, B mpomecce ob6paborkm CK3U 3ammmiaemoil mHGOpManuu W/WIH TIPU
3arpy’kKeHHOH KIII0UeBON HH(POPMAIIHHL.

IToce 3aBepiieHus mMporecca YCTAHOBKU JTOJDKHBI OBITh BBITIOTHEHBI IEHCTBUS, HEOOXO0IUMBbIE
JUIA OCYIIECTBJICHUS MEPHOINYIECKOTO KOHTPOJIS IiesocTHOCTH ycraHoBieHHoro [10 CK3U, a Taxke
€r0 OKPYXEHHS B COOTBETCTBHH C JIOKYMEHTAIIHEH.

Ilocne 3aBCpHICHUA IIpoHecca CO3AaHUs BHpTyaﬂLHOﬁ MAalIuHbI, BBIIIOJIHCHUA ’I‘p€6y€MLIX
HAaCTpOCK W 3aJlaHud Tpe6yeM1,1x napamMeTpoB BM, JOJIDKHBI OBITH  BEIIOJIHEHBI ﬂeﬁCTBHH,
HCO6XO,HI/IMLIC JJIL OCYHIECTBJICHUS NEPUOANUICCKOTI0 KOHTPOJIA HECJIOCTHOCTH HACTPOCK U IMapaMeTpOB
BM.

Hnst Buptyanbueix Mamne VMWare WorkStation, VMWare Player, VMWare vSphere ESXi
KOH(UTYpalMOHHBIN (aiil HaXOOUTCS B TOH ke JUPEKTOPUM, YTO M 00pa3 BUPTYAIbHOH MAILIHHBI,
uMeeT paciiupende .vmx. Ha3paHue KOH(GUrypalMOHHOro (aiiia coBINaIaeT ¢ UMEHEM BHUPTYalbHON
MalluHbL. AHAIOTMYHO KOH(UIypaluoHHble (aiiiapl BUPTyanpHbIXx MamuH Virtual Box jexar B
JUPEKTOPUH ¢ 00pa30oM BHPTYaIbHOW MalIMHbL, UMEIOT paciiupeHue .vbox W Ha3BaHHUE, COBIIAAIONIEe
C MMEHEeM BUPTyalbHOI MammuHbl. [lanmkol mo yMoimYaHWIO JUISl XpaHEHHs HAacTPOCK BUPTYaJIbHBIX
mamuH Hyper-V seisercs namnka \ProgramData\Microsoft\Windows\Hyper-V, ums cosmamaer ¢
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uMeHeM BupryanbHoM MammHbl. RHEV mo ymomyanuro XpaHuT KoH(UrypauuoHHble (aiiisl B
nupekropun /etc/libvirt/, ums coBnasaeT ¢ UMEHEM BUPTYaIBHON MaIINHBL.

[ocne 3aBepiienust npouecca yctaHoBkH rocteBoid OC IOJDKHBI OBITh BBINOJHEHBI JIEHCTBHSA,
HEOOXOAUMBIE JUI OCYLIECTBJICHUS IEPUOJUYECKOTO0 KOHTPOJS IIEJIOCTHOCTH YCTaHOBJICHHOTO
cucremHoro I1O B cootBerctBuM ¢ mpuBenéHHbIM B jgokyMmeHTaumn CK3U cnmckom daiinos,
MOJUIEKALTUX KOHTPOJIIO [IEIOCTHOCTH.

[Ipexycmotpers MEpHI, HCKJTIOYAIOIINE BO3MOXKHOCTB HECaHKIIHOHUPOBAHHOTO
HEOOHapyXMBAaEeMOTO M3MEHEHHS aIlapaTHON YacTH TEXHUYECKHX CPEJICTB, HA KOTOPBIX YCTaHOBIICHBI
CK3U 1 KOMIIOHEHTHI BUPTYaJIbHON MH(PACTPYKTYPHI (HAPUMED, IyTEM OlleyaThbIBaHUsI CHCTEMHOTO
6no0ka u pazsemo [I1DBM).

4.3. Hacrpoiika runepBusopa

Hacrpoiikamu runepBu3opa JOKHO ObITE 00ECIIEICHO BRIIIOTHEHNE CIEIYONX TPEOOBAHIMN:

JUIL  KaXIOH BHPTyaJbHOW MAIIMHBI JOJDKHA OBITH BBIJENICHAa OTAEJbHas 00JacTh
OIIEPAaTUBHON NaMATU XOCTOBOX MAIlIMHBI.

HEOOXOAMMO  OOecrednTh  HEBO3MOXKHOCTh  WMH(OpManMOHHOro  oOMeHa  MEeXIy
BUPTYJIbHBIMH MalllMHAMH C UCTIOJIb30BAaHUEM OOIINX PECYPCOB XOCTOBOI MaIIMHBI.
HEOOXoAMMO  OOecrieunTh  HEBO3MOXKHOCTH  MH()OPMAIMOHHOTO  OOMEHa  MEeXmy
BUPTYJIbHBIMH MAaIlIMHAMH, IPOTPAMMHBIMH TIPOIIECCAMU W OINEPAI[HOHHOW CHUCTEMOW
XOCTOBOM MAamIMHBL, Ha KOTOpPOH (YyHKIMOHHMpYET BHUpTyalbHas HHPPACTPYKTYpa,
UCTIONIb30BaHMEM OOIINX PECYPCOB XOCTOBOI MaIIMHBI.

HEOOXOAMMO  00eCreunTh  HEBO3MOXKHOCTH  MH()OPMALMOHHOTO  OOMEHa  MEexay
NPOTrPaMMHBIMU ~ NIPOLIECCAMH,  HCIIOJB3YEMBbIMH  JUIsl  JIOCTyHa MOJb30oBareneil K
BUPTYQJIbHBIM MaIllMHAM, ¥ WHBIMH TPOrPAMMHBIMH IIPOLIECCAMH C HCIIOJIb30BAaHHEM
00IIHX, pa3IeisIeMbIX PECYPCOB.

4.4. 3amurta ot HCJ npm 3xcriryaranuu CK3U

IIpu sxcrutyaraunn CK3U 3anpenieHo:

OCTaBJIATh 0€3 KOHTPOJS BBIYMCIHUTENBHBIE CPEACTBA, HAa KOTOPBIX JKCIUTyaTHpyeTCs
BHpTyaJibHasi MallnHa ¢ yctaHOBIeHHBIM Ha Hell CK3U, n ximeHTcKkue MecTta (TepMHHAIBI)
IocJIe BBO/A KJIFOYeBOH MH(pOpManuy 1nO0 nHOH KoH(pHUAeHIMATEHOH HH(OPMAITIH;
OCTaBIIATh 0€3 KOHTPOJIS KIMEHTCKHE MecTa (TEepMHHAJIbl) IOJIb30BaTeNed BHPTYaIbHBIX
pabouunx cTo0B ¢ ycraHoBIeHHBIME Ha HUX CK3U;

BHOCHTB KakHe-JIn00 N3MEHEHHs B IporpaMMHoe obecrieuenne Bupryanmmsanun u CK31.

I[Tpu sxcrmyataiuu CK3U HeoOxoanumo:

opraHu3oBath 3aTHpaHue (1o oxoHuaHuu ceaHca padotel CK3U) BpemeHHBIX (aiiioB u
(¢aiisoB noxkauku, popMupyemMbIx Wik Moaudurpyembix B nponecce padotst CK3U. Ecnu
9TO HEBBINOIHUMO, TO rocreBas OC [M0MKHA HCHOJIB30BATHCS B OJHOTIONB30BATEIECKOM
pexnMe U Ha XKECTKMH AHUCK XOCTOBOW MAIIMHBI, a TaKke Ha o0pa3 JHCKa BUPTyaJbHON
MalllMHBl  JIOJDKHBI ~ PAacHpOCTPaHIThCS TPeOOBaHMS, MPEIbSBISIEMblE K KIIOYEBBIM
HOCHUTEIISM;

pEryJIsipHO YCTaHaBIIMBATh MakeTbl 0OHOBIeHUs Oe3omacHocTH OC XOCTOBOW MAalIMHBI U
rocresoi OC BupryansHoit MammHbl (Service Packs, Hot fix u T.m.), 0oOHOBIATH
AHTUBHPYCHbIE 0a3bl B COOTBETCTBMHM C HOPMATHUBHBIMH JOKYMEHTAMH JKCIUTYyaTHPYIOIICH
opraHuzanui. PexoMmeHIyeTcss HccienoBaTh WH(OpMalMOHHBIE pecypchl MO BOINpoOcamM
KOMIBIOTEPHOH 0€30MacCHOCTH € IEeNbI0 CBOEBPEMEHHOW MHHHMH3AIUH  ONACHBIX
MOCJIEICTBUI OT BO3MOKHOT0 Bo3aeiicTeus Ha OC;

HCKJIIOYUTh BO3MOXKHOCTh momafannsi B OC XOCTOBOH MamIMHBI, a TaKKe B TOCTEBYIO
CHCTEMY BHUPTYaJIbHOM MAIIMHBI MPOTPaMM, MO3BOJIIOIINX, MONB3ysich ommoOkamu OC,
MTOBBIIIATH NPEIOCTABICHHBIC IPUBUIICTHH;

HCKITIOYUTH OJTHOBpeMeHHY0 paboTy B rocteBoii OC ¢ paboratomum CK3U u 3arpyskeHHOM
KIIFOYeBOM  MHQOpManueil  HEeCKOJNBKUX  IoJib30BaTeneld.  BupryanbHas — MamuHa,
¢yakumonmpytomas nog OC Windows, Ha koTopoit ycranoneno CK3U, momkna
HCTONB30BaThCSl TONBKO B OJHOIOJB30BATENLCKOM pexHMe. B ciydae HEBO3MOXKHOCTHU
BBIIIOJIHEHUS ~ PEKOMEHJAaMK B  OpPraHM3alMyd  JOJDKHBI  OBITh  IPEILyCMOTPEHBI
JIOTIOJIHUTENBHBIE OPTaHU3al[IOHHBIE MEphl 110 OOECIEYEHHI0 COXPAaHHOCTH KIFOYEBOM
nHpopmanny, XpaHsieics Ha JaHHOW BUPTYAJILHOI MallIHE.



16
HIKHP.00064-01 90 02

4.5. Cucrema ynpasJjieHusI BAPTYaJIbHOM cpeoi

Cucrema yrpaBleHHS BHUPTYyalbHOH CpEIOM — 3TO HYacTh BHPTyalbHONW HHOPACTPYKTYPHI,
KOTOpasl C TOMOINBIO aNMapaTHO-NPOIPAMMHBIX CPEACTB U CPEACTB CETEBOTO B3aMMOJICHCTBHSA
obecrieunBaeT:

e ymIpaBiIeHHE THUIEPBU30pOM ((popMHpoBaHIE HACTPOEK U 3aJaHHE TapaMeTPOB);
e HACTPOWKY BHPTYalIbHBIX MAIINH, BUPTYaJIbHBIX CETEH, HCIOIb3YEMBIX XPAHWINIL JAHHBIX;
¢ I[CHTPAIU3ALNIO BUPTYAIBHBIX pecypcoB (oOecrieueHne paboThl BCEX BUPTYalbHBIX MallWH,
BUPTYQJIBHBIX CETEBBIX XPAHWIMII JAaHHBIX W BUPTYAJIBHOTO CETEBOTO O0OPYZOBAHUS
nH(pOpPMAIMOHHON CHCTEMBI, TOCTPOSHHOH C MCIIOIb30BaHUEM TEXHOJIOTUH BUPTYaIH3aIiH,
KaK €MHOI BUPTyalIbHO! pacnpeAeaEHHON BEIUUCIUTEIBHOMN CETH);

e yIpaBieHHE IepeMelleHneM (MHUIrpanueil) BUPTyaibHBIX MAIIMH C OJHOI'O KOMIIBIOTEpa Ha
JIPYTOH.

CeTp yIpaBieHHS BHPTYaIbHOW Cpenod IODKHA OBITh BEIENCHA B OTHCIBHBIH CETEBOI
cerMeHT. JlJIi 3alUTBl JAaHHOTO CErMEHTa JOJDKHBI HCIIONIB30BATBhCA CPEICTBA MEKCETEBOTO
SKpPaHUPOBaHUsS U NPENOTBPAILECHUS BTOPKECHUN.

Cerp ympaBieHHWs BHUPTyaldbHOH HMHQPACTPYKTYpOodl HE [MOIDKHA MOAKIIOYATHCS K
00IIEeTOCTYITHBIM CETSM (CETSIM, OCTYII K KOTOPBIM HE OTPaHNUYEH ONpPEeIEHHBIM KPYTOM JIHII).

4.6. TpeGoBanusi K MUTpaliu 00Pa30B BUPTYAJIbHBIX MAIIMH

IIpu nepenaue (murpamuu) obpazoB BM uepes mnpoctpanctBo BHe K3 HeoOxomumo
UCIIONIb30BaTh ~ KaHalbl, 3allUIIEHHBIE CpeACTBaMH LIHM(POBAHUS, WMEIOUIMMH  CEepPTU(HKAT
YIOJIHOMOYEHHOr0 opraHa. I[Ipu 53TOM IS COIJIaCOBaHUS CEAaHCOBBIX KIIOYEH MIM(pPOBaHUS
HE0oO0XOJMMO HCIIOIB30BaTh KPUNTOrpadHIEcCKHe MPOTOKOIIBI, 00CCIICUNBAIOIINE 3aLIUTY CEaHCOBBIX
KITI0Yei U ayTeHTH(HKALHMIO B3aUMOJICHCTBYIOIINX CTOPOH.

4.7. TpeﬁoBa}mﬂ K CO3JaHUK MIHOBCHHBIX CHHMKOB COCTOSAHUA
BI/IpTyaJIBHOfI MalIHuHbI

Ha MrHOBEHHBIH CHHMOK COCTOSHHS BHUPTYaIbHOM Mammuubl (Snapshot), coemaHHBINA mocie
BBOJa KJIIOYEBOM HWHQPOPMALUM, JOJKHBI PaclpOCTPaHAThCS TPeOOBaHUS TI0 OOpaIleHHIo ¢
KJIFOUYEBBIMH HOcuTeIsiME (cM. [6]).

4.8. 3amurTa OT ceTeBbIX aTaK HA THIEPBU30P

JI71st 321U THI OT CETEBBIX aTakK Ha TUIIEPBU30p HEOOXOIUMO:

® CIHOJB30BATh MEXKCETEBBIE DSKpPAaHBl M CHCTEMBI IPEJOTBPALICHHUS BTOPKCHMH I
OJIOKUPOBAHUSI CETEBBIX aTaK U (DUIIBTPAIIMU CETEBOro Tpaduka;

e ycraHaBIMBaTh 0OHOBIeHUs [10 runepsuzopa;

® TIPOBOAUTH KOHTPOIb neraocTHOCTH I10 1 HacTpoek THIepBU30Pa;

® [IPOU3BOAMUTH PETUCTPALUIO JEHCTBUI aIMUHUCTPATOPOB BUPTYAJILHOM CPEbIL.

4.9. 3amura oT ceTeBbIX aTak Me:xkay BM

Jomxen ObITh 3ampemeH HHOOPMAIMOHHOH OOMEH MEXAy BHPTYAIbHBIMH MAalIdHAMU
WCIIOJIb30BaHUEM OOIUX PECYypCOB XOCTOBOW MAaIIWHBI, B TOM YHCIe OOMMX 00JIaCTed OomepaTUBHOM
MaMsTH XOCTOBOH MAIlIMHBI.

[Ipumevanue - A ONEPATHBHOW MAMSTH BBIOJHEHUE NAHHOTO TPeOOBAHUS aBTOMATHYCCKH
obecnieunBaercst cpeacrtBamu Hyper-V u VMWare. Heo6xomuMo Takke 00€CIeYnTs HEBO3MOKHOCTh
MOJKJIFOUCHHS [0 CETH BUPTYalbHBIX MAIIMH K CBOCH XOCT-MallWHE (HACTpOWKaMu OpaHIMmay’pa
W/WIM CETEBBIMU TIOJUTHKAMH) W HEBO3MOXHOCTh YTECHHsSI JHUCKOB XOCT-MAaIllMHBI B BHPTYaTbHBIX
MalyHax (HaCTPOWKaMU BUPTYaTbHBIX MAIIHMH, KaCAIOIIUXCS TOCTYIA K JIOKATBHBIM PECypcam).

4.10. Koutpous neaoctaoctu IO BupTyaabHoii cpeabl
HCO6XO,HI/IMO BBITIOJIHATE KOHTPOJIb HEJIOCTHOCTU CIICAYIOIHUX KOMIIOHCHTOB BHpTyaJ'II;HOﬁ
Cpeabl:

e TIO runepBu3opa (Ha XOCTOBOH MaIINHE);
® HACTPOEK I'MIEPBHU30DA;
e TIO rocreBoii onepalioOHHON CUCTEMBI;
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e 00pa3oB BUPTyaJbHBIX MAIlIMH, B TOM YHUCIE, STAJOHHBIX 00pa3zoB BM, mcnonb3yromuxcs
IIpU pa3BEPTHIBAHUU HOBBIX BM.

Konrpons nenoctHoctn CK3U, ycTaHOBIEHHOro Ha BUPTYaJIbHOH MarinHe, HE0OXOAMMO
MPOBOJIUTD aHAIOTUYHO KOHTpoJto nenoctHoctn CK3U, ycranoBneHHoro Ha ¢usndeckoit miartdopme.

4.11. TpeGoBaHusl K 3TAJIOHHBIM U 3arpy304HbIM o0pazam BM

[Ipn co3maHWM 3TalOHHBIX 00Pa30B BUPTYAJIbHBIX MAIIMH IPEABAPUTEIHHO MOJDKHA OBITh
BBITIOJTHEHA IIPOBEPKA:

® COOTBETCTBHS NapaMeTpoB M HacTpoek BM ycraHOBIEHHBIM TpeOOBaHHUSM O€30I1aCHOCTH;

e nenoctHoctu cucreMHoro IIO rocresoit OC u IIO CK3M B COOTBETCTBHHM C
sKcruryataronHoi mokymeHTtanmeii Ha CK3U. Ilocme co3manms sTtamoHHOTO 00pasa
(xmora) BM momkHa OBITH BEIIOJIHEHA KOHTPOJIbHAs ycTaHOBKa BM ¢ maHHOTO OOpasa u
KOHTPOJBbHAA mpoBepka renoctHocTH cuctemuoro I10 rocreroit OC u [10 CK3Y;

Jis  KakIoro OSTaJOHHOrO 00pa3a BHPTYaIbHBIX MAIIMH  JIOJDKHBI  BBITIOJHSATHCS
periIaMeHTHPOBAHHBIC MPOICIYyphl OOHOBJICHHS HACTPOCK, BKIIOYEHHBIX B 00pa3 MpPOTrPaMMHBIX
xomnounent CK3U.

JIO/KHO BBITIOJHSITHECS CBOCBPEMEHHOE OOHOBICHUE HACTPOeK BM, BKITIOUEHHBIX B STAJOHHBIN
obpas.

JlomkHa BBIMOIHATHCSI CBOSBPEMEHHAsI ycTaHOBKa 00HOBIeHHH Oe3omacHoctu OC (rocteBoit u
XOCTOBOH).
3arpy30uHble 00pa3bl JOJDKHBI CO3[aBaThCS TOJBKO U BUPTYaJbHBIX MAIUH, CO3JAHHBIX C

HCIIOJIB30BAHUEM 3TAaJIOHHBIX 06p8.30B. HpI/I 9TOM IOJI2KHO OBITh UCKJIFOYEHO BHECEHHE B 3TAIOHHBIN
06p33 H3M€HeHPII7[, BBITIOJTHCHHBIX IIPU CO3JIaHNUH 3arpy309HbIX 06pa3013.

KomnupoBanue o0pa3oB BUPTYalbHBIX MAlllMH C BBEJICHHOW KIOueBOM WH(opmaumei u/mim
uHHnKanu3uposanHsM [1JICY 3amperieHo.

4.12. TpedoBanus k ayTeHTH(pUKannu noJn3oareseii CK3U

Jis CK3U «Kpunto-KOM 3.5%» (BapuaHT ricriomHeHHs 1) JOIDKeH OBITH peai30BaH MEXaHU3M
ayTeHTU(QHKAUWK CyOBEKTa JOCTYNa NPH MOMOIIM MapoJis, YIOBISTBOPSIOLIETO CIIEIYIOMUM
YCIIOBHSIM:

® JIMHA MApOJIs JOJDKHA OBITh HE MeHee 6 CHMBOJIOB;

e B YHCJIE CHMBOJIOB Hapoisi 00S3aTeNbHO MOJDKHBI NPHCYTCTBOBATH OYKBBI B BEPXHEM H
HIDKHEM perucTpax, [upsl U crienuaibHble CUMBOIEL (@, #, $, &, *, % u T.11.);

® [apoib HE JOJDKEH BKIIOYATH B CEOsI JIETKO BBIYHMCIISIEMBIC COYETAaHHS CHMBOJIOB (MMEHA,
(damunuy u 1. 11.), a Takxke obwenpunsaTeie cokpamenust (USER, ADMIN #u T.1.);

® [pU CMEHE MapoJisi HOBOE 3HAUYEHHE JOJDKHO OTIMYATHCS OT HPEABIAYIIEro He MeHee 4eM
B 4-X MO3UIMAX;

e JIMYHBIN NMApPOJIb M0JIH30BATENb HE UIMEET NpaBa coO0IIaTh HUKOMY;

® [EPHOANYHOCTh CMEHBI MApOJIsl ONPEIeIISIeTCs] IIPUHATOM MOJUTUKON 0e301acHOCTH, HO He
JIOJKHA TPEBBILIATh 6 MECSIIEB.

Jis CK3U  «Kpunro-KOM  3.5» (BapuaHT WCIOJHEHHS 2) ayTeHTH(HUKAIMS T0JKHA
BBIMTONTHATECS 10 nepexoxa AC, Ha xotopeix peamm3oBaHo CK3H, B pabouee coctosHme. [Ipm 3TOM
JIOJDKHBI UCTIONIb30BaThCSI MEXaHU3MbI ay TEeHTU(HKALIUH, peall30BaHHbIe B cepTH(UIMpOBaHHbIX M/I3
(AIIM3), ucnosnb3yembix coBmecTHo ¢ CK3U «Kpunro-KOM 3.5».

4.13. TpeGoBaHMe K YIIPABJIEHHUIO 10CTYNIOM

IITaTHBIME CpeNCTBAMH BHUPTyalM3allUd JOJDKHO BBINOJHATHCS YIPABICHHE JOCTYIIOM
CyOBEKTOB JocTyma K OOBEKTaM JOCTyHa B BHPTYaIbHOW HH(pacTpyKType, B TOM YHCIE BHYTPH
BUPTYaJIbHBIX MAILIUH.

4.14. TpeGoBaHMe K perucTpauuu coobITHI

ITaTHPIMM CcpeAcTBaMM BHPTyaIHM3allMd JIOJDKHA BBITOJHATECS PETHCTpAlMs  COOBITHH
6€e301acHOCTH B BUPTYaJILHOH HH(PPACTPYKTYype.
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IMPUJIOKEHUE. AKT 'TOTOBHOCTU K PABOTE
YTBEPXJAIO

(TOKHOCTD)

(HanMEHOBaHME YUPEKICHHU)

(mommuce) (®.1.0.)

AKT
TOTOBHOCTH K paboTe c
(HaUMEHOBAaHUE YUPEKICHUS ) (HaMMeHOBaHHE U3/IEIIHIA)
« » 20 1.
Komuccus B cocrae npenceaaress
(OIKHOCTB) (®.1.0.)
X 4JICHOB
Ha3Ha4YCHHaA cocCTaBuia HaCTOHHII/Iﬁ aKT O TOM, YTO IIOMCIICHUC
SKCIUTyaTUPYIOIIEr0 OpraHa , pa3MelieHue ,
(na3Banue) (o6opynoBanmue)

XpaHWJIUIa KIIOYCBBIX JOKYMECHTOB, OXpaHa HOMCHIGHI/Iﬁ 1 MOATOTOBJICHHOCTb COTPYAHUKOB K

00CcITy>KUBaHUIO

(o6opynoBanue)
COOTBETCTBYIOT:

(I'OCT, uHCTpyKLUS, pyKOBOASAIINE JTOKYMEHTHI, IPaBHJIa MOJb30BAHUS U T.11.)
Komuccus OTME€YACT, YTO UHCTAJIIIALHUA 10 BBIHICYIIOMAHYTBIX I/IB,Z[GJ'H/Iﬁ IIpoBEACHA B COOTBETCTBUMU C

(uHCTPYKIMHK)
BBIBO,HZ KOMHUCCHA CHHUTACT, YTO 00BEKT OTBEYACT Tp€6OBaHI/IHM
(na3BaHme 0OBeKTA)

(Ha3BaHHMe MHCTPYKIUH)
1o o0ecreueHn0 0€30IaCHOCTH CBS3H 10 YPOBHIO M MOXET OBITh BBCJICH B HeﬁCTBHC.

IIpencenarens:

(moamucs) (®.1.0)
YjieHbI KOMUCCUH

(Toamuce) (®.1.0)
(Tmoamuce) (®.1.0)
(Tmoamuce) (®.1.0)

M.IL.
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