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AHHOTANUA

CpencTBO MMHTO3AIIUTH C ayTeHTH(UKanued - nporpaMMHbIA Komiuieke «Signal-COM
AuthKey» npennazHaueHo it 0Oecrie4eHusl eJOCTHOCTH U ayTeHTU(UKAINN JaHHBIX, a TaKKe JUIs
ayTeHTU(UKAIMM WCTOYHHMKA JAHHBIX C WCIIOJIb30BAaHHEM CHMMETPHYHBIX KPHITOTpa(uuecKux
JITOPUTMOB.

Hacrosimmii TOKyMEHT COIEpXHUT PYKOBOACTBO CHCTEMHOTO IPOIPaMMHCTa cepBepa
anekTpoHHOH mommuch (mamee «Signal-COM  AuthKey Server»), KOMIIOHEHTa NIPOrpaMMHOTO
komruiekca «Signal-COM AuthKey», npenHasHadeHHOTO IS 0OCITY>KHBaHUS KIFOUCH HIIEKTPOHHOM
HOJAIKCH U IJIsl HPOBEPKH HIICKTPOHHOM ITOJIUCH.

© 2024 AO «CUT'HAJI-KOM»
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1. OBIIME CBEJIEHUNS O TIPOI'PAMME

1.1. Ha3nayeHue nmporpaMmbIl

IIporpammusiii  komiureke  «Signal-COM  AuthKey» mnpemnasHaueH pans oOecredeHus
[EJOCTHOCTH W ayTeHTH()UKAIMHM NAaHHBIX, a Taloke U ayTeHTH()UKALMKM HCTOYHHKA NAHHBIX C
UCIIOJIB30BAaHUEM CHMMETPHYHBIX KPUITOTPAGHISCKUX AITOPUTMOB.

[porpammubiii  komrurekc  «Signal-COM  AuthKey»  MoXeT  HMCHOJNIB30BaThCS B
MH(OPMALMOHHBIX CHCTEMaX, MpeAHa3HAYCHHBIX Ul XpaHEeHHs U 00pabOTKH NMepCOHANBHBIX IaHHbIX,
KOH(UICHIIMAIIBHOM, CiTy’)keOHOH, KOMMEpYECKOl 1 JApyroil HHGopMaLuy, He CoAepIKalel CBeIeHHH,
COCTaBJIAIOLIMX TOCYAAapCTBEHHYIO TallHy, a Takke Julsi oOMeHa Takod MH(popmanueld u obecriedeHus
IOPUINYECKOM 3HAUMMOCTHU JICKTPOHHBIX TOKYMEHTOB.

CepBep DIl «Signal-COM AuthKey Server» BXOOWT B COCTaB MPOTPaMMHOTO KOMILIEKCA
«Signal-COM AuthKey» n npeanazHaveH A7 BEIIOIHEHHUS CISTYOMUX QyHKINA:

BeJICHHE peecTpa HICHTH()UKATOPOB KIMEHTOB,;

BEJICHUE peecTpa uACHTU(GUKATOPOB Kiroucit D11 KIHEeHTOB;

reHepanus cuMMeTpu4Horo kioda JI1 kiaueHTa;

BbI1a4a 1o 3ampocy kmoya D11 kiueHTa, ¢ BO3SMOXHOCTHIO ApOJIbHON 3aIUTHI KITI0Ua;
BbIJaya Mo 3anpocy uHpopmamuu o kiarode Ol knueHTa (nara co3maHus, Jata MOCIEIHETO
UCTIONIB30BAHMSA, CTaTyC U T.IL.);

e nposepka Il gfokymeHTa ¢ ucnosp3oBanueM kiaroua D11 knueHTa.

«Signal-COM AuthKey Server» peamu3oBan B Bujae BeO-cepBuca M HPEIOCTABISET
nporpamMMHBIH nHTEpdeiic no nporokony REST.

1.2. Cnucok coKpameHui

B HACTOAIIEM PYKOBOJACTBC NCHOJIB3YIOTCA CICAYIOINE COKPAIICHUS:

e [IMH - nepcoHanbHBINH NACHTH(PUKATHOHHBINA HOMED;
[IK — nporpaMMHBI# KOMIUIEKC;

I1O — nporpamMmmMHOe oOecTieYeHue;

Il — aneKTpoHHas NOJAIHCH;

API - mpukagHO# IporpaMMHBIN HHTEpdETC;

REST - Representational State Transfer;

RFC — Request for Comments;

TLS - Transport Layer Security.

1.3. Tepmunsl u onpeaeneHust

B HacTosmeM pyKOBOACTBE HCIONIB3YIOTCS CIEAYIOMINE TEPMUHBL:

e BeO-cepBuC — peanuzanms UHTEepQeiica B3aUMOICHCTBUS  MEXKIYy  Pa3IMIHBIMH
MIPUIIOKESHUAMH 110 TTpoTokony REST;
® KJIIOY SHGKTpOHHOﬁ MOAITUCH - YHUKaJIbHas MoCJICA0BATCIIBHOCTD CHMBOIJIOB,

IpeJHa3HAYeHHAs AT CO3AAHUS SJIEKTPOHHOM MOIICH;

® DJJIEKTPOHHAS MOAMUCH — MHPOPMALHUSA B DJIEKTPOHHOW (popme, KOoTOpas MPUCOEAWHEHA K
Opyroi nHGOpPMAaNUU B JIEKTPOHHOU (opMme (TOAMHCHIBaeMOil MH(GOpPMAINN) WM WHBIM
o0pa3oM cBsi3aHa ¢ TakoW MH(pOpMAIMEil U KOTOpasi UCTIONB3YeTCs JUIsl ONpe/IesICHHs JINIA,
TIOJINTMCHIBAIONIETO HH(POPMALIHIO.

1.4. XapakTepHCTHKH NPOrpamMMbl

«Signal-COM  AuthKey Server» peamusoBan B Buae BeO-cepBHCa M IPEIOCTABISET
nporpamMMHBbIH nHTEpdeiic no nporokony REST.

B kauecTBe aJITOPUTMOB, 00ECIICUNBAIONINX [IEJIOCTHOCTh M ayTEHTU(HKALUIO JaHHBIX, a TAKKe
ayTeHTHU(UKAIMIO NCTOYHHMKA JaHHBIX ncnosb3yrorces anroputMsl HMAC GOSTR3411 2012 256 u
HMAC_GOSTR3411 2012 512, peamuszoBannsie cormacio RFC 2104 (HMAC: Keyed-Hashing for
Message Authentication) n Pexomenmanusam mo crangaptuzanuu P 50.1.113 2016 «MadpopmarmonHast
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texHonorus. Kpunrorpapuueckass 3ammra uHpopmaumu. Kpunrorpaduueckne —anropuTMel,
COIYTCTBYIOIIME IPUMEHEHHIO aJTrOPUTMOB 3JEKTPOHHOW IM(poBOil mnoamucu u  (QYHKIHUH
XOUINPOBAHU.

Hdus  reHepammm fomouedt Ol KIMEHTOB WCIONB3YETCSI  ANTOPHTM  ITHUBEPCHUUKAIIH
KDF TREE GOSTR3411 2012 256 B cooTtBercTBUH ¢ PekoMeHmamusMu IO CTaHOapTH3amud P
50.1.113 2016 «HWudopmamuonHass TexHoNorms. Kpumrorpapudeckas 3amura WHDOPMAIIH.
Kpunrorpadudeckne anropuTMbl, COMyTCTBYIOIIME ITIPHMEHEHHUIO aJITOPUTMOB  JICKTPOHHOM
dpoBoit moanMcH U (PyHKINUH X3IMIHPOBAaHUD». [l TeHepanuy UCXOAHOTO Kifoya AuBepcH(puKanum
ucnonbdyercs kpuntorpaduuecku croiikuit JJCY u3 cocraBa CK3U. IIpemycmoTpeHa oniuoHambHast
BO3MOXKHOCTb XPaHEHHS! KJII0Ua IUBEPCH(UKAIIMY B Pa3JeIEHHOM I10 TIOPOTOBOI CXeMe BH/IE.

Anroputmet  HMAC GOSTR3411 2012 256 u  KDF TREE GOSTR3411 2012 256
OCHOBaHbI Ha Ucnoib3oBaHuu X3-QyHKIHU [OCT P 34.11-2012 ¢ nnuHO# BEIXOJHOTO 3HaYeHHs 256
out. Anroputm HMAC GOSTR3411 2012 512 ocHoBan Ha ucnonb3oBanuu xam-¢pyHkiun [OCT P
34.11-2012 ¢ anuHOMN BBIXOJHOTO 3HaUeHUs 512 Our.

Jus BeramcieHus otnedarka kimroda DI mcmonpdyercs xom-¢pynkmus [OCT P 34.11-2012 ¢
JUIMHOM BBIXOIHOTO 3HAYeHUS 256 OUT.

[MaponsHoe mmppoBanne kimrouerd DI KIMEHTOB peann3oBaHO C HCIIOJIB30BAHUEM AITOPUTMA
T'OCT P 34.12-2015 (asnroput™m 610uHOTO mudpoBanus «Ky3Hednk») cormacHo PexoMeHmanusM mo
cragmaptimzamuu P 1323565.1.040-2022 «MuadopmarmionHas TexHomorus. Kpunrorpadpuuaeckas
3ammTa nH(opmanuu. ITaponsHas 3amuTa KI04eBoi nHGOpManmm».
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2. CTPYKTYPA IIPOT'PAMMBI

«Signal-COM AuthKey Server» cocTouT n3 cieayromux KOMIIOHEHTOB:

auth-key-api-1.0.0.jar — apxuB, coepskanuii MPAUIIOKEHUE U HEOOXOIMMBIC OUOINOTEKH;
application.properties — daiin TecToBoit KOHPUTYpaLUH;

native — xaranor ¢ MmoxayJssamu toKio st paboTsl ¢ TokeHamu (cM. 1. 3.1.1);

PSe — KaTaor TECTOBOrO KIF0UEBOro KoHTeitHepa mst uannuanusaud ICY (cm. . 3.6).
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3. HACTPOMKA INPOI'PAMMBI

3.1. IloaroroBka OKpy:KeHHUSs

Hdus  pasBépreiBanus  mporpamMmbel  «Signal-COM  AuthKey  Server»  HeoOxommmo
NpeIBAPUTEIbHO YCTAaHOBUTB!

e JRE/JDK 1.8 (pexoMmeHOyeTcs HCHOIB30BAaTh CaMyl0 HOBYI0 Ha MOMEHT YCTaHOBKH
BEPCHIO);
o CVYB/]] PostgreSQL(pexomennyemast Bepcus - 9.6.24 u Brimie).

3.1.1. IloaroroBka padoThl ¢ TOKEHAMH

Kimoun muBepcuduranmm «Signal-COM AuthKey Server» Moryt XpaHHWTBCS Ha TOKEHax -
OTUYKIAEMBIX HOCUTEIAX, 3ainmEnHbIx [INH.

B3anMopeiicTBre ¢ TOKCHAMH OCYIIECTBIsIETCS ¢ moMonibio mHTepdeiica PKCS #11.

Pexomenayercst ucnons3oBats TokeHbl, CK3U koTOpBIX cepTUGHUUIUPOBaHBI 1O TPeOOBAHHUIM
®Cb Poccun k CK3U no xnaccy KC1, KC2 mmu KC3.

[Tepen HauasoM pabOTHI C TOKEHAMH HEOOXOJIMMO YCTaHOBHUTH B COOTBETCTBYIOLIMH KaTajuor
(3aBucur ot OC) momyns uuTepdeiica PKCS #11. Jlns kaxmoro THma yCTPOWCTBA HCIONB3YETCS
COOCTBEHHBIH MHTEPHEHCHBIN MO/IYJb, KOTOPHIA (OTIENBHO WIM B COCTaBE IUCTPUOYTHBA) MOXKHO
3arpy3uth ¢ Web-cepBepa nmpou3BOIUTENS YCTPONCTBRA.

Ecmu npu monkirodeHUN ycTpoHcTBa K cumThBaTenmto (HampuMmep, USB-moprty) mHa Windows
nosiBiseTcs OkHO «OOHapy>KEHO HOBOE YCTPOHCTBO», HEOOXOAMMO BBIOpaTh MoakIoueHne Kk Windows
Update mrs moncka u ycraHoBku apaiieepa USB CCID kommanuu Microsoft.

Juss paboTeI ¢ TOKCHaMH HEOOXOOUMO TaKke IMOMECTHTh Moayns libtokio.so (Linux) wmm
tokio.dll (Windows) B karayor, onrcaHHbIi B mepeMeHHO# okpyxkenns LD LIBRARY PATH (Linux)
i PATH (Windows).

3.2. KoudurypupoBaHue NpuI0KeHUs!

Kongurypuposanne mpmnoxenus «Signal-COM AuthKey Server» ocymectBisercs myTéM
penakrupoBanus (aitna koudurypauuu application.properties.

B cocraBe mmctpubytuBa mpmiokeHus «Signal-COM AuthKey Server» mmeercss TeCTOBBIN
(hatin koHpUTYpanun.

Jlnst 3amalust yTH K Gailry KOHQUTYpaIid HEOOXOIMMO HMCIIOIB30BaTh MapaMeTp KOMaHIHOM
cTpoku --spring.config.location (cm. m. 3.9).

Onwucanue napameTpoB (aiina kordurypanuu npuseneHo B Tabnuia 1.

Tabnuna 1 [Tapamerps! daiiina KoHPHUTYpauu

Nms Onucanne

spring.datasource.url URL-anpec ucrounnka ganusix (DataSource).
spring.datasource.username WMs nosib3oBatens s OCTyIA K MCTOYHUKY JaHHBIX.
spring.datasource.password [Mapons asst nOCTyNa K HICTOYHUKY JIaHHBIX.
spring.jpa.properties.hibernate.dialect Huanekr s3pika SQL ORM-6u6nunorexu Hibernate. dns

PostgreSQL momxeH OBITB:

org.hibernate.dialect.PostgreSQLDialect.

oubnuorexu Hibernate.

Heob6xoaumo ycTanoBuTh 3HaueHue validate.

spring.jpa.hibernate.ddl-auto [Mapamerp nHUIMaNM3anKs 0a3bl JAHHBIX C IIOMOIIBIO
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Nms

Onucanue

server.servlet.context-path

Nms xorTekcta B URL-anpece ms noctyma xk API
cepsepa.

server.port

Howmep nopra cepsepa.

logging.file.path

[TyTh K KaTamory *XypHana COOBITHIA.

ru.signalcom.auth.key.api.allowed-origin-patterns

[Tabnon amst pa3penieHHbIX HCTOYHUKOB 3anpocoB CORS.
ITpumepsr:

https://*.domainl.com - oOMeHBbI, 3aKaHYUBAIOIIKAECS HA
domainl.com;

https://*.domainl.com:[8080,8081] - momMeH®lI,
3akaH4YmBaromecs Ha domainl.com Ha mopty 8080 mmm
mopty 8081;

https://*.domainl.com:[*] - roMeHbI, 3aKaHYHUBAIOILIAECCS
Ha domainl.com Ha J11000M MOPTY, BKJIFOYAst HOPT 110
YMOJTYAHHIO;

https://*.al.com,https://*.a2.com - cnucok mabiIoHoB,
Pa3aCICHHBIX 3alsIThIMU,

* - pa3pelIeHo BCeM.

logging.level.ru.signalcom.auth.key.api

YposeHns BeaeHus xypHaia coobiTuii: ERROR, WARN,
INFO, DEBUG, unu TRACE.

server.ssl.enabled

Hcnonp3yercst o npoTokon TLS s gocTyna kK cepBepy.

JUJ1st INTaTHOTO UCTIONB30BAHKS CEPBEpa 3HAUCHHE
JIAHHOTO MapaMeTpa JI0DKHO OBITH true.

server.ssl.key-store

[TyTs K (aitny XpaHuauia KIo4Yel cepsepa.

server.ssl.key-store-password

[Taponp k XpaHWIHITY KII0Uei ceprepa.

server.ssl.key-alias

HCSBZ[OHI/IM KJIF04Ya B XpaHUJIUIIEC KITI0Yei cepBepa,
HCIOJIb3YyEMOI'0 IJIA ayTeHTI/I(i)I/IKaI_[I/II/I cepBepa.

server.ssl.key-password

[Mapons k KiMI0vy, NCTIONB3YyEeMOMY ISl ay TeHTH(UKALN
cepaepa.

server.ssl.client-auth

Pexxum ayTeHTUQUKAIHS KIMEHTA, HCTIOb3yEMbIil B
nporokosne TLS (cm. m. 3.5):

need - mpu KUCIIONB30BAHUU METO/IA Ay TCHTH()UKAIIHH
kiueHTa 1o ceprudukarty X.509;

NONe - Mpu MCHOJIb30BAHUHM METO/1a Ay TEHTU(UKALIUH
KiMeHTa basic.

server.ssl.trust-store

[Tyt K (aitny XpaHHIHIIA JOBEPEHHBIX CEPTUHHUKATOB.

XpaHuMIIEe JOBEPEHHBIX CEPTU(HHUKATOB UCTIOIB3YETCS B
cllyuae, eCii 3a/IaH PEXKUM ay TEHTU(PUKALMHU KIIMEHTA T10
ceprudukary (cMm. mapamerp server.ssl.client-auth).

server.ssl.trust-store-password

[Maposb K XpaHUIHIIY JTOBEPEHHBIX CEPTUHHKATOB.

ru.signalcom.auth.key.api.client-subject

WNwms Bnagensiia B ceprudukare kiueHTa B popmare RFC
2253.

ru.signalcom.auth.key.api.client-name

WMs xiieHTa mpy ucnoib3oBanuy basic-
ayTeHTU(UKALUH.
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Nms

Onucanue

ru.signalcom.auth.key.api.client-password

[Maposs KIMeHTa TP UCTIONB30BaHuH basic-
ayTeHTH()UKAIIHL.

ru.signalcom.auth.key.api.login-attempts

MakcumanbHOE KOJHYECTBO HEYNAuHbIX MOIBITOK JIOTHHA
(o ymomaanuro 10).

ru.signalcom.auth.key.api.blocking-duration

Bpewmst 6:10KkMpoBaHMs JIOTHHA TIOCIIE TOCTHKEHHUS Opora
HEYJaYHBIX MTOTBITOK B CEKyHAax (1o ymomdanuio 30).

ru.signalcom.auth.key.api.remote-addr-header

3arosI0BOK 1S M3BJICUCHNUSI IOKAIIBHOTO aJpeca KIIMeHTa,
Hanpumep, «X-Forwarded-For» (o ymonuanuio He
HCTIONB3YETCS).

ru.signalcom.auth.key.api.trusted-addr-index

WHpeke noBepeHHOro aapeca Npu UCI0Ib30BaHUU
mapamerpa ru.signalcom.auth.key.api.remote-addr-header
(o ymomganmio 1).

ru.signalcom.auth.key.api.reset-attempts

C6paCbIBaTb JIM KOJIMYCCTBO HCYAaYHbIX NONBITOK JIOTHHA
10 UCTCYCHNHU 3aITaHHOT'O BPEMCHHU (HO YMOJIYaHUIO true).

ru.signalcom.auth.key.api.attempts-period

HepI/IO,I[ XpaHCHHA KOJHNYCCTBA HCYJAYHBIX IMOIIBITOK B
CCKYHJax IpH UCIIOJb30BaHUU ITapaMETpa
ru.signalcom.auth.key.api.reset-attempts (o ymonauanuto
24 gaca).

ru.signalcom.auth.key.api.client-number

MaxkcumanabHOE KOJTHISCTBO KIMSHTOB.

ru.signalcom.auth.key.api.pse-path

IlyTsh K KaTanory kiatoueBoro koureiinepa CK3U s
naunuaamsanad JCY (em. 1. 3.6).

springdoc.api-docs.enabled

PazpernTs 11 rcnonb3oBanue koHewHor Touku OpenAPI
(mo ymomuanuio /v3/api-docs). I[lo ymoauanuio — true.

springdoc.swagger-ui.enabled

Pa3peruTh 1 UCIO0Ib30BaHNE KOHSUHOM TOYKH Swagger
Ul (1o ymomuanwmto /swagger-ui.html). Tlo ymomuanuio —
true.

spring.profiles.include

Pacmupenue (aitna koudurypamnuu application.properties
Juist HacTpoitku Flyway.

Jlist HOBO# 6a3Bl TaHHBIX YCTAHOBUTE 3HaueHne New-db,
JUTsL yoKe uMeronericst existing-db.

3.3. Hacrpoiika 6a3bl JTaHHBIX

Jus Hactporikm 6a3el maHHBIX «Signal-COM AuthKey Server» HeoOXOZMMO BBITOIHHTH

CIIeYIOIIHE ACUCTBU:

e  C037aTh MOJIb30BATEIISA-BIIAICbI[a HOBOI Oa3sl qaHHBIX PostgreSQL;
® C031aTh HOBYIO 0a3y C yKa3aHUEM BIaJIeNbla:
e 3a1aTh MapaMeTpsl 0a3bl JaHHBIX B (aiine Koupurypanun (cMm. Tabmura 1).

IIpumep:

spring.datasource.url=jdbc:postgresql://Tocalhost:5432/base_name
spring.datasource.username=some-name
spring.datasource.password=some-password
spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.PostgresqQ

LDialect

spring.jpa.hibernate.ddl-auto=validate

3.4. Hacrpoiika TLS

IIpu B3aumogeiicTBuu ¢

«Signal-COM  AuthKey Server»

Tpebyercs 00s3aTeNbHOE

UCIIOJIb30BaHMeE NpoTokoia TLS u ayrenTudukanus cepsepa o cepruduxary X.509.
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Junst co3nanus KiIo4ed cepBepa M XpaHWININA KII0YeH HeoOXOIMMO HCIIONIb30BaTh CTOPOHHEE
I10, Hanpumep:

* mpwioxenue keytool u3 cocrara JRE/JDK;
* npwioxkenue Admin-PKI [4].

Jus Hactpoiiku mpoTtokoma TLS Ha cepBepe HeoOXoamMo 3ajgaTh B (aifiie KOHPHUTyparuu
CIIE/TyFOLIE TTApAMETPhI:
server.ssl.enabled
server.ssl.key-store
server.ssl.key-store-password
server.ssl.key-alias
server.ssl.key-password
IIpumep:
server.ssl.enabled=true
server.ssl.key-store=/opt/auth-key-api/keys/keystore. jks
server.ss1.key-store-password=some-password
server.ssl.key-alias=some-alias
server.ss1.key-password=one-more-password

3.5. Metoabl ayTeHTHPUKANNN KJIHEHTA

B «Signal-COM AuthKey Servery» MoxeT HCMONB30BaThCS OJMH M3 CIEAYIOIIUX METOJ0B
ayTeHTU(UKAIIMH KINSHTA:

e 10 ceprudukary X.509;

e Dbasic-ayrenruduxarus.

Jliist HacTpoiikK MeTo/1a ayTeHTH(UKAIMY KIMEeHTa 1o cepTrdukaTy TpedyeTcs JOMOTHUTEIEHO
3amaTh B (aitie KOHGUTYPAIIUH CICTYIONIUE MapaAMETPHhI:

e server.ssl.client-auth

e server.ssl.trust-store

e server.ssl.trust-store-password

e ru.signalcom.auth.key.api.client-subject

IIpumep:

server.ssl.client-auth=need

server.ssl.trust-store=/opt/auth-key-api/keys/truststore.jks

server.ssl.trust-store-password=some-password

ru.signalcom.auth.key.api.client-subject=CN=authkey, C=RU

Jnst HacTpOWKH MeToia ayTeHTH(UKAIMH KiueHTa bhasiC Heobxomummo 3azaTh B (aiine
KOH(UTYpAIH CIeIyIONIIe mapaMeTph:

e server.ssl.client-auth

o ru.signalcom.auth.key.api.client-name

¢ ru.signalcom.auth.key.api.client-password

IIpumep:

server.ssl.client-auth=none

ru.signalcom.auth.key.api.client-name=some-name
ru.signalcom.auth.key.api.client-password=some-password

3.6. JlaTyMK CJIy4aifHbIX YHCe]

Jnst renepanuu kimouei B «Signal-COM AuthKey Server» ucnosnbesyercss Kpuntorpahuyecku
croiikmii JICY u3 coctaBa CK3U.

WMunmumanmsanus [ICY npom3BOAWTCS TPH 3allycKe NPIJIOKEHHS OT BEKTOpa COCTOSHUS,
XpaHSIIErocs B KIo4eBoM KoHTelHepe popmara CK3U.

Jnst ycenemHod wHunmanm3anuu  JICYU, mepenm mepBBIM 3allyCKOM cepBepa HEoOXOIuMO
BBITIOJTHUTD CJIICAYIOIINE JICI\/'ICTBI/ISII
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e coznath kodeBoid kouteitHep CK3U ¢ nomomipbio T10 1s renepannu kio4ei, HapuMmep,
npunoxxenus: Admin-PKI [4];

e 3a1aTh IMyTh K KAaTAJIOTy 3TOTO KIIFOYEBOTO KOHTEIHEpa B (aiire KoHQUTYpauu cepsepa
(eMm. 1. 3.2).

IIpumep:
ru.signalcom.auth.key.api.pse-path=/opt/auth-key-api/pse
3.7. Hacrtpoiika 10KyMeHTaluu

Mo ymomuanuio «Signal-COM AuthKey Server» mpemocraBisieT KOHEYHBIE TOYKH JUIS
npotokona OpenAPl u rpaduaeckoro naTepdetica Swagger.

Jlis 3ampera KOHEUHOW TOYKH rpaduueckoro mHTepdeiica Swagger ucrnoiab3yercs mapaMmerp
springdoc.swagger-ui.enabled:

IIpumep:
springdoc.swagger-ui.enabled=false

Jus 3anpera koneuHod Touku mpoTokoida OpenAPl ucmonp3yercs mapametp Springdoc.api-
docs.enabled:

IIpumep:
springdoc.api-docs.enabled=false

3.8. Hacrpoiika Spring Boot Actuator

«Signal-COM  AuthKey  Server» mpemoctaBiseT BCTPOCHHOE CPEICTBO  KOHTPOJIIS
pabotocmnocobHoCcTH cepBepa Spring Boot Actuator.

ITo ymomaanmro o nporokonam HTTP u JIMX mpenocraBnseTcst JOCTYII TOIBKO K OAHOM TOUKE
health (/actuator/health).

Jns  mpemoctaBieHHs JOCTyma K  JIOTNOJHHUTEIBHBIM TOYKaM HEOOXOIMMO 331aBaTh
COOTBETCTBYIOIIME MapaMeTphl B daiiine koupurypamuu (cM. . 3.2).
IIpumep:

management.endpoints.web.exposure.include=info
management.endpoints.jmx.exposure.include=beans

it monyyeHHsT TOTIOJIHUTEIBHONH HWH(POPMAIMH CMOTPUTE O(UIHATIBHYIO [TOKYMEHTAIIUIO
Spring Boot Actuator.

3.9. 3anyck mporpamMmsl
3amyck nporpammel «Signal-COM AuthKey Servery» ocyiiecTBisieTcss U3 KOMaHIHON CTPOKH,

npumep:

$IAVA -jar /opt/auth-key-api/auth-key-api-1.0.0.jar --
spring.config.location=file:/opt/auth-key-api/

rue:
$JAVA — oJHEIN My Th K HCTIOMHAEMOMY (aiiy java;

--spring.config.location =~ —  kartamor, rme  pasmemaercss  (aiil  KOHGHUTYypalUH
application.properties (ciamn B KoHIle 00sI3aTeNEH).

Jus 3anycka nporpammbl «Signal-COM AuthKey Server» B kadecTBe CHCTEMHOM CIIy»KObI
HCHOHB3yﬁTe COOTBETCTBYIOIIUEC TOKYMEHTHUPOBAHHBIC BO3ZMOXXHOCTH U PEKOMEHAAITUN OHepaHHOHHOﬁ
CHCTEMBI, Ha KOTOPO# pa3BepPHYTa MPOrpaMma.

3.10. TpeGoBanus no 6e30MaACHOCTH

Kananer B3aumopeiicteus «Signal-COM AuthKey Server» co cMeXHBIMH CHCTEMaMH JOJIKHBI
OBITH 3aLIUIICHBI OT AKTHBHOTO HECAHKIIMOHNPOBAHHOTO BTOPXKEHHMS, BKIFo4das araky MITM.

Hocryn x «Signal-COM AuthKey Server» nomkeHn ObITh orpaHudeH (CpeacTBaMH CepBepa
npuiioxeHuit, ncnons3oanueMm VPN u T. 1.).
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3aiite OT HECAHKIIMOHUPOBAHHOTO U3MEHEHHs MOAICKHUT (aitn koHuryparmu «Signal-COM
AuthKey Server» (cm. . 3.2).
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4. TIPOBEPKA ITPOI'PAMMBI

Iposepka paboTocmocobHocTH «Signal-COM AuthKey Servery ocyIecTBiIsieTcs ¢ OMOIIBIO
KOHEYHBIX Touek Spring Boot Actuator (cm. m. 3.8), a Tarxke myTéM aHanu3a 3amuceil B JKypHaie
coObITHH (CM. 1. 5).
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5. COOBHIEHUSA CUCTEMHOMY INIPOI'PAMMUCTY

«Signal-COM AuthKey Server» HampasisieT cOOOILICHHS B XypHaI COOBITHI, AsI HACTPOUKH
KOTOPOTO HCMOMb3yeTcs haitn koHpurypaiwu (cm. . 3.2).
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