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AHHOTANUA

CpencTBO MMHTO3AIIUTHI C ayTeHTH(UKanued - mnporpaMMHbIA Komiuieke «Signal-COM
AuthKey» npennazHaueHo isi 0Oecrie4eHusl [eJOCTHOCTH U ayTeHTH(UKAINN JaHHBIX, a TaKKe JUIs

ayTeHTI/IqJI/IKaHI/II/I HUCTOYHHMKA JaHHBIX C HUCIIOJIB30BAHUEM CHUMMETPHUYIHBIX KpI/IHTOI‘pa(l)I/I‘-IeCKI/IX
AJITOPUTMOB.

HacTosmuii TOKyMEHT CONEpKHUT ONHCaHWe MPUKIAIHOTO IporpamMMHoro mHTepdetica (API)
cepBepa dIeKTpoHHOM moanucu (manee «Signal-COM AuthKey Servery»), KoMIIoHeHTa IPOTPAMMHOTO
komriekca «Signal-COM AuthKey», npennazHadeHHOTO I 0OCITy)KHBaHHUS KIFOYECH AIEKTPOHHOMN
HOJAIKCH U IJIsl HPOBEPKH 3JICKTPOHHOM IO IIHCH.

© 2024 AO «CUT'HAJI-KOM»
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1. HA3ZHAYEHHME U YCJIOBUSA IPUMEHEHUSA

[Iporpammubiii  kommuiekc «Signal-COM  AuthKey» mnpenHasHaueH s oOecriedeHHs
LEJIOCTHOCTH M ayTeHTU(HMKALUWHM JaHHBIX, a TaKXKe JUIsl ayTeHTU(QHMKAIMM HCTOYHHMKA NaHHBIX C
UCIIOJIb30BaHHEM CUMMETPHYHBIX KPUITOrpaUuECKUX aITOPUTMOB.

IIporpammusnii komiuieke «Signal-COM AuthKey» MokeT HCIIoIp30BaTHCS B HH)OPMAIIMOHHBIX
cucTeMax, IpeIHa3HaYeHHBIX ISl XpaHEHUS M 00paOOTKH IEPCOHANBHBIX JaHHBIX, KOH(PHICHINATHLHOM,
CITy’)keOHOH, KOMMEpUecKoW W Ipyroil WHQOpMAamWu, HE COAepiKalledl CBEICHUH, COCTABISIOMINX
TOCyapCTBEHHYIO TaiiHy, a Takxke Il oOMeHa TakoW mHpopmarmeld u oOecTiedeHns] IPUANICCKON
3HAYNMOCTH 3JIEKTPOHHBIX JOKYMEHTOB.

Cepeep DIl «Signal-COM AuthKey Server» BXOAHT B COCTaB MPOrpaMMHOTO KOMILIEKCA
«Signal-COM AuthKey» n npennazHaueH A BEINOIHEHUS CIEAYONINX (QyHKIMI:

BEZICHHE peecTpa HICHTH()HUKATOPOB KIHEHTOB;

BEJICHHE peecTpa HACHTUUKATOPOB Kirodeit D11 KIneHTos;

reHepanus cuMMeTpudHoro kiroda JI1 kianeHTa;

BbIJava 1o 3anpocy kmoda DI kiareHTa, ¢ BO3MOKHOCTBIO TAPOJIBHON 3aIIUThI KITI0Ua;
BbIJay4a I0 3ampocy uHdopmanuu o xitoue JI1 knueHTa (gaTa co3maHus, Jata MOCIESTHETO
HCTOJb30BaHus, CTaTyC U T.11.);

npoBepka Ol nokyMeHTa ¢ UcHosb30BaHueM Kitoya Ol knueHTa.

«Signal-COM AuthKey Server» peamu3oBan B Buje BeO-cepBuca M MNPEIOCTABISCT
TpoTpaMMHBIN HHTEpdetic o mpotokory REST.

1.1. Cnucok coxkpaieHui

B HacTosimemM pykoBOJICTBE HCHOIB3YIOTCS CIIEIYIOIINE COKPALICHHUS:

1

I1K — mporpaMMHBIH KOMIIIEKC;

OII — 3neKTpoHHAs OATHUCE;

API - npuknagHOil MporpaMMHBINH HHTEPQENC;
HTTP - HyperText Transfer Protocol,;

JSON - JavaScript Object Notation;

REST - Representational State Transfer;

RFC — Request for Comments.

2. TepMuHBI U onipee/ieHUA

B HaCTOAIIEM PYKOBOJACTBC UCHIOJIb3YHOTCA CICAYIOINE TCPMHUHBI:

BeO-cepBUC — peanm3anus UHTepdeiica B3aUMOJCHCTBUS  MEXKAY  PasIHYHBIMU
MPUIIOKEHUSIMH TI0 ipoTokoiy REST;
KJIIOY  OJEKTPOHHOM NOANUCHM —  YHHUKajJbHas  IOCJIEJOBATEIbHOCTh  CUMBOJIOB,

npenHa3sHaYeHHas U1 CO3JaHMs 3JIEKTPOHHO! MOITUCH;

9NIEKTPOHHAS MOJNUCH — MH(GOPMALUs B JIEKTPOHHOW (opMe, KOTopas IPHCOSIUHEHA K
Ipyroil WHPOpPMANUU B IEKTPOHHOW (hopMe (TIOAMUCHIBaeMON HH(OpMAINN) I HHBIM
o0pa3oM cBsi3aHa ¢ Takod MH(pOpPMaNUeld U KOTOpask UCIOJB3YETCs JUIsl ONpPEACIICHHU JINIIA,
TIO/IMUCHIBAIOIIETO HHPOPMAIIHIO.
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2. XAPAKTEPUCTHUKA ITPOI'PAMMBbI

«Signal-COM  AuthKey Server» peanu3oBan B Buae BeO-cepBUCca M MPEIOCTABISICT
nporpaMMHBIN nHTEpdeiic no nporokony REST.

B kauecTBe aJrOpUTMOB, 00ECIIEUMBAIOIINX LIEJIOCTHOCTh M ayTEHTU(HKAIMIO JTAHHBIX, @ TaKKe
ayTeHTH(UKAIINI0 NCTOYHMKA TaHHBIX Mcmonb3yiorcs anmroputMel HMAC GOSTR3411 2012 256 u
HMAC_GOSTR3411_2012_512, peanuzosannsie cormacio RFC 2104 (HMAC: Keyed-Hashing for
Message Authentication) u Pexomennanmsam mo crangapruzanuu P 50.1.113 2016 «MapopManmnonHas
texHonorusi. Kpunrorpadpuueckass 3ammra uH(popmanuu. Kpunrorpaduueckue —anropuTMBl,
COMYTCTBYIOIIME MPUMEHEHHIO AaITOPUTMOB OJJICKTPOHHOW I1M(POBON mnoAamuck U QYHKIHH
X3LUIMPOBAHUSY.

Hdns  renepaumu kmoveid DIl  KIMEHTOB HCHONB3YeTCS ajrOPUTM  AWBEpCH(pUKAIMN
KDF TREE GOSTR3411 2012 256 B cooTrBercTBUM C PexomeHmamusMu MO CTaHIapTU3AIUU
P50.1.113 2016 «Wudopmannonnas Ttexnonorus. Kpuntorpapuueckas 3zammrta uHpOpManuu.
Kpunrorpaduueckue anroputMsl, COMyTCTBYIOLINE IPUMEHEHHIO aJITOPUTMOB JIEKTPOHHOH 1(poBOH
noAnucH # (QyHKUMHM XJIIMpOBaHMs». JIsl TeHepauuu MCXOMHOTO Kio4ya JuBepcHUKAILNU
ucnonedyercs kpuntorpaduaecku croiikuit JJCY u3 cocraBa CK3U. IIpegycmoTrpena omuoHansHas
BO3MOKHOCTb XPaHEHHS KIII0Ua TUBEPCH(UKAINH B Pa3eIEHHOM 10 TOPOTOBOI cXeMe BUJIE.

Anroputmer  HMAC GOSTR3411 2012 256 u  KDF TREE GOSTR3411 2012 256
OCHOBAHHI Ha ncnoibp30BaHun X3m-¢pyHKkuuu ['OCT P 34.11-2012 ¢ anuHOM BRIXOAHOTO 3HaYCHHA 256
our. Anroputm HMAC _GOSTR3411 2012 512 ocHoBaH Ha ncnoip3oBaHuu x3ui-¢pyakauun [OCT P
34.11-2012 ¢ nmrHOM BEIXOIHOTO 3HAUeHUA 512 Our.

Jlis BerumcieHus otneuarka kimroda DI mcmonbsyercs xam-dynkiws [OCT P 34.11-2012 ¢
JUIMHOM BBIXOJZHOIO 3HaYeHUs 256 OUT.

IMaponsHoe mdpoanue kiodei D1 KIMEHTOB peaiM30BaHO C KCIOJIb30BAHHUEM aMOPUTMA
I'OCT P 34.12-2015 (anroputm Gnounoro mmdposanus «Ky3Heunk») cornacHo Pekomenpanusm 1o
cranpapruzauuu P 1323565.1.040-2022 «MudpopmanmonHas texHonorus. Kpunrorpaduueckas 3amura
undopmanuu. [TaponpHas 3amuTa KI04eBoi nHGopManumy.

Ipu paspabotke «Signal-COM AuthKey Server» nucrnonb30BaHO CPEICTBO KPUNITOrpapUUeCcKOi
3aruThl nHpopmain «Signal-COM JCP 3.1», umeroniee ceprudukatst coorerctBrs @Ch Poccuu [7].
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3. OBPAHIEHME K IITPOT'PAMME

Bzaumogeiicteue ¢ «Signal-COM AuthKey Servery ocymiecTBisieTcst ¢ MOMOIIBIO MPOrPaMMHBIX
unTepdeiicos no nporokosy REST.

Js1 BBI30Ba MeTO10B cepBepa D11 HCob3yI0TCs Clie Iy oLIHe THITHI 3a1TpocoB potokosia HTTP:
POST, GET, PUT, DELETE.

3amnpoc u OTBET MOTYT cozaepxarth Teno B ¢popmare JSON u kommposke UTF-8 (Content-
Type:"application/json;charset=UTF-8").
Bunapurre manubie B 06bekTax JSON mepenatoTcs 3akoaupoBaHHEIMA B popmate Baset4.

OtBetHI co ctatycoMm omudOku (400 u BeIE) comepkaT Teno B ¢popmare, ocHoBanHOM Ha RFC
7807 [2].

Bce metonst AP, Bo3Bpamaromye Ciiucok pe3ysbTaToB, IIOAIEPKUBAIOT Pa30MBKY Ha CTPAaHHIIBL:
BBIBOJI PE3YJILTATOB 3aIIPOCOB IIOCTPAHUYHO U OTCOPTUPOBAaHHBIMU. [1apaMeTpsl pa30UBKHU Ha CTPaHHIIBI
(«page», «size» u «Sort») MOXKHO 3a7aBaTh B 3ampoce. Ecnu mapameTpsl «page» u «Size» He 3aJaHbl,
BBIJIAETCS CTPAHMILIA C IOJIHBIM CIIMCKOM PE3YJIbTaTOB. DTH METO/IbI MOJIEP)KUBAIOT TaKXkKe (PUIIbTpaIHIO
pE3yNbTaTOB.

Onepanuu (BBI30B METO/IOB) BEO-CepBUCA BBIMIOIHAIOTCS B CHHXPOHHOM PEXUME.

3.1. Mertoabl ayTeHTUDUKATIUH

B «Signal-COM AuthKey Server» MoxxeT HCIONIb30BaTbCs OAMH M3 CIEAYIONIMX METOHOB
ayTeHTH(UKAIUH KineHTa (cM. [6]):

e 10 ceprudukary X.509;
e Dbasic-ayrentuduxarus.

[lpu wucnonp3oBaHuK basic-ayTeHTU(QHUKAIMKE KIMSHTCKOE INPHIOKEHHE JODKHO 3a/laBaTh
COOTBETCTBYIOIICE 3HAUCHHME B 3arosoBke Authorization st kaxxmoro 3ampoca.

IIpumep
Authorization: Basic dGVzdDoxMTEXx

3.2. Pa0ora ¢ TOkeHaMu

Kitoun ausepcudpukammu «Signal-COM AuthKey Server» MOryT XpaHHThCS Ha TOKEHaX -
OTUYKIAEMbIX HOCUTENX, 3ammiéHnbix [1MH.

BsaumMoeicTBrE ¢ TOKEHAMHU OCYIIECTBISCTCS ¢ MOMOIIIbI0 uaTepdeiica PKCS #11.

HuTepdeiic PKCS #11 He npegocTaBiser HocTyn K (pailioBoil cHCTeMe TOKEHOB, ITO3TOMY LIS
3aJaHMs KaTaJlOTOB K KIIFOYEBBIM KOHTeHHepaM Ha TokeHaX B «Signal-COM AuthKey Server»
UCTIOJNIB3YIOTCS CIIeTyFOIIHe TpaBhiIa;

e BMECTO MMEHHM JMCKA 331aeTCs KITFoUYeBoe CoBo «PKCs1 1y,
e mnocie «pkesll:\y creayer mms ¢aiina (6e3 pacIIUpeHHs) COOTBETCTBYIOIIETO MOMYJIS
unrepdeiica PKCS #11 (cm. [6]);
e nocie «pkcslly moxker criemoBath Jormdeckuit Homep (0T O W BBINIE) CYUTHIBAOIIETO
YCTPOMCTBA (€CITM HOMEP CYUTHIBATEIS HE 3aJIaH, TOKCH UIIETCS BO BCEX CUUTHIBATEIIAX).
IIpumep

pkcs11:\rtpkcsllecp
3.3. Kurwouu auBepcupuxanuu
3.3.1. Perucrpanus Kjio4ya quBepcupuranuu

POST /master_key

ITapamerpbl

Body
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MIME

Cxema

Onucanne

application/json

MasterKeyDto [Ta6unumua
1]

[TapameTpsl Kir04ya
JTUBEPCUPIKAIIHIH.

BoaBpamaeMue 3HaAYCHUSA

Kox | MIME

Cxema

Onucanue

200 | application/json

MasterKeyDto

YCHEITHO.
Bo3sspamarorcs
rapaMeTphl HOBOTO
KJII0Ya.

400 | application/problem+json

ProblemDetail [2]

HexkoppexTHblit
3ampoc.

Ipumeyanus

JlaHHBI METO I HE BBHITIONHSET TeHEepaIHIo Kilto4a auBepcudukanuu. OnrucaHue MeTo1a TeHepaIiui
KITI0Ya IUBepCcU(PUKAIINU IPUBOANUTCS B I1. 3.3.2.

Ipumep

"id": 1000,

"psePath™: "pkcs11:/rtpkesllecp”,

"n": 0,
"t 3,

"created": "2024-02-27T07:59:12.879Z2",
"lastModified": "2024-02-27T07:59:12.879Z",
"notBefore": "2024-02-27T07:59:12.879Z",
"notAfter"; "2025-02-27T07:59:12.879Z",

"status™: "AVAILABLE",
"activated": false

3.3.2. I'enepauus KJr04a JuBepcuPUKANIT

POST /master_key/{id}/generation

ITapamerpsi
Path
HNwmst Tun Onucanue
id integer <int64> Wnentudukarop kioda
JTUBEPCUDHKAIIHN.
Body
MIME Cxema Onucanne

application/json

MasterKeyDto [Ta6umuina

[MTapameTps! K04

1] JMBEpCUPHUKALIUH.
Bo3Bpamaemble 3HaYeHHUS
Kon | MIME Cxema Onucanne
200 Mero 3aBepiieH
YCIIEIIHO.
400 | application/problem+json | ProblemDetail [2] HexoppexTHbiii

3amnpoc.

Onepaunﬂ 3aBCpUICHA
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404 | application/problem+json | ProblemDetail Kirou
JMBEpCUPHUKALIUH HE
HaWJICH.

500 | application/problem+json | ProblemDetail Omrnbka reHeparuu
KJIroua (M
pasnenseMoi 4acTu
KITI0Ya)
JMBEPCUPHUKALIUH.

IIpumeuanus

[epen renepanueii Kitova (WK pa3aeacMON YaCTH KIIF0Ya) TUBEPCUDUKAIIIH OH JOJDKEH OBITh
saperucTpupoBat (cu. m. 3.3.1).

Ecnu kirou quBepcuUKany JOKEH XPaHUTHCS B Pa3eiIeHHOM [0 TIOPOTOBOM CXeMe BHIE, METO/
TeHepAaIHH JUIs 3TOTO KIIF04a HE0OOXOIUMO BBITMOIHHUTE N pa3 (T.e. CreHepHPOBaTh N Pa3aesieMbIX
gacTeil Kimoua quBepcu(UKAINN), TAE N JOKHO ObITh He MeHbIte t (cm. Tabmura 1).

Ecmu xmou (nm pasmensemMas 9acTh KIIF04a) TUBEpCHUKAIINH JODKSH pa3MemaTbes Ha
OTYYKaEMOM KITFOUEBOM HOCHUTENIE, U 3TOT HOCHTEIh HE HAl/ICH B CUUTHIBATENE, OyIET BO3pAIlleH
ko ommOku 500 u o6wekT ProblemDetail ¢ cootseTcTBYIOIIIEH AMarHOCTHKOM. B 3TOM Citydae
HEOOXOMMO BCTABUTh KIIIOYEBOM HOCHTEIh B CUMTHIBATEINh M IOBTOPUTH 3apOC.

IIpumep

{
"id": 1000,
"psePath™: "pkcs11:/rtpkesllecp”,
"n": 5,
"t 3,
"created™: "2024-02-27T07:59:12.879Z",
"lastModified": "2024-02-27T07:59:12.879Z",
"notBefore": "2024-02-27T07:59:12.879Z",
"notAfter"; "2025-02-27T07:59:12.879Z",
"status": "AVAILABLE",
"activated": false

3.3.3. AkKTHBaIMA KJII04a JUBepCcHPUKALUI

POST /master_key/{id}/activation

IMapameTpsl
Path
Hms Tun Onucanue
id integer <int64> Wnentnduxarop ximoda
JTUBEPCUPHIKAIINH.
Body
MIME Cxema Onucanne
application/json MasterKeyDto [Ta6uia [MapameTpsI Kitoua
1] JMBEPCUDHUKALIUH.
Bo3Bpaniaemble 3HaYeHUS
Kon | MIME Cxema Onucanue
200 Merton 3aBepiieH
YCIIEIITHO.
400 | application/problem+json | ProblemDetail [2] HexoppexTHbiit
3ampoc.
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404 | application/problem+json | ProblemDetail

Kirou
JUBEPCUPUKAIINN HE
HalIeH.

500 | application/problem+json | ProblemDetail

Owmundka aKTUBaAIUA
KJII04a
JUBEPCUPUKAIINH.

IIpumeyanus

[Mepen akTuBanuei KirYa ANBEPCUPUKALINE OH JOIKEH ObITh CreHepupoBaH (cMm. 1. 3.3.2).
Ecnu knroy quBepcrUKAIMN XPAHUTCSI B pa3IeIeHHOM 10 OPOrOBOil CXeMe BUJIE, METOJ
aKTHBALUK JUTS 3TOTO KITI0Ya He0OX0IMMO BBIMOTHUTS t pa3 (cm. Tabmuia 1). B atom ciayuae
HE00XO0JMMO KOHTPOJIMPOBATh 3Ha4YeHHe moJis activated Bo3eparaemoro oobexta MasterKeyDto.
Eciu xirou (viu paszensemMas 4acTh KIl04a) JHBEepCHHUKALUN pa3MeaeTcsi Ha OTIYKIaeMOM
KJIIOYEBOM HOCHTENIE, M 3TOT HOCHTENb He HAlJIeH B CUUTHIBAaTEINE, OyJeT BO3palIeH KOl OIIHOKH
500 u o6bekT ProblemDetail ¢ cooTBeTcTByIOMIEH MUATHOCTHKOM. B 3TOM Cityyae HE0OX0MUMO
BCTABHUTh KIIOYEBOW HOCUTENb B CYMTHIBATEIb  IOBTOPHUTH 3aIPOC.

Ipumep

{
"id": 1000,
"psePath™: "pkcs11:/rtpkesllecp”,
"n": 5,
"t 3,
"created": "2024-02-27T07:59:12.879Z2",
"lastModified": "2024-02-27T07:59:12.879Z",
"notBefore": "2024-02-27T07:59:12.879Z",
"notAfter"; "2025-02-27T07:59:12.879Z",
"status™: "AVAILABLE",
"activated": true

3.3.4. JeakTuBanus KJIw4a quBepcupuranun

DELETE /master_key/{id}/deactivation

IMapameTpsl
Path
Nms Tun Onucanne
id integer <int64> Wnentudukarop kioda
JUBEpCUHKAIINN.
Bo3Bpamaemble 3HaYeHUS
Kox | MIME CxeMma Onucanne
200 Omnepanus 3aBepiicHa
YCIIEIIHO.
404 | application/problem+json | ProblemDetail [2] Kirou
JMBEpCU(UKALIN HE
HalizieH.

3.3.5. ¥Yaanenmue kioua quBepcupuranun
POST /master_key/{id}/deleting

ITapamerpbl

Path
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Body

HNmsa Tun Onucanne
id integer <int64> Unentuduratop Kioua
JTUBEPCUPIKAIIHIH.
MIME Cxema Onucanne
application/json MasterKeyDto [Ta6uma [MapameTpsI KiTt04a
1] JBEpCUBUKALIUH.

Bo3BpamaemMble 3HaUYeHUsI

Kox | MIME CxeMma Onucanne

200 MerTon 3aBepiicH
YCIIEILHO.

400 | application/problem+json | ProblemDetail [2] HexkoppekTHbrit
3arpoc.

404 | application/problem+json | ProblemDetail Kitrou
JMBEPCU(PHUKALIUH HE
HalJIeH.

500 | application/problem+json | ProblemDetail OmmbKa yaneHus
KITI04a (MU
pa3zaenseMon yacTu
KJII0Ya)
JTUBEPCUPUKAIINH.

IIpumeyanus

Iepen ynanenueM kitoda (WK pa3eisieMOi YacTy KII0Ua) TUBEPCU(PHUKAIIMN OH JIOJIKCH OBITh
crerepupoBad (cMm. . 3.3.2) u aktuBuposaH (cm. 1. 3.3.3).

Ecnu kimtou muBepcuUKaIii XPaHUTCS B pa3AeICHHOM [0 TOPOrOBO# CXeMe BUJIE, METOT
yAaNeHus JJIs 3TOTO KJIroYa HeoOX0AuMO BBIONHUTE K pa3, rae K 10/kHO ObITh He MeHbIIe t 1 He
oonpure N (cm. Tabmuna 1).

Ecmu oy (wmm paszensieMas 9acTh KIIF0Ua) pa3MenaeTcs Ha 0TIy KIaeMOM KITFOUeBOM HOCHTEIIE,
1 3TOT HOCUTEIh HE HAaWJICH B CUUTHIBaTElNe, OyaeT Bo3pamieH ko ommbku 500 u o0bekT
ProblemDetail ¢ cooTBeTcTBYIOIIIEH AMArHOCTHKOI. B 3TOM ciydae HEOOXOAMMO BCTABUTH
KITFOYEBOI HOCHTENb B CYUTHIBATEIb I TIOBTOPUTH 3aIIPOC.

Ipumep

{
"id": 1000,
"psePath™: "pkcs11:/rtpkesllecp”,
"n": 4,
"t 3,
"created™: "2024-02-27T07:59:12.879Z",
"lastModified": "2024-02-27T07:59:12.879Z",
"notBefore": "2024-02-27T07:59:12.879Z",
"notAfter"; "2025-02-27T07:59:12.879Z",
"status": "AVAILABLE",
"activated": true

3.3.6. IloayyeHHe cnucKa KJIK04eil 1uBepcupuranum

GET /master_key

IMapamerpsl

Query
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HAms Tun Onucanue

page integer WHpexe cTpaHuLbl, HAYUHAS C HYJISL.
size integer Pasmep BO3BpaIaeMoil CTpaHHITH.
sort array[string] Kpurepwnii coptupoBku B hopmare:

property,(asc|desc). ITopsimok
COPTHPOBKH 110 YMOJIYaHUIO — I10
Bo3pacTtanuio. [lognepxupaercs
HECKOJIbKO KPUTEPUEB COPTUPOBKHU.

filter string Kpurepuu GpusbTpanum.

BoaBpamaeMme 3HaAYCHUSA

Kox | MIME CxeMma Onucanne
200 | application/json PageObject [Ta6muma 2] Omneparys 3aBepineHa
YCIICIIHO.
BosBparaetcst 00bEKT
CTpaHHUIIEI,
COZIeprKalUil MacCcuB
00BEKTOB
MasterKeyDto
[Tabmura 1].
IIpumep
{
"content”: [
{
"id": 1,
"psePath™: "pkcs1l:/rutokenecp”,
"n": 5,
"t 3,

"created": "2024-02-16T12:41:38.712+00:00",
"lastModified": "2024-02-16T12:41:38.712+00:00",
"notBefore": "2024-02-16T12:40:39.334+00:00",
"notAfter": "2025-02-16T12:40:39.334+00:00",
"status": "ACTIVE",

"activated": true

e

"id": 2,

"psePath": "c:/pse_path",

"n": null,

"t": null,

"created": "2024-02-16T12:42:41.078+00:00",
"lastModified": "2024-02-16T12:42:41.078+00:00",
"notBefore": "2024-02-16T12:40:39.334+00:00",
"notAfter": "2025-02-16T12:40:39.334+00:00",
"status": "ACTIVE",

"activated": false

}

pageable": {

"sort": {
"empty": true,
"sorted": false,
"unsorted": true

]

}1
"offset": 0,
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"pageNumber": 0,
"pageSize": 20,
"paged": true,
"unpaged": false

}

otalPages": 1,

"totalElements": 2,

"last": true,
"size": 20,
"number": 0,
"sort": {

"empty": true,
"sorted": false,
"unsorted": true

}

"first": true,

"empty": false
}

umberOfElements™:; 2,

3.3.7. ToayyeHue mapaMeTpoB KJII0Ya JMBepPCHPUKALMU

GET /master_key/{id}

Tun

Onucanmne

ITapamerpbl
Path
Nms
id

integer <int64>

Wnentudukarop xiroda.

Bo3Bpamaemble 3HaYeHUS

Kon

MIME

Cxema

Onucanme

200

application/json

MasterKeyDto [Ta6muua 1] | Oneparus 3aBepiueHa

YCIELIHO.
Bo3sspamatorcs
rapaMeTpsl KIFo4a.

404

application/problem+json

ProblemDetail [2] Kirou He HaiineH.

3.3.8. N3MeHeHue napaMeTpoB KJK04Ya JUBepCHPUKANNT

PUT /master_key/{id}

Tun

Onucanne

integer <int64>

WNnentudukatop Kiroya.

ITapamerpsl
Path

Nms

id
Body

MIME

Cxema

Onmucanmne

application/json

MasterKeyDto [Ta6umuina
1]

[MTapameTps! K04

BosBpamaeMue 3HaAYCHUSA

Kon

MIME

Cxema

Onucanue
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200 Onepanys 3aBepiucHa
YCIIEUIHO.

400 | application/problem+json | ProblemDetail [2] HexkoppexTHbrii
3a1poc.

404 | application/problem+json

ProblemDetail

Kirou He HalineH.

3.3.9. ¥Yaajenue 3anucH KJaw4a quBepcupuranumn

DELETE /master_key/{id}

ITapameTpsl
Path

HNmsa Tun Onucanne

id integer <int64> Wnentudukarop kitoya.
Bo3Bpamaemble 3HaYeHUS

Kox | MIME Cxema Onucanne

200 Omnepanus 3aBepiicHa

YCIICIIHO.

404 | application/problem+json

ProblemDetail [2]

Kitrou He naiigen.

3.4. KiauneHrtsnl

3.4.1. Perucrpanusi KJineHTa

POST /client

ITapamerpsl

Body

MIME

Cxema

Onucanne

application/json

ClientDto [Ta6numa 5]

[TapameTpbl KIMEHTA.

Bo3Bpamaemble 3HaYeHUS

Kox | MIME

Cxema

Onucanme

200 | application/json

ClientDto

Omnepanus 3aBepiicHa
YCHEITHO.
Bo3sspamarorcs
napaMeTpsl
3apErUCTPUPOBAHHOTO
KJIMEHTA.

400 | application/problem+json

ProblemDetail [2]

HexoppekTHblii
3arpoc.

IIpumep
{

"id": "client1",

"created": "2024-02-27T15:01:21.326Z2",
"lastModified": "2024-02-27T15:01:21.326Z",

"status": "ACTIVE"
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3.4.2. Tloay4yeHue CIUCKA KJINEHTOB

GET /client
ITapameTpsl
Query
Hmsa Tun Onucanne
page integer WHpexe cTpaHuLbl, HAYMHAS C HYJISL.
size integer Pa3mep Bo3BpamaeMoi CTpaHHMIIbL.
sort array[string] Kpurepwuii coptupoBku B hopmare:
property,(asc|desc). ITopsmox
COPTUPOBKH 110 YMOTYAHHIO — IO
Bo3pacraHuio. Iloanepxusaercst
HECKOJIBKO KPUTEPHEB COPTUPOBKH.
filter string Kpurepuu ¢punbrpanum.

Bo3Bpamaemble 3HaYeHUS

Kox | MIME CxeMma Onucanne

200 | application/json PageObject [Tab6mura 2] Omeparnust 3aBepiicHa
YCIIEIIHO.
BosBparaetcs 00beKT
CTPaHHMIIBI,

cojeprKaluii MacCuB
o6bextoB ClientDto
[Tabmuma 5].

IIpumep

"content™: [

"id": " clientl",

"created": "2024-02-16T13:13:27.661+00:00",
"lastModified": "2024-02-16T13:13:27.661+00:00",
"status": "ACTIVE"

1

{
"id": " client2",
"created": "2024-02-16T13:13:37.986+00:00",
"lastModified": "2024-02-16T13:13:37.986+00:00",
"status": "ACTIVE"

2

{
"id": " client4",
"created": "2024-02-26T09:07:16.329+00:00",
"lastModified": "2024-02-26T09:07:16.329+00:00",
"status": "ACTIVE"

}

1
"pageable™: {

"sort": {
"empty": true,
"sorted": false,
"unsorted": true

}

"offset": 0,



15

HIKHP.00072-01 33 01

"pageNumber": 0,
"pageSize": 20,
"paged": true,
"unpaged": false

}

"totalPages": 1,

"totalElements": 3,

"last": true,
"size": 20,
"number": 0,
"sort": {

"empty": true,
"sorted": false,
"unsorted": true

}

"first": true,

"empty": false

"numberOfElements": 3,

3.4.3. ToayvyeHue mapaMeTpoB KJIMEHTA

GET /client/{id}

ITapamerpbl
Path
Hmsa Tun Onucanne
id string Wnentndukarop KIueHTa.

Bo3Bpamaemble 3HaYeHUS

Kon

MIME

Cxema

Onucanme

200

application/json

ClientDto [Ta6mamua 5]

Onepanus 3aBepuieHa
YCIELIHO.
Bo3sspamatorcs
napameTpsl KIMEHTA.

404

application/problem+json

ProblemDetail [2]

Kinent He HalineH.

3.4.4. N3MeHeHHe NapaMeTPOB KJIHEHTA

PUT /client/{id}

ITapamerpsl
Path
HNmsa Tun Onucanne
id string WnenTruxarop KIMEHTa.
Body
MIME Cxema Onucanne
application/json ClientDto [Ta6auua 5] [Tapamerps! kineHTa

BosBpamaeMble 3HaAYCHUSA

Kon

MIME

Cxema

Onucanue
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200

Onepauust 3aBepiicHa
YCIELIHO.

400 | application/problem+json | ProblemDetail [2]

HexkoppexTHblit
3ampoc.

404 | application/problem+json | ProblemDetail [2]

KinenT He HaigeH.

3.4.5. YaajeHue 3alUCH KJINEHTA

DELETE /client/{id}

ITapameTpsl
Path

HNmsa Tun Onucanne

id string Wnentndukarop KIueHTa.
Bo3Bpamaemble 3HaYeHUS

Kox | MIME Cxema Onucanne

200 Omnepanus 3aBepiicHa

YCIICIIHO.

404 | application/problem+json | ProblemDetail [2]

Knnenr He Haiine.

3.5. Kuarwuu JII kianenros

3.5.1. Co3panue xkiarwua DI kianenrta

POST /client_key

ITapamerpsl

Body

MIME

Cxema Onucanne

application/json

ClientKeyDto [Ta6umuma 6] | [apamerpsr kimroua D11 kiuenTa.

Bo3Bpamaemble 3HaYeHUS

Kox | MIME

Cxema

Onucanme

200 | application/json

ClientkKeyDto

Omneparnys 3aBepiueHa
YCIIEIIHO.
Bospamatores
rapameTpsl
co3aHHoro Kito4a Ol
KJIMCHTA.

400 | application/problem+json | ProblemDetail [2]

HexoppekTHblii
3arpoc.

IIpumep
{

"id": "5c0a53702dcb51feb6fc444cfcflb188309d81b519¢485fbe29af5770c71ba24",

"clientld": "client1",
"masterKeyld": 1,

"notBefore™: "2024-02-27T16:45:53.738Z",
"notAfter": "2025-02-27T16:45:53.738Z",
"created": "2024-02-27T16:45:53.7382",
"lastModified": "2024-02-27T16:45:53.738Z2",
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"lastUsed": null,
"status": "ACTIVE",
"deviceFingerprint™:
""83971b56524562db5000217f739a1b83a2b2bbddch75bf3f0793313dd5057a7d",
"keyLength": 256
}

3.5.2. Moayuyenune cnucka kiawuei I kiaueHTOB

GET /client_key

ITapameTpsl
Query
HNmsa Tun Onucanne
page integer Wnaekc cTpaHullpl, HAUUHAS C HYJIS.
size integer Pasmep BO3BpaIaeMoil CTpaHHITHL.
sort array[string] Kpurepuii copTupoBku B popMmare:
property,(asc|desc). [Topsimok
COPTUPOBKH MO YMOJTYAHUIO — 10
Bo3pacranuto. [lognepxuBaercs
HECKOJIbKO KPUTEPHEB COPTHPOBKH.
filter string Kputepuu GpubTpanum.

Bo3Bpamaemble 3HaYeHUS

Kox | MIME Cxema Onucanue

200 | application/json PageObject [Ta6muma 2] Omneparys 3aBepiieHa
YCIEUIHO.
BosBpamaercst 00beKT
CTpaHUIIbI,
COZ[Cp)KaIJ.II/Iﬁ MacCuB
00BEKTOB
ClientKeyDto
[TaGmuma 6].

Ipumep
{

"content": [

{
"id": "5c0a53702dch51feb6fc444cfcflb188309d81b519c485fhe29af5770c71ba24",
"clientld": "client1",
"masterKeyld": 1,
"notBefore": "2024-02-16T14:42:57.412+00:00",
"notAfter": "2025-02-16T14:42:57.412+00:00",
"created": "2024-02-16T14:47:24.883+00:00",
"lastModified": "2024-02-16T14:47:24.883+00:00",
"lastUsed": null,
"status": "ACTIVE",
"deviceFingerprint™:

"83971h56524562db500b217f739a1b83a2b2bbddcb75bf3f0793313dd5057a7d",

"keyLength": 256

}

"id": "2d64629527bef0e7076991bbelb2bea760fcedeabb3abeelf9694h1243e7cal37",
"clientld": "client2",
"masterKeyld": 2,
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"notBefore": "2024-02-19T12:05:59.283+00:00",
"notAfter": "2025-02-19T12:05:59.283+00:00",
"created": "2024-02-19T12:09:04.283+00:00",
"lastModified": "2024-02-19T12:09:04.283+00:00",
"lastUsed": null,
"status": "ACTIVE",
"deviceFingerprint":
""c851d17¢10a9f9d40f9577acf018ce7fa6826bf942a9cd6f94138b0109b3¢c379",
"keyLength": null

}

}Jageable": {
"sort": {
"empty": tru

]

e,

"sorted": false,
"unsorted": true

}!
"offset": 0,

"pageNumber": 0,

"pageSize": 2
"paged": true,

0;

"unpaged": false

}

otalPages": 1

l

"totalElements": 2,

"last": true,
"size": 20,
"number": 0,
"sort™: {
"empty": true

"sorted": false,

"unsorted": tr

}

"first": true,
"empty": false

ue

umberOfElements™: 2,

3.5.3. Moayyenue napamerpos kJro4a Il kiuenra

GET /client_key/{id}

ITapamerpbl
Path
Hms Tun Onucanue
id string Wnentnduxarop kmoua D11 knuenra.
Bo3Bpamaemble 3HaAYeHHUS
Kox | MIME CxeMma Onucanune
200 | application/json ClientKeyDto [Tab6auma 6] Omnepanys 3aBepineHa
YCIIEIIHO.
Bo3zspamarorcs
apaMeTphl KITFo4a.
404 | application/problem+json | ProblemDetail [2] Kirou He HaiiieH.
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3.5.4. Toaydyenne kiaro4a Il kiuenTa

GET /client_key/{id}/body

ITapameTpsl
Path

HUmsa Tun Onucanne

id string Unentudukarop kioua D11 kiueHTa.
Query

HNmsa Tun Onucanue

password string [Maposp kiroya DI kiueHTa B

konupoBke UTF-8 (omuonansHo).

Bo3Bpamaemble 3HaYeHUS

Kox | MIME Cxema Onucanue

200 | text/plain string Ormepanust 3aBepiieHa
YCIICIIHO.
Bo3sspamaercs
3aKOUPOBAHHBIN
KJIFOU.

404 | application/problem+json | ProblemDetail [2] Kitou He HaiimeH.

3.5.5. HN3menenune napamerpoB kJjwua Il kiunenta

PUT /client_key/{id}

ITapamerpbl
Path

Hms Tun Onucanune

id string Wnentnduxarop kimroua D11 knuenra.
Body

MIME Cxema Onucanne

application/json ClientKeyDto [Ta6muna 6] | [apamerpsr kimtoua D11 kiueHTa

Bo3Bpamaemble 3HaYeHUS

Kon | MIME Cxema Onucanne

200 Omneparnus 3aBepiicHa
YCIIEIIHO.

400 | application/problem+json | ProblemDetail [2] HexoppexTHbiii
3arpoc.

404 | application/problem+json | ProblemDetail [2] Kirou He HalineH.

3.5.6. ¥Yaanenme kiaroua DIl kiuenra
DELETE /client_key/{id}

ITapameTpsbl

Path
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HNmsa Tun Onucanne
id string Unentudukarop xioua D11 kiueHTa.
BoszBpaujaembie 3HAYEHU S
Kox | MIME CxeMma Onucanne
200 Omnepanus 3aBepiicHa
YCIIEIITHO.
404 | application/problem+json | ProblemDetail [2] Kirou He HaiineH.
3.6. IIposepka JII nokymenrta
POST /verification
IMapameTpsl
Body
MIME Cxema Onucanue
application/json VerifyRequestDto Hannsie aiis nposepku OI1.
[Tabmura 7]
Bo3Bpamaemble 3HaYeHUS
Kox | MIME Cxema Onucanne
200 | application/json VerificationReportDto Omeparnust 3aBepiicHa
[Tabauma 8] YCIICIIHO.
Bosspaiaercs oTyer ¢
Ppe3yJbTaToM IPOBEPKU
OIl.
400 | application/problem+json | ProblemDetail [2] HekoppexTHbrit
3amnpoc.
3.7. Tlosy4yeHue TaHHBIX 0 cOCTOTHUM cepBepa I
GET /server_state
Bo3Bpamaemble 3HAYeHUS
Kon | MIME Cxema Onucanue

200 | application/json

ServerStateDto [Tabnuna 9] | Onepanus 3aBepiieHa
YCIEIIHO.
Bospamatores
IaHHBIC O COCTOSHUH
cepsepa OII.

3.8. JInneusun

3.8.1. 3arpy3ka JuneH3uu

POST /license

IapameTpsl

Body

MIME

CxeMma Onucanmne
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application/json LicenseDto [Ta6muma 10] | [TapameTps JTHICH3HH.
B03BpamaeMble 3HAYCHUA

Kox | MIME CxeMma Onucanmne

200 | application/json LicenseDto Omneparys 3aBepiieHa
YCIEUIHO.
Bo3sspamarorcs
TapaMeTpbl
3aperucTpUpOBaHHOMN
JULICH3UH.

400 | application/problem+json | ProblemDetail [2] HexkoppexTHbrii
3a1poc.

3.8.2. IMoayyeHue CIUCKA JIUIEH3UIT

GET /license
ITapamerpbl
Query
Hms Tun Onucanne
page integer WHjieKe CTpaHuIIbl, HAYMHAS C HYJIA.
size integer Pasmep BO3BpaIaeMoil CTPaHHIIBI.
sort array[string] Kputepuii coptupoBku B popmare:
property,(asc|desc). ITopsimok
COPTUPOBKH 110 YMOTYAHHIO — IO
Bo3pactanuio. [lognepxuBaercs
HECKOJIbKO KPUTEPHUEB COPTUPOBKH.
filter string Kpurepuu ¢punbrpanmu.

Bo3Bpamaemble 3HaYeHUS

Kox | MIME

Cxema

Onucanme

200 | application/json

PageObject [Ta6uma 2]

Omnepanus 3aBepiieHa
YCHEIIHO.
BosBpammaercst 00beKT
CTpaHUIIbI,
CoJieprKalluil MaccuB
o6bekToB LicenseDto
[Tabanua 10].

3.8.3. TMoayuyeHue mapamMeTpoB JHIEH3UH

GET /license/{id}

ITapameTpsbl
Path
HNmsa Tun Onucanne
id integer <int64> WnenTruxaTop JTUIEH3UH.

Bo3Bpamaemble 3HaYeHUS

Kox | MIME

Cxema

Onucanne
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200 | application/json

LicenseDto [Ta6uuma 10]

Onepanys 3aBepiucHa
YCIIEIITHO.
BoszBpamarorcs
MapaMeTPhl JTUICH3UH.

404 | application/problem+json

ProblemDetail [2]

JInieH3us He HaiigeHa.

3.8.4. IloayyeHHe mapaMeTpPOB aKTyaJbHOI JULIEH3UH

GET /license/current

Bo3BpamaemMble 3HaUYeHUsI

Kox | MIME

CxeMma

Onucanne

200 | application/json

LicenseDto [Ta6muma 10]

Omnepanus 3aBepliieHa
YCIIEIIHO.
Bo3sspamatorcs
napameTpsl JTUICH3UH.

404 | application/problem+json

ProblemDetail [2]

JInueHs3us He HalgeHa.

3.8.5. Yaajaenue JULECH3INH

DELETE /license/{id}

IMapameTpsl
Path

Nmsa Tun Onucanne

id integer <int64> Wnentnduxarop JTULEH3UH.
Bo3Bpamaemble 3HaYeHUS

Kox | MIME Cxema Onucanne

200 Omnepanus 3aBepiieHa

YCIIEIIHO.
404 | application/problem+json | ProblemDetail [2] JIunieH3us He HaleHa.

3.9. CTpyKTYypHI 4 THIIbI JAHHBIX

Tabnuna 1 MasterKeyDto
Hms Tun Onucanune
id integer <int64> Wnentudukarop kioda
JuBepcHMUKAIMN (TOJIBKO LIS
YTEHUS).
psePath string [IyTh K KJIFOYEBOMY HOCHTEIIIO.
n integer <int32> OO011ee YKo CreHepUpOBaHHbIX

pasensieMbIX JacTel Kioda
JuBepcruUKanuy (OIIMOHAIBHO).

integer <int32>

MuHHMaTBHOE YHCIIO Pa3/eIITeMbIX
yacTel KIIoYa TUBSPCUPUKAIIAN JIIIS
BOCCTAaHOBJICHUSI KJTFOUa
(OTIIMOHANBHO).
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created string <date-time> Bpewmst coznanus Kitoya (TOJIBKO st
YTEHUS).

lastModified string <date-time> Bpemst ocieHero n3MeHeH s
napaMeTpoB KiIroya (TOIBKO IS
YTEHUS).

notBefore string <date-time> Bpewmst Havana IecTBHS KIr04a
(OTIIMOHANIBHO).

notAfter string <date-time> Bpemst OKOH9IaHMs ICHCTBUS K09
(OTIIMOHANIBHO).

status string:: AVAILABLE, CocTosHHE KIII0Ya:

ACTIVE, BLOCKED,
DELETED AVAILABLE — ko9 mocTtyrieH s

HCIIONB30BaHHS;
BLOCKED - ko4 BpeMeHHO
HEJIOCTYIICH [UTS UCTIOTb30BaAHMS;
DELETED — kirou ynanieH.

activated boolean True, ecnu KITFOY aKTHBUPOBaAH
(3arpy»eH B OTIEPATHBHYIO TTaMSITh
ceprepa OI1); false, ecnu kimou He
AKTUBHPOBAH.

password string [Mapons (ITMH) mis noctyma K
KIIFOUeBOMY KOHTEIHepY (TOKeHY).

Ta6numa 2 PageObject
HNmsa Tun Onucanue
totalPages integer <int32> BosBpariaer o61iee KOIMIECTBO

CTpaHMII.

totalElements

integer <int64>

BoaspamaeT 06]].166 KOJIMYECTBO
JJICMCHTOB.

size integer <int32> Bossparmaer pazmep cTpaHHIIBL.

content array[...] Bosepaimaer MaccuB 0GbEKTOB.

number integer <int32> Bo3sBpainaer Homep Teky1eit
CTPaHHMIIBL.

sort SortObject [Ta6nuia 3] BosBepainaer mapaMeTpsl COPTHPOBKH

JIISL CTPaHUIBL.

numberOfElements

integer <int32>

BosBparaet KoJuuecTBo 3J€MEHTOB,
HaXoOsauxcs B }IaHHLIﬁ MOMCHT Ha
3TOH CTpaHHUIIe.

pageable PageableObject [Tabnuna | Bosspamiaer mapamerpsl pa3oHUBKH
4] Ha CTpaHUIIE, 3aIJaHHBIE B 3aIIPOCE.
first boolean BosBpariaer, SBISCTCS I TEKYIIast
CTpaHHuILIa IEPBOM.
last boolean Bosspariaer, siBISIeTCS M TEKyIIas
CTpaHULIa MTOCJIeIHEH.
empty boolean BosBparaer, sBIAeTCS JId TEKYIast

CTpaHHIIa MyCTOM.
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Ta6muma 3 SortObject

HNmsa Tun Onucanne

empty boolean BosBparaer, COAEpKUT JIH TaHHBIH
OOBEKT TTapaMeTPBl COPTHPOBKH.

sorted boolean BosBpariaer, sBIseTCs M CTpaHUIA
OTCOPTHUPOBAHHOM.

unsorted boolean BosBparaer 3uaucHue,
TPOTHBOIIONOXKHOE Sorted.

Ta6muua 4 PageableObject

HUmsa Tun Onucanne

offset integer <int64> Bo3sBparuaer cMelieHre CTpaHuLb B
3JIEMEHTax, KOTOPOE 3aBUCHT OT
©a30B0if CTPaHHIIEI ¥ pazMepa
CTPaHMITHI.

sort SortObject [Ta6mua 3] Bo3sBpamiaet mapamMeTpbl COPTHPOBKH
JUTSL CTPAHHIIBI.

paged boolean BosBpainaer, coepKuT JI1 TEKYIIU
00BEeKT HHpOPMALIHIO O pa30OUBKe Ha
CTPaHMITBL.

unpaged boolean BosBspainaer 3HaueHue,
MPOTUBOIOI0KHOE paged.

pageNumber integer <int32> Bo3sBpaiaet HOMep 3anpanimBaeMoi
CTPAHUIIBL.

pageSize integer <int32> Bosgpaiiaer pasmep cTpaHHIBL.

Ta6muna 5 ClientDto

BLOCKED, DELETED

HUmsa Tun Onucanne

id string Wnentndukarop KIneHTa.

created string <date-time> Bpewms peructpariu KineHTa
(TOJIBKO AJISL YTEHHMSA).

lastModified string <date-time> Bpems nocneqHero n3aMeHeHUs
HapaMeTpoB KIMEHTA (TONBKO JUTs
YTCHUS).

status string: ACTIVE, CocTosIHHE KIIMEHTA.

ACTIVE — akTUBHBIN KJIUEHT,
BLOCKED - xi#eHT BpeMEeHHO
3a0JIOKUPOBAH;

DELETED — knueHT yjasnes.

Ta6muma 6 ClientKeyDto

Hms Tun Onucanue

id string Wnentudukarop ximoua D11 kiveHTa
(TONBKO IJIST UTEHUS).

clientld string WnenTruxarop KIMEHTa.
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masterKeyld

integer <int64>

Wnentnduxarop xioya

JIUBEPCHPHUKALAH.

notBefore string <date-time> Bpewmst Havana neiicTust Kiaroda J11
(OTIIMOHANTBHO).

notAfter string <date-time> Bpemst OKOH9IaHMs ICHCTBUS K09
OI1 (onmHMoOHAIBHO).

created string <date-time> Bpewmst coznanus kimroga JIT (TOIBKO
JUTSI ATCHUS).

lastModified string <date-time> Bpemst ocieHero n3MeHeH s
nmapameTpoB kiroua DI (Tompko s
YTCHUS).

lastUsed string <date-time> Bpemst ocieHero HCnob30BaHuUs
kiaro4a OI1 (TOJBKO Ui YTeHUs).

status string: ACTIVE, CoCTOsIHHE KIII0Ya:

BLOCKED, DELETED

ACTIVE — axtuBHbI# Kar0u D11
KITHEHTA,;

BLOCKED - kmrou OIT knuenra
BPEMEHHO 3a0JIOKHPOBAH;
DELETED - xitou DIT knuenra
yAaJICH.

deviceFingerprint

string

OTreyaTok yCTpOHCTBa KIIMEHTA B
IIECTHAIUATEPUYHOM BHJIE, AJTMHOU
64 cuMBona (ONIIMOHATIBHO).

keyLength

integer <int32>

Jmmna ximoga JI1 (onmuoHansHO).

Ta6muma 7 VerifyRequestDto

HNmsa Tun Onucanue

signature string <byte> ToanucanHplil JOKYMEHT WIIN
OTCOEIMHCHHASI IIOIIUCH B (popMare
Base64.

document string <byte> Hcxonublii nokymeHT B hopmare

Base64. 3amaercs TONBKO B ciydae
MIPOBEPKH OTCOCIMHEHHOMN TTOAIIHCH.

Tabauna 8 VerificationReportDto

Hms

Tun

Onucanne

verificationTime

string <date-time>

Bpewmst mposepxu OI1.

valid boolean Seasiercs mu D11 MelCTBUTENBHOI.

clientld string Wnentndukarop KIMeHTa.

clientKeyld string Wnentuduxarop xroua II1 kinenra.

deviceFingerprint string OTreyaTok yCTpOHCTBa KIIMEHTA
(onmMoOHANBHO).

digestAlgorithm string Wnentudukarop xsm-anropurma I11
(onuMoHANIBHO).

macAlgorithm string Wnentupurxarop MAC-anropurma

OII (onmMoOHAIBHO).
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signingTime string <date-time> Bpewmst cozpanus DI (OMImoHaIbHO).

messageSequenceNum | string JlecATHIHOE CTPOKOBOE

ber IpecTaBlIeHHe ITOPSIKOBOr0 HOMepa
co00IIeHUS (OMINOHABHO).

serverNonce string <byte> CityuaifHoe CeaHCOBOE 3HAUCHHE,
hopmupyemoe cepsepoM, B popmate
Base64 (onuoHaIbHO).

formatOK boolean SBrsteTcst TH KOPPEKTHBIM popMat
TONUCAHHOTO COOOIICHMS.

contentTypeOK boolean SBrsteTcst T KOPPEKTHBIM THIT
COAEPKUMOTO ITOJITUCAHHOTO
cOO0O0IIeHHSI.

cmsAlgorithmProtecti | boolean CoBriagaeT Jid 3HaUYCHHE aTpulyTa

onOK cmsAlgorithmProtection [5] ¢
3HAYCHHEM B HE3aLIUIICHHOH YacTH.

messageDigestOK boolean SIBrnsteTcst T KOPPEKTHBIM X31II-
3HayeHne Oll.

keyldentifierOK boolean CoBniajaeT Jiu 3HaUYCHUE aTpudyTa
clientKeyld ¢ 3snauenunem B
He3alllUIIEHHON YaCcTH.

deviceFingerprintOK | boolean Hcmosb30Baiics Ju IpH IPOBEPKE
mapametp deviceFingerprint u
HPOIIUIA JIK IPOBEPKA YCIICIIHO.

macOK boolean SIBrsieTcs T KOPPEKTHBIM 3HAUCHHUE

MAC-3nauenue OII.

contentDigest

string <byte>

Xomi-3xauenue OI1.

macValue

string <byte>

MAC-3nauenue OII.

Ta6muia 9 ServerStateDto

Hms

Tun

Onucanne

clientsNumber

integer <int64>

KoanuecTBO KIMEHTOB.

clientkeysNumber

integer <int64>

KommaectBo xmroueii DIl KIIMEHTOB.

clientDevicesNumber

integer <int64>

KonngecTBo yCcTpONHCTB KINEHTOB.

Ta6muua 10 LicenseDto

HUmsa Tun Onucanne

id integer <int64> Wnentndukarop nuueH3uu (TOJIbKO
JUTS YTEHUS).

file string <byte> @aiin nunen3un B popmate Base64.

manufacturer string W3znatens nuneH3uu (OMIHOHANBHO).

owner string Brnanenen nuieH3uu (ONMIMOHAIBHO).

label string MerTka TUIEH3UN (OTIIMOHATIBHO).

version string Bepcus nuneH3nn (OMIHOHAIBHO).

generated string <date-time> BpeMst co3aanust THIEH3UN
(OTIIMOHANBHO).

notBefore string <date-time> Bpems Havaa AeHCTBUS JUIECH3UN

(OTIIMOHANBHO).
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notAfter string <date-time> Bpemst OKOHYaHHS JeHCTBUS
JIMLIEH3UHU (OTHOHAIBHO).
clientMax integer <int64> MakcumanbHOe KOJIUYECTBO

KJIMEHTOB (OMIIMOHAIBHO).

clientkeyMax

integer <int64>

MakcuMalbHOE KOJMYECTBO KITIoUeH
OI1 kreHTOB (OMITMOHATBHO).

deviceMax

integer <int64>

MakcuManbHOE KOJIMYECTBO
YCTPOWCTB KIIMEHTOB (OMIIMOHAIBHO).

clientDeviceMax

integer <int32>

MakcumanbHOE KOJTUIECTBO
YCTPOWCTB Y OHOTO KITMEHTA
(OTIIMOHANIBHO).
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4. BXO/JHBIE 1 BBIXO/IHBIE JTAHHBIE

BxomHble ¥ BBIXOJHBIC [aHHBIE MeETONOB Beb-cepBuca «Signal-COM AuthKey Servery
npexactasiaeHsl B Buae JSON-cTpykTyp, moapoOHOe onucaHHe KOTOPBIX NMPHUBEAECHO B HACTOSIIEM
Jokymente (cm. 1. 3.9).
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5. COOBIIEHUA

Coobuienus 06 omubkax mpu oOpaiieHnn K Metojam BeO-cepBuca «Signal-COM AuthKey
Server» coxepxarcst B JSON-ctpykrype ProblemDetail (cm. [2]). Criucok 3nauenwuii mons detail u ux
OITICaHUEe TIPUBE/ICHO B CIICAyroLIei Tabuuie:

3HaueHne

Onucanne

OOBeKT ¢ 3aJaHHBIM WACHTUPHUKATOPOM HE HAWICH:
%s

3HaucHUE napaMeTpa HE YCTAHOBJICHO: %s

3a)1aHHoe 3HAUCHUC MapaMeTpa YKE UCIIOJIb3YyECTCA:
%s

Henonyctumsriii cratyc xinenra: %s

Henonyctumslii ctaTtyc kitoda KiIueHTa: %s

He)]OHyCTI/IMLIﬁ CTaTyC KJIro4ya }II/IBepCI/I(bI/IKaI_II/II/IZ
%s

HewusBecTHbli X31I-aNrOpUT™M

OOBEKT C 3aJaHHBIM HACHTU(PHUKATOPOM OBLIT
ynaieH: %s

Henomycrumsrit mepexon coctosHust: % 1$s->%2$s

KomaecTBo KIIMEHTCKUX KII0YeH HE MOJKET
npeBsIIaTh Yod

IIpeBblilieH IUMHUT KITIOYEH
KJIMEHTOB, 331aHHBIH B JINIICH3UH
pa3paboTdnka.

KonnuecTBo KIMEHTCKUX YCTPOMCTB HE MOXKET
npeBsIIaTh Yod

[IpeBbImieH TUMHAT KIMEHTCKUX
YCTPOMCTB, 3a/IaHHbII B TULEH3UU
pa3paboT4rKa.

KonmuecTBo ycTpoWCTB y OTHOTO KIIMEHTa HE MOXKET
npeBbIIaTh Yod

IIpeBbllieH TUMHT yCTPOICTB y
OJIHOTO KJIMEHTa, 3aJJaHHBII B
JMLEH3UN pa3paboTymKa.

KonuyecTBo KIIMEHTOB HE MOXeET TpeBbimath %od

IIpeBbImIeH TUMHUT KIHEHTOB,
3aJJaHHBIHA B JINLICH3UN
pa3paboT4rKa.

AKTyanbHas TMUEH3Usl HE HailleHa

CpoK elicTBUS JTUIICH3UN UCTEK

Omubka MpOBEpKH MONUCH JINIIEH3UN

HesepHsiii hopmar nuiieH3uu

Jlunensus yxe cyuecTByer

ITonpITKa TOBTOPHOM 3arpy3Ku yxke
3arpy>K€HHOM JIMLIEH3UH.

ITonb3oBarento '%s' foctyn 3anpereH

Omnbka TeHCpaly KIIIOUCBOTO KOHTeﬁHepa

OmmbKa 3arpy3Kd 9acTH pa3fesieMoro ceKpera

Ommbka 3anucu 9acTy pa3AesiieMoro CeKpeTa

Ommbka yaaneHus: KIIYeBOro KOHTeHHepa
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TpebyeTcs mapois s JOCTYIIA K KIIFOYCBOMY
KOHTEIHepy

HesepHrlii maposb KIH0UYEBOro KOHTEHHEpa

KitoueBoil KOHTEHHEP HE MHULMAIN3UPOBAH

BcTaBbTe KIFOUEBOM HOCUTEIH

BcraBbTe KIt0YeBOI HOCHTENh HOMEp %od

KiroueBoil koHTeHHep yke CyIecTByeT

KitoueBoit koHTelHEp HE HallieH

Kirou nuBepcuukanny He akTHBHPOBAH: %os

J11s BBINOJIHEHUS JAHHOW onepanuu
HE0OX0ANMO aKTUBUPOBATH KIIOY
JBepCUBUKALIUH.

TokeH 3a06J0KHPOBaH

Hesepurrii [IMH Tokena

ToxeH He TTOOKIIIOYEH

OwmunbKa TokeHa

ToxkeH He no4ACPKUBACT TpeﬁyeMLIfI MCXaHU3M

O1mnbKa npyu BOCCTaHOBJICHHH KITIOYa
JMBEpCUpUKALUH

YacTh pa3ensieMoro ceKpera He COOTBETCTBYET
CEeKpeTy

BoccranoBiieHHBI pa3aeisieMblil CEKPET He
COOTBETCTBYET 0KUJAEMOMY

I[y6J'II/Ip0BaHI/I€ HacCTH pa3acisieMoro CeKpera

3anaHHas 4acTh pa3AeIsieMoro
CeKpeTa yxe Obla 3arpyxeHa.

Omnbka TEHCpAalH KJI0Ya KIIMCHTA

BayTpennss ommbka cepsepa.

Omnbka JACKOAUPOBAHUA MMOANMCAHHOTO COO6H.I€HI/15I

HexoppexThsiit popmar
MOZNNCAHHOTO COOOIIECHMS.

OunbKa YTeHus JAOKYMCHTA

3a/1aH HEKOPPEKTHBIH JOKYMEHT s
nposepku OI1.

Kitrou a1 npoBepku noAnucu He HaiieH

Ommbka MpOBEPKH MOIMUCH

Ommbka 1eKoIupoBaHMA OTIIEYaTKa YCTPOHcTBa

HexoppekrtHblii popmar oTrnevarka
yCTpOHCTBa (CTpOKa B
HIECTHAIUATEPUYHOM BUJIE, ITTHHOU
64 cumBOIIa).
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6. AONOJHUTEJBbHAA JOKYMEHTALUA

Mo ymomuanuio «Signal-COM AuthKey Server» mnpenocrtaBiseT KOHEYHBIE TOYKH JUIS
npotokona OpenAPI u rpadudueckoro untepdeiica Swagger (cm. [6]).
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