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1.1.

1.2.

1. HA3HAYEHHME ITPOI'PAMMBbI

[porpammuo-anmapatusiii komruieke Signal-COM Cloud DSS (manee Cloud DSS)
[peAHa3HAYCH TS HCHTPAIN30BaHHOTO XPAHSHHUS M TUCTAHIIMOHHOTO IPUMEHEHHS KITI0UeH
3JIEKTPOHHON MOJIHUCH.

Be0-nipritoxeHue moap30BaTeNs SABISCTCS IPOrPaMMHBIM KOMIIOHEHTOM ITPOrPaMMHO-
armaparroro komimiekca Cloud DSS, mpeHa3HauYeHHBIM JUTS BHITOJHEHHUS CIICAYIONINX (YHKITHI:

reHepanus KJIo4da 3JEKTPOHHOHN NOIMKCH U KIIF0Ya MPOBEPKH dIEKTPOHHOM MOJIUCH;
(bopMupoOBaHHUe 3a1poca Ha CO3/IaHHEe CepTU(HKATA KITF0Ua TPOBEPKH JIEKTPOHHOMN
TIOIIUCH;

0TOOpakeHNe CIICKA 3allPOCOB Ha CO3AaHUE CepTU(UKATOB KITIOUEH IPOBEPKH
3JIEKTPOHHOW MOJIHUCH U UX CTATyCOB,

0TOOpakeHHE CIIICKA CEPTUPHUKATOB KITFOUEH MPOBEPKH MIEKTPOHHOH ITOAMUCH U FX
CTaTyCOB;

(hopMHupOBaHKE 3apOca B YAOCTOBEPSAIONIHHA [IEHTP HAa IPHOCTAaHOBJICHNE/ aHHYTHPOBaHUE
cepTudUKaTa KIFo4a IPOBEPKU ICKTPOHHON MOIIHICH;

BBIPy3Ka C(OPMUPOBAHHOTO 3aMpoca Ha CO3aHue cepTuuKaTa Kio4a IpoBEpKU
AJIEKTPOHHO# MoJnucH B (aii;

3arpy3ka cepTH(HKaTa KIrouya MPOBEPKHU FJICKTPOHHOU TOAMKUCH U3 (aiiia;

BBIBO/I Ha TieuaTh (Mo mabioHy) 3ampoca Ha co3qaHie cepTH(hUKATa KITF0Ua MPOBEPKU
3JIEKTPOHHOU MOIHUCH.

BEIBOJ] HA TIe4aTh (110 mabIoHy) cepTH(HKATa KITF0Ya IIPOBEPKH AIMEKTPOHHON TOATIHCH.
HM3MEHEHHE apaMeTpOB YUETHOM 3alCH [10JIb30BATEIS;

CO3JaHKE NEKTPOHHON NOIMUCH JIJIsl TOKYMEHTA;

MIPOBEPKA ANEKTPOHHON MOAIUCH ISl TOKYMEHTA.

Cnucok cokpameHui

B HacTosimemM pyKoBOACTBE UCHOJB3YIOTCS CICAYIOIINE COKPALLICHUS:

ITAK — mporpaMMHO-amnmapaTHbIH KOMILIEKC;

ITAKM — nporpaMMHO-anmapaTHeIi KpUNTOrpahuuecKuii MOAYIIb;
IM1H — nepcoHanbHblil HASHTH(OUKALIMOHHBII HOMED;

I[I3BM — nepcoHanbHas 3JeKTPOHHO-BBIUNCIINTENbHAS MAIIINHA,;
VII — ynocToBepsOmnii LIEHTP;

OI1 — aneKTpoHHas NOJAIHCH;

CMC - Certificate Management over CMS;

CMS — Cryptographic Message Syntax;

CRL — Certificate Revocation List;

HOTP - HMAC-Based One-Time Password Algorithm.

ITU-T — International Telecommunication Union - Telecommunication sector;
OTP - One-Time Password;

PIN — Personal Identification Number;

RFC — Request for Comments;

SMS - Short Message Service;

TOTP - Time-Based One-Time Password Algorithm;

XML — eXtensible Markup Language;

TepMHuHBI U onpeAeIeHUs

B HacTosmeM pyKOBOACTBE HCIIONMB3YIOTCS CIIEAYIOMINE TEPMHUHBL:

BeO-cepBHC — peann3anus nHrepderica B3auMOoICHCTBHS MEKTY Pa3IMIHBIMA
npwiokeHusiMu 1o potokonam REST u SOAP;

KJIFOY 3JIEKTPOHHOH TOJIHMCH — YHUKAJIbHAs ITO0CIIEA0BaTEIbHOCTh CHMBOJIOB,
npeiHa3HaYeHHas JJIsl CO3JIaHMsl 3JIEKTPOHHOMU TOIMHUCH;

YIOCTOBEPSAIOIIMH LEHTP — FOPHIMIECKOE JINLI0, OCYIIECTBIOMHUE GYHKINH IO CO3JaHHIO
U BbIJIaue CepPTU(PHKATOB KIFOUYEH MPOBEPKH IJIEKTPOHHbBIX TTOAIHCEH;

cepTudUKaT KI0Ya MPOBEPKH AIIEKTPOHHOH MOJMUCH — JJIOKYMEHT B 3JIEKTPOHHOM BHJIE WU
JOKyMEHT Ha OyMa)XHOM HOCHTEJIe, BbIaHHbIe Y TOCTOBEPSIOIIUM LIEHTPOM JIHOO
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JIOBEPEHHBIM JIMLIOM Y IOCTOBEPSIOIIETO [IEHTPa U TIOATBEPIKJAat0LINE IPHHA/IEKHOCTh
KJIFOYa ITPOBEPKH AJICKTPOHHOH MOIMCH BiIaesblly cepTU(HUKaTa KIII04Ya IPOBEPKH
9JIEKTPOHHOM MOJNCH;

9NIEKTPOHHAS ITOIUCH — MHPOPMALHS B JJIEKTPOHHOI (opMe, KOTopast IPUCOSTUHCHA K
IpyToi HHPOPMAIIUH B AIEKTPOHHOH Gopme (TToArmmcrBaeMOi HH)OPMAIIHH) HITH HHBIM
00pa3oM cBsi3aHa ¢ TaKOW HH(pOpMaLKeil U KOTopasi HCIIOJIb3YeTCs IS ONpeieNIeH s JINLIA,
MOAMCHIBAIOLIETO HHPOPMALHIO.
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2. YCJIOBUs BBIIIOJIHEHUSA ITPOT'PAMMBI

2.1. TpeOoBaHus K annapaTHbIM cpeacTBaM

Be6-npunoxenue nosp3oaress [IAK Cloud DSS MoeT BBIMOTHATHCS Ha CIEAYIONMX THITAX
YCTPOUCTB:

e nepcoHanbHas OBM;

e IUIAHIIET;

e cMapTdoH.

MunnmManpHas anmaparsas KoHpuryparust st [I9BM:

nporeccop Intel x86;
oneparuBHas namsth 2 ['0;
)kéctkuit quck 500 MO;
CeTeBOU aganTep;

e KIABHATYPA;

® MaHUITYJSATOP «MBIIIHY.

2.2. TpeOoBaHusl K NPOrPaMMHBIM CpeIcTBaM

Be6-mpunoxenue mons3zoBateis [TAK Cloud DSS MokeT BBITOMHATHCS B CICTYOIIHX
OINCPalMOHHBIX CHUCTEMAaX.

Windows;
Linux;
macQOS;
Android;
i0S;

e jPadOS.

Jist paGotsl BeG-mpuioskenus mons3osatenst [IAK Cloud DSS tpebyercst BeG-Opaysep,
nojaepskuBaromuii mporokoa HTML 4.0.
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3. BBIIIOJIHEHME IMPOI'PAMMBbI

3.1. 3arpy3ka npuJjioxkeHust

Jst 3arpy3Ke BeO-IPHIIOKEHHUS OJIB30BATENs HEOOXOAUMO BBIIOJIHUTD CICAYIONINE NSHCTBU:

e 3arpy3uTh BeO-Opaysep;

® B aJpeCHOHU CTPOKE 331aTh agpec BeO-IIPUI0KEHHUS MT0Tb30BaTEIS;

e II0CIIe Nepeanpecaniy Ha BeO-PIIoKeHNe HICHTH(UKALNHN, Ha CTPaHULIe
ayTeHTH(HKAIIMH [I0JIb30BATEN 3a4aTh yUEeTHbIE JaHHBIC MIOJIB30BaTels (JIOTHH U 1apoJb);

®  cCJIM 11 TIOJIB30BATelIs TpeOyeTcs BTOpUYHas ayTeHTU(UKanus (onpenenseTcs
uactpoiikamu [TAK Cloud DSS), Heo6x01MMO BBECTH OHOPA30BbIi MApOIIh, MOTYYSHHbIH B
coobmenny (Hanpumep, B SMS) mmn chopMupoBaHHBIHA CHIEIHATEHON MPOTPaMMOi Ha
MobubHOM yerpoiicTse (o mporokoay HOTP [3] umu TOTP [2]);

e eectu [IMH-kox st moctymna k KinoueBoMy konteiiHepy Ha [IAKM «Signal-COM HSM».

CepBep waeHTUMKaLM DSS Monb3osatens DSS Web Server

BBeauTe M Monb3oBaTens v naposib

Wms nonb3osatens:

MNaponk:

Beectn

Pucynox 1

3.2. OcHOBHOE MEHIO

OCHOBHOE MEHIO B€6-HpI/IJ'IO)KeHI/I$I MOJIB30BATECJIA pacIiojiaracTcs B JICBOH 4acTH B€6'CTpaHI/II_[LI
1 COACPIKUT CICAYIOIHNC ITYHKTBI:

e «Mowu cepTuduKaTBD - MEHIO A7 PaOOTHI € 3aIPOCaMy Ha CO3AaHUE CEPTU(HKATOB KIFOUeH
npoBepku D1 u ceprudukatamu kiroueii mposepku I mop3oBaTens;
e «CepBHCHI) - MEHIO JJIs1 co3/1aHus M IpoBepkH DI mpon3BONIBHBIX (aitioB.

3.3. JleiicTBHSA NMOJIb30BaTENIs

3.3.1. T'eHepanms K/I04Yel U 3a1poca Ha co31aHue cepTUUKATA

s reneparn kimodeid D11 u 3ampoca Ha coznanne cepTudukarta xiroda nposepku D11
HEOOXOAMMO BBITIOJIHUTE CIIEIYIONINE ICHCTBH:

e HaxaTh oTOOpaxkaeMoe uMs Tpedyemoro Y1 mox nmyHkToM «Mou cepTUPHUKATBD TIaBHOTO
MEHIO;

HaxaTth KHONKY «[lomyuuts kiroy DI1» (cM. PucyHok 2);

3aJaTh HaUMeHOBaHue Kimoya OlI;

BEIOpaTh Y1I;

BBIOpaTh abI0H (hOpMHUPOBaHUS 3arpoca Ha CO37aHue cepTuduKara Kioda nposepku 1,
HaxaTth KHOTIKY «CoxpaHuTh» (cM. PucyHok 3).
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MNonssoeaTtens DS5

% MeTpos MeTp MeTposmy ~

= \ow cepTudmKaThl

Mow cepTndukaTel ( YL, e-Notary Test CA)

Kntou It patawavana if fata oxonuanus 11

TecTossIA KoY Nonssosatens  27.01.20 26.01.21 @ o @ n &
Apyrol ¥,
¢ Cepeuchl « Monyuns oy 31 3arpysuTb cEpTUGUKAT
Bribepure daiin | daiin He exGpan
MoANMEaTE AOKYMEHT
MNpoBepuTs Nognuce
PucyHoxk 2

Mony4nTE KAKY 30

HawmeHosanwe knoda 30N

TECTOBLIA KiOY NMNOAL3CEaTENA

YAOCTOEEPAKILMIA LEHTP

e-Motary Test CA *

WaGneH fopmupoBaHKA 3anpoca

LaénoH ANA GUIMHECKMX KL,

CoxpaHUTb OTmeHa

Pucynox 3
3.3.2. BeIrpy3ska 3anmpoca Ha co3JaHue cepTudukara B paiii

Jlnist BEITpY3KH 3aIipoca Ha co3faHue cepTudukara kioda nposepku I11 B daitn Heo6xo1mumMo
BBITIOJTHUTD CIIE/TYIOLIHE ICHCTBYS:

e Haxarh 0TOOpaxkaeMoe ums Tpedyemoro Y1 mox nmyHkroMm «Mowu cepTHPHKATHDY TJIABHOTO
MEHIO;
e BBIOpATh TPeOyEMBbIii KITIOY 1 HAXKaTh 3HAYOK 3arpy3KH ¢aina (cM. PucyHok 2).

3.3.3. 3arpy3ka ceprudukara u3 daiiaa

Jiist 3arpy3ku ceprudukara kioua nposepku 11 u3 aiina He0OX0IUMO BBITOJHUTH
cIeAyoIIne IeHCTBUS:

e HaxkaTh oToOpaxkaeMoe uMs Tpedbyemoro Y1 mox myHkroM «Mowu cepTHPHKATED TIABHOTO
MEHIO;
e Haxarh KHONKY «Bribepure daitm» (cMm. Pucynok 2).

3.3.4. Cospanue DII

Jist co3aHmst 371€KTPOHHON IOANKMCH NTPOM3BOJIBHOTO (haiiyia He0OXO0JUMO BBITIOJIHUTD
clenyromue qeicTBus:
BBIOpaTh MeHIo «IloamucaTs JOKyMeHT;
3a1aTh cepTUQHKAT Kiroua posepku D11 B mose «Kirou DIy,
3a1aTh Ha3BaHUE JOKYMEHTa,;
BBIOpATh (aiii, KOTOPHII HEOOXOAMMO TTOAIINCATD;
HaxaTb KHONKY «IloamucaTe» (cM. PucyHok 4).
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None3osaTen: 06 MNeTp MeTposuy

= \Mow cepTudmKaTsl
MoanucaTtb AOKYMEHT

e-Notary Test CA

Knrwou 30N
Apyroi YU
Ha3BaHWe goKyMEHTa
i Cepauce! | TecToBslii AoKyMEHT |
NoanucaTs goKkymeHT

3arpy3wTh $aiin Ana noagnvck

MNposepuTe Nognuce Buifepute dain | document

# NMognncats

Pucynok 4

[Tocne ycnenHoro 3aBepeHus Onepanul MOXKHO CKadaTh (aiil SIeKTPOHHOM MMOJIHCH, HaXKaB
Ha COOTBETCTBYIOIIYIO CCBUIKY (CM. PrcyHOK 5).

MNonssosatens DSS A NerpoE Metp Metposny ~

]
= Mow cepTUdnKaThI Onepauns BoiN0AHEHE YCMEWHO.

MoanucaTb JOKYMEHT

Knrou 30
Apyroi YL,
£ Cepeucnl
HasBaHwe aokymeHTa
Mognucate jokymeHT

3arpysuTb $aiin ana noanncK

BulfepuTe dain | ©ain He snifpas

®_Ckauats aiin noanucKn

Pucynoxk 5

3.3.5. Ilposepka JII

Jist IpOBEPKH JICKTPOHHOM MOIKICH POU3BOIBHOTO (paiiia HEOOXOIUMO BBITTOJHHUTE
CIeAyoIINe IeUCTBUS:
BEIOpaTh MeHIO «IIpOoBEpHUTH MOIIHCEY;
BEIOpATh (hailsl IPOBEPSIEMOTo TOKYMEHTA;
BBIOpATh (hails 3MCKTPOHHOM MOIITUCH JOKYMEHTA,
HaxaTh KHOTIKY «IIpoBeputs moanucey» (cM. PucyHok 6).
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MNonszosatens D5S A Netpoe Netp MeTpoEny ~

= Mou cepTudnkathl

MpoBepnTb NOANUCH
3arpysuTb $aiin gokymeHTa

BuiGepute hain | document

Apyroi 3arpysuTs $aiin noanucu

BuiBepute baiin | siznature sig

MonnWCaTE AOKMEHT « MposepuTs Nognncs

Pucynox 6

3.3.6. OoHoBJIeHHe cepTUUKATA

s o6HOBIeHNUS cepTr(dHKaTa Kitoda npoBepku D1 He0OX0IUMO BEITOTHHUTE CIIEAYIOMINE
IEUCTBHUS:

e HaxaTh oTOOpaxkaeMoe uMs Tpedyemoro Y1 moa myHkroM «Mou cepTudHKaThh TJIaBHOTO
MEHIO;

e BBIOpaTh TpeOyeMbI cepTH(HUKAT B CITUCKE M HAXKaTh 3HAYOK OOHOBIICHHS cepTU(HKaTa
(cM. PucyHok 2).

3.3.7. AunynaupoBaHue cepTuduUKaTa

st anHynupoBanus cepTudukaTa Kioda npoepku D11 He0OX0MMO BBINOIHUTE CIIETYIOLIHE
JIEUCTBUSL!
e HaxaTk oToOpakaeMoe UMs Tpedyemoro V1] mon myHkToM «Mou cepTU(HKATED) TITaBHOTO
MEHIO;
e BBIOpaTh TpeOyeMblil cepTH(UKAT B CIIUCKE U HAXKaTh 3HAYOK aHHYJUPOBaHUS cepTH(UKaTa
(cM. PucyHoK 2).

3.3.8. ¥Ynauaenue xiaroua DII

Jus ynanenust kimova ST HeoOX0 MO BBITIOTHHUTE CIEAYIONIAE TCHCTBHSA:

e Haxarh 0TOOpaxkaemoe ums Tpedyemoro Y1l nox nyHkrom «Mowu cepTrdUKaThD) TJIaBHOTO
MEHIO;

e BBIOpaTh TpeOyeMblii kiod D11 B CrMCcKe M HaXaTh 3HAYOK yraneHus (cM. PucyHok 2);

e TOATBEPIUTH yaaneHue kiaroua JI1.

3.3.9. Cmena napous

I[J'IH CMCHBI ITapOJIs MOJIB30BaTEIIA HGOGXOI[I/IMO BBITIOJITHUTH CJICAYIOUIUE I[eﬁCTBI/ISI:

e HaXaTh 0TOOpaXkaeMoe MM TT0JIb30BATENSI B IIPAaBOM BEPXHEM YIIIy BEO-IIPHUIIOKCHNS;

e BBIOpaTh MMyHKT MEHIO «CMEHUTDH HApOIIbY;

e [I0CIIe Nepeaapecanuy Ha BeO-NIPHIOKeHUE UISHTU(HUKAINY, Ha CTPAHUIIE CMEHBI IIapOoJIsd
BBECTH CTapblii APOJIb ¥ HOBBII MMapouThb (IBaXKIBI IS TIOATBEPKICHNSA);

® HaXaTbh KHOIKY «YCTaHOBUTbY.

3.3.10. Cmena IUH-koaa

Jus emenst [TMH-kona Uit 1oCTyNa K KIIFOYEBOMY KOHTEHEPY IMOJIb30BATENsI HEOOXO0AUMO
BBINIOJIHUTD CIAEAYIOLIUE ACUCTBUSA:
® HaXXaTh 0TOOpakaeMoe UMsI ITOJIE30BATENs B IPABOM BEPXHEM YIITy BEO-IIPHIIOKCHHUS,
e BBIOpaTh MyHKT MeHI0 «CmennTs [TMH-kom»;
e [OCIe Iepeaapecanyy Ha BeO-MPIIOKEeHHUE HIeHTH(OUKAINH, Ha cTpaHuIe cMeHbl [TMH-
koxa BBecTH ctapbiid [IMH-kox u HoBbIN [TMH-KOI (MBaXIIBI 1151 IOATBEPIKIACHNUA);
® HaXaTh KHONKY «YCTaHOBUTHY.
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3.4. 3aBepmieHue paéoThbl
[t 3aBepieHns pabOTH B BEO-TIPHUIIOKEHUH MTOJIE30BATENs HEOOXOIMMO BBITIOTHUATH
clenyrolue NeMCTBUS

e HaXaTh 0TOOpaXkaeMoe MM IOJIb30BATENsI B IPAaBOM BEPXHEM YIJIy BEO-IIPUIIOKCHNUS;
e BBIOpATh IMyHKT MEHIO «BbIxom».
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4. COOBHLIEHUS OIIEPATOPY

COO6III€HI/I£[ IporpaMMbl oni€paTopy (HOHLSOBaTeJ’IIO) pCain30BaHbl B BUJAC MOJAJIbHBIX
JIMAJIOTOB MIJIM B BUJIC HAAIKCEH U II0JACKa30K, 0To6pa>1<aeme Ha TeKymeﬁ BeG-CTpaHI/IHe.
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