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AHHOTAIIUA

Hacrosuumii JOKyMEHT COIEPXKUT PYKOBOJCTBO MOJIb30BATENS IIPOrPAMMHOTO KOMIIOHEHTA
Signal-COM Cloud DSS Client, npenoctaBisiforiero ApyruM NPHIOKESHHSIM CTaHAAPTHBII
[POTPaMMHBIH MHTEP(EIC It 3aMUIEHHOTO B3aUMO/IEHCTBHUSL C CEPBEPHOM YaCThIO IIPOrPAMMHO-
armaparsoro kommiekca Signal-COM Cloud DSS, npeaHasHaueHHOTO ISt [IEHTPATH30BAHHOTO
XPaHEHHs U AUCTAHIIMOHHOTO NPUMEHEHHS KITFOUEii SIEKTPOHHOMN MOJ[ITHCH.
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1. HA3HAYEHHME ITPOI'PAMMBbI

[porpammuo-anmapatasiii komruieke Signal-COM Cloud DSS nipennasxaues st

[CHTPAIM30BAHHOTO XPAHECHHS U IUCTAHIIMOHHOTO IIPUMEHEHUS KITFOUeH JIeKTpOHHOM noanucu [1].

Iporpammusrit komnoreHt Signal-COM Cloud DSS Client npenocrasnser npyrum

MIPIIOKEHUSIM CTaHAAPTHBIA IPOTPaMMHBIN HHTEP(EHC IS 3aIUIIEHHOTO B3aNMOACHCTBHS C
CEepBEPHOM 9acThIO MporpaMMHo-arnmapatHoro komimiekca Signal-COM Cloud DSS u BeimonHeHust
CIEIYIONINX (QYHKIIHIL:

1.1.

1.2.

e BBIGOp yaocrosepsiomiero nentpa [TAK Signal-COM Cloud DSS st Beimycka
cepTU(UKaTa KIF0Ya IPOBEPKH dICKTPOHHOM TOIIIHCH;

e BEIOOp mIabmoHa s POpPMUPOBAHUS 3a1Ipoca Ha CO3JaHHe CepTH(HUKATa KITF0Ya IIPOBEPKU
3JIEKTPOHHOW MOJIUCH;

e TeHepanus KII0Ya JIEKTPOHHO! MOJIUCH M KITF0Ya MPOBEPKH AIICKTPOHHOM IOIIHCH;

e (QopmHpoBaHHe 3anpoca Ha CO3aHUE cepTU(HKATa KIF0oYa IPOBEPKH dIEKTPOHHON
TIOATIHCH;

e OTIpaBKa 3alpoca Ha COo3JaHue cepTH(HUKATa KITI0Ya MPOBEPKU ISKTPOHHOMN MOAIIICH B
ymoctosepstomuii entp ITAK Signal-COM Cloud DSS;

e [OJydYeHHUE BBIMYIICHHOTO yaoctosepsomum rentpom ITAK Signal-COM Cloud DSS
cepTU(HUKATa KIF0Ya TPOBEPKH dICKTPOHHOM TOIIIHACH;

e OOHOBIICHHE JACHCTBYIOMIETO CepTU(HHKATA KITFOUa MPOBEPKH SIICKTPOHHOM TTOIIHCH;

e otmpaeka B [TAK Signal-COM Cloud DSS ceprudukata kiioua mpoBEpKH IICKTPOHHO
MOATIMCH, BBITYIIEHHOTO CTOPOHHHUM yJIOCTOBEPSIOIIHM LICHTPOM;

® IIOJyYCHHE CIIUCKOB KIFOUEH MPOBEPKHU SIICKTPOHHOM NOAMKICH U CePTHHUKATOB KIFOUEH
MPOBEPKY AIICKTPOHHOM TTOIIHCH;

e CO3JaHHUE YICKTPOHHOM MOIIHCH JUTS TOKyMEHTA.

Cnucok cokpameHui

B HacTosmemM pyKoBOJICTBE HCHOIB3YIOTCS CIIEIYIOINE COKPALICHUS:

ITAK — mporpaMMHO-anmapaTHbIH KOMILIEKC;

I[I3BM — nepcoHanbHas 3JeKTPOHHO-BBIUNCIINTENbHAS MAIIINHA,;
VII — ynocToBepsOmnid LIEHTP;

OII — 3neKTpOoHHAs TOATNCE;

OTP - One-Time Password;

SMS - Short Message Service;

TCP - Transmission Control Protocol;

TLS - Transport Layer Security;

URL - Uniform Resource Locator.

TepMI/IHbI H ONpeacjacHus

B HacTosmeM pyKoBOACTBE HCIOIB3YIOTCS CIEAYIOMINE TEPMUHBL:

e  KIIIOY JJICKTPOHHOM MOAMUCH — YHUKAJIbHAS MOCIEA0BATEIbHOCTE CUMBOJIOB,
npeiHa3HaYeHHAs JJIsl CO3JIaHMsl 3JIEKTPOHHOMU TTO/IMHUCH;

®  YIOCTOBEPSIONIHI LIEHTP — FOPUANUECKOE JIMIIO, OCYLIECTBISONINE (YHKIMHU 110 CO3JIaHUIO
U BbIJIaue CepPTU(PHKATOB KIFOUYEH MPOBEPKH IJIEKTPOHHbBIX TTOAIHCEH;

e cepruUKaT KIOYA IPOBEPKH IEKTPOHHOM MOAMUCH — JOKYMEHT B JJIEKTPOHHOM BUIE HIIH
JIOKyMEHT Ha OyMa)KHOM HOCHTEJIe, BbIIaHHbIE yIOCTOBEPSIOIIUM [IEHTPOM JIN0O
JIOBEPEHHBIM JIMIIOM yJIOCTOBEPSIONIETO LIEHTPa U IOITBEPKAAIOIINE ITPUHAIC)KHOCTD
KJIFO4a ITPOBEPKH JICKTPOHHOH MOJIMCH BIIaAEIbIly cepTH(HUKATa KIII04a IIPOBEPKU
JIEKTPOHHOM MOJINCH;

® DJIEKTPOHHAS IOINKCH — MH(POPMALHS B 3JIEKTPOHHON (opMe, KOTopasti IPUCOETMHEHA K
Jpyroit nHpopManuy B NEKTPOHHOH (opme (o nrchIBaeMOi HHOPMAIMH) WIIH HHBIM
00pa3oM cBsI3aHa ¢ TaKOH MH(OpManMel 1 KOTopast UCTIONIb3YeTCs ISl ONpeIeIeHUs UL,
TIO/IMUCHIBAIOIIETO HH(POPMAIIHIO.
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2. YCJIOBUs BBIIIOJIHEHUSA ITPOT'PAMMBI

2.1. TpeOoBaHUf K OKPY:KEHHUIO

Signal-COM Cloud DSS Client mocTaBnsieTcst 1Jst ClICIYIOIIHX ONCPANHOHHBIX CUCTEM (B
CKOOKaxX yKa3aHbl anapaTHble miaTQhopMbl):

e Windows 8.1/10/11 (x86, x86_64);

e Windows Server 2008 R2/2012/2012 R2/2016/2019/2022 (x86_64).

Kommnownenr Signal-COM Cloud DSS Client nomken uMeTts goctyr 1o npoTtokory TCP k
azpecy | MopTy cepBepa noanucy (u cepBepa uaeHTrukanuu [2], eciu on pa3mernaercs: Ha
OTJEITFHOM CepBepe).

2.2. YcTaHOBKA NPOrpaMMbl
s yeranosku komnonenta Signal-COM Cloud DSS Client BeimonauTe crenyromiue

IEeHCTBHS:

1) 3amycTuTe IPOrpaMMy YCTaHOBKH, JUISl 3TOTO IBAXK/IBI HICTKHUTE MBIIIBIO Ha (aiiie u3
nquctpudytuBa SCDSSCLIENT-X64-RUS.MSI (mst 64-6utabix OC) nn SCDSSCLIENT-
X86-RUS.MSI (a5 32-6utHbix OC) n Haxxmute «Janeey (cMm. PucyHok 1).

ﬁ Signal-COM Cloud D55 Client >

Bac npuBeTcTByeT nporpamma InstallShield
Wizard gna Signal-COM Cloud DSS Client

MporpamMa InstalShield(R) Wizard BeInonHMT yoTaHOBKY
Signal-COM Cloud DSS Client Ha komnstoTep. Ana
NPOADTHEHMA HEHMATE KHoMKY ~Janee”,

MPEAYTIPEX AEHME: JaHHaA NporpaMMa SallMWeHa 3aKoHaM9
of GETOPCHKMN NPABAX M MEW YHEPOAHEIMIA COrNELUEHMANM,

1 | OTMeEHE

< Hazan E Danee =

Pucynoxk 1

2) HpO‘-II/ITaI‘/'ITe JIMOCH3MOHHOC COTJIAICHUE U, B CITydae COrjiacusd, HaXXMUTE «A IIPUHUMALO
YyCJ0BUA JUHEH3UOHHOT'O COTJIAIICHUA», 3aTEM HAXKMUTE «ﬂanee» (CM. PI/ICYHOK 2)
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ﬁ Signal-COM Cloud DSS Client

NMuUEHIROHHOS COorndieHne

I'Imﬂanyﬁcra, BHAMGTENBHD NPOHTUTE CNEQYHOWEE NMUEHSMOHHOE
cornaleH|e,

JHIMEHIHOHHOE COT.TAITEHHE
ANA KOHeUHOT) NOIB30EATENN
[lepen yeragoesei nporpamore ofscoedemma (ganse [10) EHHMaTENEHC 0SHAKOMETECE ©
HICTOAIIENM JIMOSHIHOHHEDM COTMZMeHHeM (gamsse (COTMaIOEHHE). ¥ CNOBHA HACTOHLIETO
Cornamerns MoryT OBITE MpHEATE BaMi TOMBED DOMHOCTEE: H B HENSMEHHOM BHIS.

Ecrm Brr Bz mpummazers yenoewit Cormamesws, Bml B2 ma2eTe Opasa VeTIHAEMHEATE,
EOMHPOESTE HITH HERM CO0cO00M HenonssoEars [0 o o0ASEHE VHITORETE BCE &0 KOIHE |
COCTAEHELS T3CTH, EOTOPHE HMSETCA ¥ Bac B HAMHTHH.

Hapymerme venosil HacToAmere COTMAMeRHA OpeclemyeTcd 00 SAECHY Fak HApVIIeHHE
AETODCENR H HHER IDAE.

(®)i7 NDMHWMEKD YCNOBMA NMMUEHSMOHHOND COTNAWEHUA: MeyaTs

(") A HE NDWHWMEHD YCNOBMA MULIEHZMOHHOTD COrMALIEHWS

Installshield

W

- o

Pucynox 2

3) Haxwmure «YcranoButh» (cM. PucyHok 3).

ﬁ Signal-COM Cloud D55 Client

loTOBa K YCTaHOBKE NpOrpaMMil

MporpaMMa roTOBA K HEYAMY YCTAHOBKM,

HamMiTe KHoMKY "YCTEHOBMTE ", YTo0bI HEHETE YCTaHOBKY,

Y706kl NPOCMOTPETE MM M3MEHWTE NEPAMETDEl YCTEAHOBKM, HEWMWMTE KHOMKY "Hasan ",
HasriTe kHonky "OTMeHa" ANA BeIX0LE M3 NporpaMtel.

InstallShield

<twen  [Wicamenms] | Omens

Pucynoxk 3

4) B oKHe KOHTpPOJISI YIETHBIX 3alUceil yOeauTeCh B KOPPEKTHOCTH IIH(PPOBOIA MOIUCH
paspaboTdrka mporpammbl 1 HaxxmuTe «Jla» (cM. Pucynok 4).
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scdssclient-x64-rus

lNpoeeperHblid naaatens: Signal-COM, 15C
WictouHwk daina: XKecTiiii AMCK KoMMBLHTEDS

MoapobHee

Pucynok 4

B citydae ycrienrHoro 3aBepIieHus, IPOrpaMMa YCTAHOBKH MIPEIOXKHT 3aTPy3UTh
nporpammy Koupurypanuu kommnorenta Signal-COM Cloud DSS Client. Eciiu Bor
wianupyere Hactpausath Signal-COM Cloud DSS Client mo3asee, oTkimounte paxox
«3arpys3uts Signal-COM Cloud DSS Client». Jlyist 3aBepIueHust mporpaMMBbl yCTaHOBKA
uHaxmure «'oToBo» (cM. PucyHok 5).
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ﬁ Signal-COM Cloud DSS Client x

Mporpamma InstallShield Wizard zaBepwena

Mporpamma InstallShield Wizard yonewHo yocTaHoBuna
Signal-COM Cloud D55 Client. Hasmure knonky “ToToso”™ ana
BEIXDAE M3 NPOrpaMMel.

3arpysuTe Signal-COM Cloud DSS Client

Pucynox 5

2.3. YjaajeHue MporpamMmbl

VY nanenue kommnonenta Signal-COM Cloud DSS Client sra OC Windows ocyectBisietcs ¢
HOMOIIIBIO cepBrca «IIporpaMMbl ¥ KOMIOHEHTbD» Tanenu ynpasienus OC Windows i ¢ HOMOLIbIO
cepBuca «IIpunoxenus u BoamoxxHocTn», noctymnHoro u3 mactpoek OC Windows 10.

Jnst ynanenus Beioepute B cncke npuioxenue «Signal-COM Cloud DSS Client» u Haxxmurte
KHONKY (MeHI0) «Y nanutb». Konurypamms nonezobatens npu yaaneruu Signal-COM Cloud DSS
Client B aTOM ciiy4ae He yaanseTcs.

Ecan Bmecte ¢ komnoneHToM Signal-COM Cloud DSS Client tpebyetcs ynanurhb
KOH(UTYpaIHMIO TT0JIb30BaTENS, BEIOEpHUTE KHOTIKY (MeHI0) «M3MeHnTh». B okHe «O0cmyxuBanue
MIporpaMmM» HEOOXOIMMO BEIOPATh PEXXNM «Y JAIIUTh», 3aTEM B OKHE «Y JaJleHUE MPOTpamMm»
HE0OX0JUMO YCTAaHOBUTH (IaXKoK «Y AaiuTh KOHGUTyparuo» (cM. PucyHok 6).
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ﬁ Signal-COM Cloud DSS Client

YoanexHne nporpaMMbl

Bl cobMpasTecs yaaniTe NPOrpaMMy M3 KOMNBKTEPE.

HasMiuTe KHoNKY “YAanuTe ", 4Tobel yaanuTe Signal-COM Cloud DSS Client 13
KOMNBKOTEPE. MoCne YASNEHWA A&aHHEA NporpaMMa Oy AeT HEAOCTYMHA.

Y7okl NPOCMOTPETE MM M3MEHWTE HECTPONAKK, HEMMMTE KHOMKY "Hasan”™

[] ¥aanmTe KoHburypawmio

Installshield

< Hasan |m§nanmb i |

OTMeHa

Pucynox 6
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3. BBIIOJHEHHME ITPOI'PAMMbI
3.1. IIporpamma KoHpUrypauuu

[porpamMma KOH(UTYpaIMK MPEAHA3HAYCHA [T HACTPOHKH € MTOMOIIBIO TPadhHIECKOro
unTepdeiica mapamerpor komnonenra Signal-COM Cloud DSS Client, Heobxoaumbix st paGoThI ¢
cepeepHoii yacteio [TAK Signal-COM Cloud DSS.

Ipensapurensuas Hactpoiika Signal-COM Cloud DSS Client siBnsiercst 06s3aTeIbHBIM
YCJIOBHEM YCIICIIHOM paboThI MPOrpaMMHBIX MPOAYKTOB (Hampumep, Signal-COM CSP),
HCIIOJIB3YIOIINX KOMIIOHEHT Jiist B3aumoeiictrust ¢ ITAK Signal-COM Cloud DSS.

3.2. 3amyck mporpaMmmbl

TTepBbliii 3ayCcK POrpaMMbl KOHQHUIYPAINH MOKET OBITh BBIMOIHEH aBTOMATHYECKH 3
nporpammel yctaHoBku kommonenTa Signal-COM Cloud DSS Client (cm. m. 2.2).

B nanbHeinieM st 3aIycKa IporpaMMbl KOHQHUTypauu HeoGX0qUMO HCIIONb30BATh MEHIO
nporpamm oreparronHoit cuctemsl («Signal-COM Cloud DSS Clienty).

3.3. Macrep co3ganusi KOHQUTYpaluu

ITpu 3amycke mporpaMma KOH(PUTYpaIliK MPOBEpseT Hanuuue ¢aiina koupurypanuu Signal-
COM Cloud DSS Client na IT9BM mnonbs3oBarens. B ciydae oTcyTcTBHS (aitia KOHGHUTYpalum
BBITIOJTHSACTCS MAcTep CO3/aHus KOH(GUTYpaIMy, TO3BONISIONIII TOCTIECAOBATEIBHO, IO [IaraM, 3a/1aTh
Bce HeoOxoaumeie s paboter Signal-COM Cloud DSS Client mapamertpsi.

PaboTa macTepa MOKeT OBITH MPEpBaHa B 000 MOMEHT 0€3 COXpaHCHHUS CO3TaHHOMN
KOH(MUTypaIuy ¢ MOMOIIBI0 KHOMKU «OTMeHay. ITocie nmpephIBaHus U 3aBEPIIEHUS pabOTHI
mporpamMma KOH(pUTypauu MOKET ObITh 3aIyIIICHA BHOBD «C HYJISD» B JIFO0OH YIOOHBIH MOMEHT
BpeMeHH (cMm. 11. 3.2).

st yckopeHus mpoLeypbl HACTPOHKN MacTep CO3IaHus KOHPUTYpaLiU TO3BOJISET
uMnopTupoBats aiin apxusa koudurypauuu Signal-COM Cloud DSS Client, chopmupoBanHblii ¢
MOMOIIIBIO TIPOLEYPBI SKCIOpTa KoHbuUrypanuu (cMm. m. 3.5).

Jist umniopta KOHGUTypanuu HeoOX0 MO B OKHE «IMIIOPT KOHPUTYpaIMNY YCTAHOBHUTH
(naxox « IMIOpPTUPOBATHY U 33]1aTh COOTBETCTBYOMIMI (aiin apxuBa koHpuryparmu (cM. PucyHok
7). Haxxmure «Jlaneey.
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< Signal-COM Cloud DS5 Client —

HMmnopTt koHdUrypaumm 0

Ecnm y Bac ecte draitn apxvea KoHGMypaunm, Bel MOXETE yKazaTe ero, YTobel
YCKOPWTE NPOUERYPY HACTPORKH.

Mmnoptupoeats

Dain KoHdurypawam:

|C:_r'ProgramData_r’cu:unfig.zip ! Mowck

Pucynox 7

B cnydae ycnemHoro umnopra kongurypauuu Bam Oyaer npenioxeHo 3aBepUInTh padoTy
Macrepa.

s 3aBepuienust Hactpoiiku Signal-COM Cloud DSS Client naxxmure «Jla»: koHpurypars
OyIeT coxpaHeHa, u paboTa MacTepa 3aBepIieHa.

Ecnu Bam TpeOyeTcs mpoaoIDKUTh HACTPOIKY KoHUTyparuy, Haxmute «Het».

B okne «XKypram» (cMm. PrcyHok 8) MOKHO BKIFOYHTH BeIeHHE XypHama coobrtuil. XKypHan
COOBITHI MOXKET MOTPEOOBATHCS IS ACTAIBbHOM AUArHOCTHKY OMIMOKH, BO3HHUKIIEH Ha MOCIIEHEM
1Iare MacTepa co3JaHusi KOHQUIrypaluuu UK B MPOLECCce IKCILTyaTal[uy IIPOrPaMMHBIX IPOIAYKTOB
(mammpumep, Signal-COM CSP), ucnosesyromux Signal-COM Cloud DSS Client.

B ciryuae Bo3HUMKHOBeHHUs omnOKy B okHe «I[lapamerpsl Beiycka cepTudukaTay, Bel Mmoxere
BEpHYThCS B OKHO «XKypHam» ¢ moMonipio KHONKH «Hazan» 1 BKIIOYHUTH BeZieHUE )KypHaja COOBITHA.

JLiis BKITFOUEHUS BEICHHS Ky pHaIa COOBITHH (CM. 1. 4.2) BBHIIIOIHUTE CICTYIOIUE NeHCTBHUS:

e ycraHoBuTe (1axok «BecTu xypHa;
e 3ajaiiTe Katanor u uMs Qaiina xxypHana;
e 3ajaiiTe ypOBEHH JeTaNN3aINH KypHaIa COOBITHII.

HapaMeTp <<ypOB€HI> ACTalin3aln» MOKET NPUHUMATD CJICAYIOINEC 3HAYCHUA:

o «OunoOKa» — BEIBOJATCS TOJILKO COOOIIEHUS 00 OIINOKAX;

o «IIpeaynpexncHue) — IOMOJIHUATEIHHO K COOOIICHUSM YPOBHS «OIMINOKa) BHIBOASTCS
COOOIIECHHUS C MPEIYTPESIKACHUIMIE,

o «Otnankay» — IOMOJHUTEIHHO K coolmIeHusM «IIpeaynpexIeHre) BEIBOIATCS OTIAI0YHBIC
COOOIIICHHS,

e «TpaccupoBKa» — JOMOJHUTEIBHO K cO00IeHusIM «OTianKa» BEIBOIATCS TPACCHPOBOYHBIC
COOOIIICHHUS.

,’:[J'If[ ,Z[eTaHLHOﬁ JAUAarHOCTHKH OIIMOKH MOKHO 3a1aTb 000H YPOBCHb ACTAIU3AlNH.
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< Signal-COM Cloud DS5 Client —

XKypHan

XypHan moxeT noTpeBoBaTeCA B CNYYaE BOSHMKHOBEHNA CLUMBKKM Ha NOCAE4HEM
LLEre MACcTEPa HACTPORKH,

[] Bectn #cypran
Dain xypHana:
Cif/Users/ Tect/AppData/Roaming/scdsspkesl1/log/scdsspkes1l.log Mowck

¥poBeHb geTannIam:

Cwnbra

Pucynox 8

Ecnu nnst 3amuimennoro B3aumoeiictaus ¢ cepsepom ITAK Signal-COM Cloud DSS (o
nportokoisy TLS) Tpedyercs ncrnoib30BaHle POCCUHCKUX KPUITOrpaUuECKUX AITOPUTMOB, B OKHE

«ITapametpsl mpoTokona TLSy» ycranoBure ¢uiaxok «/Crnoap30BaTh pOCCUHCKUE aaropuT™Mbl B TLS»
(cm. PucyHok 9).

Ecnu duaxxok «Vcronp30BaTh poccuiickue airoputMsl B TLSy» ycTaHOBIICH, HEOOX0AUMO
3a1aTh MyTh K KIroueBoMy KoHTeHepy CK3U «Kpunto-KOM». Brl MoXkeTe 3a1aTh My Th K yKe
CYIIIECTBYIOIEMY KIIOU€BOMY KOHTEITHEPY WM yKa3aTh MyTh JUIS CO3JIaHHSI HOBOTO KJIFOUEBOTO
koHTeiiHepa. Haxxmure «/lanee».
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< Signal-COM Cloud DS5 Client

Mapametpbl npotokona TLS Q

.ﬂ Ecnm ana GezcnacHon ceasm c Signal-COM Cloud D55 (no npotokony TLS) Tpebyetca
‘ MCMONB30EIHME POCCHACKIX 3NMOPUTMOE, YCTAHOBMTE HECBX 0 MMBIE NA3paMETPEI.
WMcnonezoeate poccHiickMe anropuTmel B TLS

MMyTe Kk KNHOYEBOMY KOHTERHEDY:
| CifUsersiTect/AppData/Roaming/scdsspkes1l/pse

| | Mownck

Hazag ‘E Janee 1 |D'meua

Pucynox 9
Eciy 3aJaHHOTO KIIOYEBOTO KOHTEHHEpa He CYIECTBYET, IEPE]] €ro CO3AaHUEM BBIIOIHICTCS
npore/ypa HHAIHATH3AIMH TeHepaTopa CIIydaiHbIX YUCel, KOTOpas MpeanoiaraeT HHTePaKTHBHOE

B3auMOJIeiicTBHE ¢ moab3oBareneM (cM. Pucynok 10).

- x

3 VINNUManIEaLIR TeHEpaTOpa Gy aiHED HNCen

[nA uHMuManmu3aumMm 6MoNorM4eckoro Aaryuka cnyyYaiHblx YUCEN HaXKUMaNTe Ha OpaHKeBLIE KPYIW, MOKa NoNnoca-MHAMKaTop BHU3Y OKHA HE

3anonHuTcs Ha 100%.

Pucynok 10

B okne «ITapamerpsr Signal-COM Cloud DSS» Heo6x011M0 3a1aTh ClIeIYIOIIIE TapaMeTphl:

nmst, URL-anpec cepBepa noanucu (eciu HopT cepBepa OTInIaeTcsi oT Homepa 443, Heo0X0 1Mo
3aJaTh HOMEp IOpTa B KOHIE JOMEHHOT'O HIMEHH I10CTIe ABOETOUHS), CEPTH(HUKAT YI0CTOBEPSIOIEr0
LeHTpa cepBepa noanucu u Bam norun. Ecnu cepep naentudukanun [2] pasmemaercs Ha OTAEIEHOM
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cepBepe, HeoOxoaumo Takxke 3anatb URL-anpec u cepruduxar Y1 atoro cepsepa (cMm. Pucynox
Haxxmute «/lanee».

11).

7 Signal-COM Cloud D55 Client —

*

Mapametpobi Signal-COM Cloud D55

N

C?) 3aaalitTe napaMeTpbl CEPBERA NOANWCH M CEPBERA MAEHTHDMKALIMN,

T

MapameTpbl cepeepa NoANMCH

Wras: |TECTDEbIﬁ CEPEEp |
Aapec (URL): |https:_r’_e'dss—ws.signal—cum.ru |
Cepmdmrar ¥L: |C:_r’Users_r"I'er:T_prpData_r’Rnaming_r’scdsspkcs'l'l_r’CAr'DSSUcacert.cer | Mownck
Mapamerpbl cepBepa MAEHTUGUKALNK
Norus: |test |
PasMELLIEH HE TOM 3KE CEPEEPE, YTO W CEPBEP NOAMMCH
Appec (URL):
Cepringmiar ¥L: Mowck
Hazag Ctrena
Pucynox 11
OxHo «ITapameTpsl Bblltycka ceptudukaray (cM. PucyHok 14) npenHasHaueHo B EPBYIO
ouepeihb U KOHTPOJISE PAaBHIBHOCTH HACTpoiiku mapameTpos cepsepa [TAK Signal-COM Cloud DSS,

3aJaHHbIX Ha MPCAbIAYHINX IIarax Macteépa Co3JiaHus KOHq)I/IpraHI/II/I.

[pu nepexone k okHy «Ilapamerpsl Bbiltycka ceptudukara» (cM. PucyHok 14) nmporpamMma
KOH(HTYypannu OCyIecTBIsIET B3auMoeicTeie ¢ cepsepom ITAK Signal-COM Cloud DSS.

3ajaiiTe B COOTBETCTBYIOIEM OKHE JIOTHH ¥ Taposib jiist goctymna k [TAK Signal-COM Cloud

DSS (cm. Pucynok 12).
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< Signal-COM Cloud D55 Client *

L ]
E‘“ BeeawTe cECA NorwH U Napone ana goctyna k Signal-CoM Cloud D55,

Appec D55 https://dss-ws.signal-com.ru

Agpec 5T https://dss-ws.signal-com.ru

Norut: |test |

Mapone: | |

Ormera

Pucynox 12

Ecnu nnst BXoza B cucremMy TpebyeTcs AByX(paKTopHast ayTeHTH(UKAIKsI, BBEIHUTE B
COOTBETCTBYIOIIIEM OKHE MOJIyYeHHBIN 110 KaHAIy BTOPOTro (hakTopa Ko/ IOATBEPIKICHUS ONlepaLluu
BXoj1a B cuctemy (Harmpumep, B SMS). Eciu as1st BropuvHOM ayTeHTH()UKAIIUY UCTIONB3YETCS
npunoxenue MobileDSS, noarsepante oneparuio Bxona B cucreMy B npuinoxenun MobileDSS,
3aTeM B OKHE Mporpammbl KoHdurypamumu Haxxkmure «OKy» (cMm. Pucynok 13).

£ Signal-COM Cloud D55 Client X

') BeeguTe noaydYeHHBIR Kog 4NA NOATEERHAEHNA ONERALIAN MK
= naxmute OK, ecnn nogreepannn e MobileD55.

Appec D55 https://dss-ws.signal-com.ru:8443
Appec 5T5: https://dss-ws.signal-com.ru:3443

AT ACTT

TpaHzakuwr: | 99549276

Koa: ||

o

Pucynoxk 13

Ecnu coenunenue ¢ cepsepom I[TAK Signal-COM Cloud DSS 1o kakuM-To mpu4nHam
YCTAaHOBHUTH HE YAAJI0Ch, OYIET BBIAHO COOTBETCTBYIOIIEE cOo0bIeHne 06 ommbke (cM. 1. 4.1). B atom
cllyyae peKOMEH]IyeTCsl BKIIOYHTH XKy PHa COOBITHIA. [t 3TOro He00X0JMMO BEPHYThCS B OKHO
«KypHam» ¢ momomsio kHOTIKK «Hazam) 1 BKITIOUNTE BeJeHHe KypHaia coobiThit (cM. Pucynok 8).
IMocre BKIIOYEHUS KypHaa COOBITUI HEOOXOMMO BHOBB NepeiiTh K okHY «IlapaMeTpbl BbIITycKa
cepTuduKaTay i1 HOBTOPEHHSI OIIHO0YHON cuTyarmu. B xxypHan cobbrtnii OyneT 3anncaHa
JeTaiabHas HHGopMalusa 06 omuoKe.

Ecnu napamerps cepsepa [TAK Signal-COM Cloud DSS na npeasiayinux marax ObLId 3a1aHbl
KOpPPEKTHO, B OKkHe «IlapameTpbl Bblllycka cepTudukaTa» OyeT JOCTYIeH sl PeIaKTUPOBAHUSI
¢maxok «Mcnoms3osars Y1 Signal-COM Cloud DSSy, a taxske moctymHa kHomKa «['0T0BOY (CM.
Pucynok 14).

B oxne «IlapaMeTpsl BBIITycKa CepTU(HHUKATA» MOXKHO JIOTOJHUTEILHO HACTPOUTH ITapaMeTphl
BBIITyCKa CepTU(HKATA, KOTOPBIE OyAyT UCIOIB30BATHCS B IMIPHUIIOKEHUAX P co3/aHnu Kitoueit OI1.

IIpumeuyanue. B camoii mporpamme koHpurypanuu xmoun D11 He co3matorcs.

Hacrpoliika napaMeTpoB BblllycKa cepTH(HUKATA ISt CYLIECTBYIOMIMX IPOrPAMMHBIX POLYKTOB,
ucnons3ytomux Signal-COM Cloud DSS Client (manpumep, Signal-COM CSP), ssisietcst
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Heo0s13aTeNIbHON. DTH MPOAYKTHI HCIIOJIB3YIOT COOCTBEHHBIH rpaduueckuii nHTepdeiic monp3oBarens
JUIS 3a]JTaHMS TapaMeTPOB BhIITyCcKa cepTU(HKaTa npu co3aanuu kiroden OI1.

o ymomuanuto ¢uaxok «HMcmons3osars Y1 Signal-COM Cloud DSSy ycranosnen. 3to
3HAYMUT, 4To 1pH coznanuu kioueit D11 B [TAK Signhal-COM Cloud DSS, 3anpoc Ha co3nanue
ceptu¢uKara Kioda nposepku JI1 Oyznet oTnpasiieH B 3a1aHHbIH YJOCTOBEPSIIOIIMN LIEHTP.

Ipu 3agarnn nepexmrogarens «Co30aTe HOBBIHA cepTH(PHUKAT» HEOOXOAUMO BEIOPATh U3 CIIHCKA
TpeOyeMBbIe yI0CTOBEPSIOIMIN EHTP U MalJI0H 3ampoca Ha cepTU(HKAT Kiroda npoepku JI1.

< Signal-COM Cloud D55 Client

x

MapameTpbl BbiNycKa cepTUdMKaTa

N

Ecnwn gna Beinycka ceptudkata Bel ncnonesyete YaccToeeparowni uenTtp Signal-COM Cloud DSS, zagaiite
£ro napamMeTpel.

Wecnonesoeats YL Signal-COM Cloud DSS

(®) Cozgate HoBLIA cepTudmKkaT

¥AOCTOBEPAMILLMGA LIEHTP: |E-Notar}r Test CA ~ |

laBnon 3anpoca ceptudmrara: |L|Jaﬁ.noH ANA GUSHUECKAK NALy V|

(C) OBHOBWTE cepTudnKaT

Kntouesoi KoHTeAHEp:

OTmena

Pucynok 14

Ecnu y Bac ysxe umeercst aelictByronuii ceprudukar, Boimymenssiii Y1 ITTAK Signal-COM
Cloud DSS, Bei MoxeTe 0GHOBHTB €r0, BEIOpaB nepekimouaTens «OGHOBUTH cepTH(HHUKATY U 3a/1aB
COOTBETCTBYIOIIHIA KITFOUeBOM KOHTe#Hep (cM. Pucynok 15).

HpI/I OOHOBJIEHUH CGpTI/I(l)I/IKaTa 3aJaHuC YAOCTOBCPAOUICIO ICHTPA U mabJIoHa Ha CO31aHHC

ceptu¢uKara xioda nposepku JI1 He TpeOyeTcs, B 3TOM CIIydae HCIOJIB3YIOTCS TapaMeTphl, KOTOpbIE
ObLTH 3aJaHBI IS BBIITyCKa OOHOBIISIEMOTO CepTU(UKATA.
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< Signal-COM Cloud D55 Client b

MapameTpbl BbiNycka cepTudMKaTa Qﬁ

==1 Ecnu ana eeinycka cepTudnkara Bel ncnonesyere Yaoctoeeparowmii uentp Signal-COM Cloud D55, agaiite
R £ro NapameTpel.

Wecnonszoeats ¥ Signal-COM Cloud DSS
() Co3nate HOBBIN cepTudmrat
¥ADCTOBEPAMILLNIA LEHTP:

llaBnow 3anpoca cepTudukaTa:

(®) OBHoBwTE cepTudnkat

Kntouesoi KoHTelHep: |Tecroab|ﬁ KOHTERHED ~

Hazag loTtoeo Otmena

Pucynox 15

Ecnu nnst Beiycka Bamiero ceprudukara Bel muianupyere HCHob30BaTh CTOPOHHUMA
yI0CTOBEPSIONIHii 1IeHTp, (iaxkok «Mcmons3oBats Y11 Signal-COM Cloud DSS» Heo6xoaumo
OTKITFOYHTH.

Just 3aBepuienust Hactpoiiku Signal-COM Cloud DSS Client naxkmute «I"0T0BOY.

Kondurypanus Oyner coxpanena, 1 padoTa MacTepa 3aBepIieHa.
3.4. H3mMeHeHune mapamMeTpoB KOH(UIYpaluu

[Mapametps! koHpuryparmu kommosenta Signal-COM Cloud DSS Client, co3nausoii ¢
MOMOIIIBI0 MacTepa co3nanus KoHpurypamuu (cM. 1. 3.3), MOryT ObITh U3MEHEHBI TPH MMOCIICTYFOIINX
3aI1ycKax [porpaMMbl KOH(HUrypauy (MacTep co3AaHus KOH(PUTYPALIUK B 3TOM CIIydyae He
HCTIONB3YETCS).

B 4acTHOCTH, MOYKHO BBITIOJIHUTH JAEHCTBHUSL, KOTOPBIE HE JOCTYIIHBI B MACTEPE CO3/IAHUS
KOH(UTypanuu: 100aBUTh B KOHPUTYypanuio napamerps apyrux cepsepos ITAK Signal-COM Cloud
DSS (cm. . 3.4.1).

3.4.1. PaGoTa co CHHCKOM cepBepoOB

st pabortsl co crickom cepeepoB [TAK Signal-COM Cloud DSS Beinonaute cieayrorne
IEUCTBHUS:

®  3amyCTUTE NporpamMMmy KoHpurypauuu (cMm. 1. 3.2);
e BriGepute BKIaaKy «CepBeps» (cM. PucyHok 16).

Eciu HeoOxoaumo 3a1ath mapamerpbl HoBoro cepsepa [TAK Signal-COM Cloud DSS,
BBITIOJTHUTE CIICAYIOIHUE )IeﬁCTBHﬂ:

e Haxmure «J[00aBUTHY;

e 3ajaiiTe mapaMeTpbl HOBOTO cepiepa B okHe «Ilapamerpsr Signal-COM Cloud DSSy,
Haxxmure «Jlanee» (cMm. Pucynox 11);

e B okHe «IlapameTpsl BBIIyCKa cepTH(HKaTay 3aqaiTe mapaMeTpsl BHITyCKa cepTHdHKaTa,
Haxxmute «I'0ToBO» (cM. PucyHok 14).

Jnst usmenenus napameTpoB cepepa ITAK Signal-COM Cloud DSS BrinosHUTE clieayoIne
JefcTBus:

e BBIOEpHTE TPEOYEMBIi CEpBEp B CIIUCKE;
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e Haxmure «3MEHUTHY;

e cciu TpebyeTcs, U3MEHUTE TapaMeTpsl cepBepa B okHe «Ilapamerpst Signal-COM Cloud
DSSy, naxmure «Jlanee» (cm. Pucyrok 11);

e ecau TpeOyeTcs, H3MEHUTE apaMeTphI BBIMyCKa cepTudukara B okHe «[lapamerpsl
BBIITyCKa cepTrduKaray, Haxmute «['oToBo» (cM. PucyHok 14).

Ecnu HeoOxomumo ynanuts napameTpsl cepepa [TAK Signal-COM Cloud DSS u3

KOH(Urypaluu, BHIMOJIHUTE CIEAYIONIHE ACHCTBYS:
e BrIOepuTe TpeOyeMbIii cepBep B CIHCKE;
®  HaXMHTE «YIAIUTHY.

5 Signal-COM Cloud D55 Client — O >
Malin  Cnpaeka

Cepeepel TLS XypHan

UroBel aoBaenTe NapaMeTpel HOBOro cepeepa, HaxauTe JobaenTe’, AnA
T KTMPOBaHWA NAPaMETPOE CYLLECTEYHILLIEND CEPBEPE, HaxMNUTE '3mMeHnTE’, yToBERI
T 1] [
YAANWTE NAPaMETPEI CEQEERE, HAXMKUTE 'YaanuTe'

Cloud D55 1 JoBaenTs

FameHWTE

Y¥aanute

Pucynox 16
3.4.2. CoxpaHeHHe napamMeTpPoOB KOHGUTypauuu

I/ISMCHCHI/IH, BHCECCHHBIC B IPOI'paMMe KOH(i)I/IpraL[I/II/I, COXPAaHAKOTCA B IaMATH IPOTrpaMMBbl.

Jiist Toro uTOObI BHECEHHBIE U3MEHEHUs cTalu JocTyHbl KoMmmnoHenTy Signal-COM Cloud DSS
Client, HeoOX0UMO COXPaHHTP UX B (ailiie KoHPHUTypauuu. st 7TOro HeoOXOIMMO BBITOJIHUTE OJHO
U3 CIENyIOIIMX AeHCTBUM:

e BBIOpaTh IyHKT MEHIO MPOrpaMmbl KoHQUrypanun «Daiim» -> «CoxpaHUTbY;

e HaxaTh KOMOMHanmio kinasum Ctrl+S;

e Haxath «/la» B OkHe ¢ coobieHneM «Bbl XOTHTE COXpaHUTh BHECCHHBIE H3MEHEHUS?» TIPH

BBIXOJIE M3 MIPOTPaMMBI.

3.5. Dkcnmopt KoHpUTypanuu

[Tpu sxcniopre koHbuUTypaunu Gopmupyercs Qaiis apxuBa, BKIIOYAIONIEr0 HEOOX0MMbIE
¢aiinel koaduryparmu Signal-COM Cloud DSS Client.

Jist sxcnopra KOHQUTypanuyu He0OXOJMMO BBITIOJIHUTD CIICAYIONIUE ACHCTBUS !

e BEIOpATh MyHKT MEHIO IPOTpaMMbI KOHGHUTYparmn «Paim» -> «OKCIOPT. ..» WIN HaXKaTh
xoMmOuHanuro kiasum Ctrl+C;
e B OKHE «DKCMOPT KOH(UTypanuu» 3a1aTh UMs (aiina apxuBa KOHQHUTypaIyu.

3.6. HWmnopt koHurypauun

IIpu nmmnopre KoHUTYpaLuy HCHoIaB3yeTcs Gaii apxuBa, CHOPMUPOBAHHBIN C TOMOIIIBIO
npoueaypsl akcropra (cm. 1. 3.5).

s nmnopra KOHGUTypanuy He0OX0JMMO BBITIOJIHUTD CIIAYIONINE ASHCTBUS:

e BBIOpaTh MYHKT MEHIO POTPaMMbI KOHpHrypauu «Daiim -> «IMIopT...» WK HAXKaTh
koMmOuHauuro xkiasuu Ctrl+0O;

e B OKkHe «MIMIOpPT KOHUTYpaum» BEIOpaTh (aiiia apxuBa KOHPHUTYPALUH;
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e Haxath «/la» B okHe ¢ cooduieHneM « Tekyas KoHpurypaius OyaeT nepe3anrcaHa.
IIpomomxuTsH?».
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4. COOBHLIEHUSA OIIEPATOPY

4.1. CoolOmeHnusi B nporpamMmme KOHGpUrypanuu

Coo01ieHns nporpaMMbl KOH(QUTYpanuy ornepaTopy (I0JIb30BaTENI0) PEaATU30BaHbI B BUIE
MOJIaJIbHBIX JIHAJIOTOB, KOTOPBIE 0TOOPAXKAIOTCs LISl ONOBEIIEHHS onieparopa o0 ommnokax B
IporpaMMe WIH JUIs IPUBJIeUEHHs] BHUMAaHMS Nepel BBINOIHEHHEM HEKOTOPBIX ASHCTBUH (CM.

Ta6mumna 1).

Tabmauma 1

Coobuienune

Omnucanue

Anpec cepBepa MOAIUCH HE 3a/1aH.

He 3aman URL-anpec cepBepa moanucy.

Ceptudukat Y1 cepBepa noamnucu He 3aaH.

He 3anan myTs k daitny ceprudukara Y1
cepBepa MOJIUCH.

®aiin cepruduxara Y11 cepBepa moanucu He
HalJIcH.

3anmannelii daiin ceprudukara Y1l cepepa
MOAMKUCH HE HaliieH.

Anipec cepBepa HICHTU(DUKALIMY HE 3a/1aH.

He 3agan URL-anpec cepBepa naeHTHGUKaLNH

[2].

Ceprudukar Y1l cepBepa naeHTnduKanum He
3a/1aH.

He 3aman myTh k daiiny ceprudukara Y]
cepBepa UACHTU(DUKAIIHH.

®aiin ceprudukarta Y1 cepBepa uneHTHGUKATIH
HE HaWcH.

3amansbrii daiin ceprudukara Y11 cepepa
neHTH(UKAINY HE HaleH.

BeI yBepeHsI, uTo XoTHTE yaaIuTh 3anuck 'Cloud
DSS 17

JlanHOE nmpenynpexaeHue BblAaeTCs A
MOATBEPXKACHUS YIAJICHHS IIapaMETPOB CEPBEPaA
ITAK Signal-COM Cloud DSS.

Hactpoiika emre He 3aBepmeHa. [IpepBaTs paboty
Mmacrepa?

JlarHOE TIpeayIpeKaeHUE BEIIACTCS IS
TIOITBEPIKICHHS TIPEKICBPEMEHHOTO 3aBEPIICHUS
MacTepa co3TaHus KOH(QUTYPAITUH.

HpI/I CO31aHHH KJIKOYEBOI'O KOHTGﬁHepa
npoun3onuia OIIMOKA.

[Tponzonura ommuOKa MpH CO3AAHUH KITIOYEBOTO
koHTelHepa. Kox omunbxu Heo0XoaumMo
COOOMINTH CITYXK0€ MOIIEPIKKH.

daiin OMONIMOTEKH HE 3a1aH.

He 3anan nyTs K daiiny kpunrorpaduieckoi
O6nOIMOTEKH.

daiin OMOIMOTEKH HE HaliIEeH.

3anmanHbIi (aitn kpunrorpaduaeckoit
6ubnuoTeku He HaiiieH.

ITyTh K KJIFOUEBOMY KOHTEHHEDPY HE 3a/1aH.

ITyTh K KaTaJIOTy KJIFOYEBOI'O KOHTEIHEpa HE
3ajaH.

BrinonHenue onepanuu npepBaHo
10JIb30BaTEIEM.

[Tonb30BaTesb MpepBall BHITIOTHEHHUE OTIEpaIlu B
OJTHOM U3 OKOH JTaiiora, HaxxaB «OTMeHa» WiIu
3aKpbIB OKHO.

HesepHblii TOrUH WK TApOJIb.

B okHe nuasora BBeIeH HEBEPHBIi JIOTHH HIIH
napoutb 1uist goctyna k [TAK Signal-COM Cloud
DSS.

Hesepwupriii kog OTP.

Bsenennsiii B okne guainora kox OTP otinnuaercs
OT KOJIa, IOJIyYECHHOTO 110 KaHATy BTOPHIHOMN
ayTeHTU(DUKAIIH.

Hpomomna KOMMYHUKaIIMOHHAas OIIHOKA.

HeB03MOXHO YCTaHOBUTH COCIHMHEHUE C
cepsepom ITAK Signal-COM Cloud DSS.
BosmoxHo, HeBepHO 3a1an URL-angpec cepsepa
MOJIIHICH WITN cepBepa HACHTH()UKAIIIH.




IIKHP.00051-01 34 04

Coo01ienue

Omnucanue

Mcrek KOMMYHUKAIlMOHHBIN TaliM-ayT.

Hcrek TaliM-ayT Npu YCTAHOBJIEHUU COEUHEHUS
WIIN TIepesiade JaHHBIX. Bo3MOXXHO, HEBEPHO
3agan URL-agpec cepBepa moammcy uiik cepeepa
HUACHTU(QHUKALINH.

IIpownzonura ommbka mporokona SSL.

[Tponzonura omuOKa MpH yCTAHOBICHUH
3aIIMIIEHHOTO CoeNMHeHNs. Bo3MorkHo, 3a1aH
HEKOppeKTHBIH (aiin ceprudukara Y11 ceprepa
TIOZNTUCH WU cepBepa HACHTH(UKAIHH.
Bo3M0xHO, B KOH(UTYpalnu OTKII0UeH (hiar
«Hcnonp30Bath poccuiickue anroputMsl B TLSy,
a Ha cepsepe [TAK Signal-COM Cloud DSS
UCTIONB3YIOTCS POCCHICKNE alNTOPUTMBI.

[pu mony4YeHun JaHHBIX C CepBepa MPOU30IILIa
omIoKa.

[Ipounsomnura ommoOKa pu B3aNMOACHCTBHIH C
cepsepom ITAK Signal-COM Cloud DSS. Kon
OIMOKH HEOOXOIUMO COOOIIHTE CITyKOe
MOJIICPIKKH.

®ailn KypHasla HE 3aaH.

He 3apman ¢aiin xypHama coObITHI.

Karanor xypHana He cymecTByeT. Ber xoTuTe
co34aTh ero?

JlarHOE cOOOIIEHNE BBIAACTCS AT
MOATBEPKICHNS CO3AaHM 33JaHHOTO KaTajora
JKypHaJIa COOBITHH, €CJIM KaTaJloT He CYIIECTBYET.

[Tepemennas oxpyxenus 'OPENSSL CONF' ue
3a/laHa.

OO0paturech B CIIyX0y MOIICPKKH.

®aiin kouduryparu OpenSSL He HaiiieH.

Oo6partutech B CIIyX0y MOICPIKKH.

IIpu BRIMOTHEHUU TPUIIOKEHUS TPOU30IILIA
HernpeaBuaeHHas ounoka. OOparurech K
Pa3paboTIHKy NPHIOKECHHUS.

Oo6partutech B CIIyX0y MOICPIKKH.

ITpu 3anmcu KOHPUTYpaLMU MPOU30IIIIA OIIHOKA.

Bo3MmoikHO, y Bac HeT npaB Ha 3amuch B ¢aiin
koHpuryparmu. O6paTuTech B CIy)0y
MOJIEPIKKH.

Br1 xoTHTE COXpaHUTH BHECCHHBIC U3MEHEHUS?

JanHOE COOOIIeHNE BBIIACTCS ISt
MOATBEPIKIICHHUS COXpaHEHHsI I3MEHEeHUil B daiiie
KOH(HTypaIuy.

4.2. Coo0meHnus B )KypHaJie cOOBITHI

Coo0bmieHust oneparopy (MOIb30BATENIO) B )KypHAJe COOBITUI MpeTHA3HAYEHBI JIJIS1 BBISIBICHUS
npobiem npu B3anmoeiicteun kommonenta Signal-COM Cloud DSS Client ¢ cepsepHoii uactbio

ITAK Signal-COM Cloud DSS.

[To ymosuaHuMIO XypHaI COOBITHI HE BEJETCS.

Jnst HacTpoiiky )KypHaiia COOBITHIT HEOOXO0ANMO HCIIOIb30BaTh MIPOrpaMMy KOHQUTypamuu (CM.

m. 3.3).
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