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HA3HAYEHME ITPOI' PAMMBbI

1.1. OO0wue cBeaeHus

MobunsHoe npuiaoxenne «MobileDSSy npeanasHaueHO Ui MOATBEPKIACHHS 3JIEKTPOHHBIX
TpaH3aknuid B HWH(POPMAIMOHHBIX CHUCTEMaX, IS Yero MOOWIILHOE TPHUIOKCHHE COXpPaHSET U
UCIIOJIb3YET KIIFOUM 3JICKTPOHHOW TOJMUCH B HEIKCIOPTHPYEMOM 3amm@poBaHHOM Buie. Takxke
MOOMJIBHOE MPHIIOKCHHUE TO3BOJISAET BU3YAIM3UPOBATH JAHHBIC MPHU MOATBEPIKICHUU SJICKTPOHHBIX
TpaH3aKIui 00ecreYnBaeT HEA0Ka3yeMOCTh OT HOATBEPKAECHHBIX ONEPALIHH.

Moobunbroe npuioxenne «MobileDSSy» ucnonb3yercs B cucreMe «00JIauHOWY 3JIEKTPOHHOM

noamucu Signal-COM Cloud DSS.
1.1. Cnucok coxkpameHuii

B HACTOAIICM PYKOBOACTBC UCIIOJIB3YIOTCA CICAYIOMINC COKPAILICHU:
JCY — naTumk ciry4allHBIX YHCEIT,

OC — onepanvoHHas CUCTEMA;

[TIK — nepcoHanbHbIN KOMITBIOTED;

I1O — nporpammHoOe 0OecIIeYeHHE;

V11 — yaoCTOBEPSIOMMI HEHTP;

OII — a51eKTpOHHAS MTOITHUCH;

API — Application Programming Interface;

APK — Android Package;

DMG — Apple Disk Image;

IEEE — Institute of Electrical and Electronics Engineers;
PKCS — Public-Key Cryptography Standards;

QR — Quick Response (Code).

1.2. Tepmunsl u onpeaeaeHust

B HacrosiieM pyKoBOACTBE UCIOJIB3YIOTCS CIIETYIOIINE TEPMHUHBI:

1) xiroYM — mapbl KIOYEH TMPOBEPKH SJIEKTPOHHOW MOANUCH M KITIOUEH JJIEKTPOHHOU

TTOMIITHCH

2) MoOWIBHOE MpHIIOKeHHE — puiiokeHne MobileDSS, ycranoBnenHOE Ha MOOMIIEHOM

YCTPOMCTBE MOJIb30BATENS;

3) yporenb API — iesounciieHHOE 3HaUECHHUE, OTHO3HAYHO HICHTH(PHUIINPYIOIIECE BEPCUIO

API, npennaraemyto mnardopmoit Android;

4) Android — moousHas OC kommnanuu Google;
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5) APK - ¢opmar daiina, ucrnonb3dyemblid onepannoHHod cucteMoit Android mms
pacnpoCTpaHeHHs U YCTAHOBKH MOOHIIBHBIX NPHIIOKEHHH;

6) MacOS — OC kommnanuu Apple;

7) PUSH-yBemomiieHHE — KOPOTKOE BCIUIBIBAIOIIEE COOOIICHHE Ha YCTPOUCTBE,
oToOpakaroiiee HHPOPMAITHIO IS TTOJIB30BATEIIsI MOOMIIBHOTO MPUIIOKEHUS.

8) QR-kox — MaTpUYHBI AByMEPHBIN IITPUXKOJ C 3aKOAMPOBAHHOW HH(OpMAIUEC;

9) Windows — OC kommanuu Microsoft;

10) Wi-Fi — texHomorusi 6ECIpOBOIHON JOKaIbHON CETH C yCTPOMCTBAMU HAa OCHOBE

cranaaproB IEEE 802.11.
1.3. TexHuYecKHEe XapaKTEPUCTUKHU

Mobusnbaoe npuinoxkenue «MobileDSSy (ucnonnenune 1) mocraBisieTcss sl CIEAYIOIIUX
ONEPALMOHHBIX CHCTEM (IIPU YCIOBHU MX MOAICPIKKHU TPOU3BOIUTEIICM):

— Android 4.4/5.0/5.1/6.0/7.0/7.1/8.0/8.1/9/10/11/12/13/14 (ARM, ARM64, x86, x86_64).

[Mpumeuanue. B ckoOkax ykazaHbl arnaparHble 1aTGopMBbl

Iepeunciaennsie OC mis moOmimeHOro mpuitokenuss «MobileDSS  momkuel  06mamath
CIIEYIOIIUMU XapaKTePUCTUKAMHU:
— omnepaTuBHas naMaTh 00beMoM He MeHee 1 1'6;

—  BHYTpPEHHHI HaKomuTelb ¢ 00beMOM CBOOOHOTO MpocTpaHcTBa He MeHee 100 MO.

B mo6unsHOM nipunioskenun «MobileDSSy» moxnepskuBarotest cienyroine Kpuntorpahuieckne
AJITOPUTMBI U CXCMBI:

— anroputm xsmuposanus [OCT P 34.11-2012 [1];

—  IpPOTpaMMHBIN JATUUK CIIy9alHBIX YHCEIL.

Peanmu3anmu  MepevMCIICHHBIX  BBIINIC  QITOPUTMOB  BBIMOJHEHBI B COOTBETCTBUH  C
pexomenmanusamu TK 26 [2].

MoOuIpHOE TPHIIOKEHNE TMO3BOJISIET MPOCMATPUBATh MOAPOOHYI0 MH(OpPMALMIO O KITFOYax

SHCKTpOHHOﬁ MOAINUCH, XPAHAIINXCA B SaI_HI/I(I)pOBaHHOM KIIFOYCBOM KOHTCﬁHCpC.
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2.  YCJIOBUS BBIIIOJIHEHUS ITPOI'PAMMBI

2.1. TpeGoBaHUA K OKPYKEHUIO

2.1.1. MoOuiabHOe NPUJIOKEHHE

Moobunbaoe npwinoxkenue «MobileDSS» (ucnonnenune 1) mocraBisieTcs Al CIEAYIOIINX
ONEPaLMOHHBIX CHCTEM (IIPU YCIIOBHH HX MOJICPIKKU TPOU3BOIUTEIICM):

— Android 4.4/5.0/5.1/6.0/7.0/7.1/8.0/8.1/9/10/11/12/13/14 (ARM, ARM64, x86, x86_64).

[Mpumeuanue. B ckoOkax ykazaHbl arnaparHble I1aTGOpPMBI.

Iepeunciaennsie OC mis moOmmeHOro mnpuinokenuss «MobileDSS  momkael  06mamath
CIICTYFOIIUMHU XapaKTePUCTHKAMHU:

— omnepaTuBHasg namsiTh 00bemMoM He Meree | ['6;

—  BHYTPEHHHI HAKOMUTENb C 00bEMOM CBOOOTHOTO TpocTpancTBa HE Meree 100 MO.

Taxxke MOOUITbHOE TPUIIOKEHUE TOJKHO UMETh JOCTYN K MHTEPHETY Ui MOMyUYeHUs KITHouen
o QR xoxy, a TakKe /ISt IOATBEPKACHUS TPAH3aAKIIHA.

JIJiss KOPPEeKTHON MHHIIMATU3AIM OMOJIOTMYECKOT0 JaTYMKa CIIYyYalHBIX YUCET B MOOMIIEHOM
npuwiokeHnun (cm. 1. 3.1.2.2) pazpemieHue auciiess MOOMIBHOTO YCTPOHCTBAa M pa3Mep OKHa,

pa3BepHYTOTO Ha BECh SKPaH, IOJKHO OBbITh HE MeHbIe 2265%1080 nukceneit.
2.2. YcranoBka u ynaienue «MobileDSS» na OC Android

2.2.1. YcraHoBka MOOWJIbLHOIO MPHJIOKEHUS
[Mopsimok yctaHoBKM MoOOMIBbHOTO mprmiokeHuss «MobileDSSy w3 marasuna npunoxeHuit
Google Play (Play Mapker) cieayrorumii:
1. otkpsiTh npunoxenue Google Play (Play Mapker);
2. B CTpOKe MoMcKa mpuioxeHuit BBect «MobileDSSy;
3. BbIOpaTh npuiioxkeHue pazpadorunka «Signal-COMy;
4

HaXaTb KHOIIKY «Y CTaHOBUTBHY.

2.2.2. YnaneHue MOOWJIBLHOIO NMPHJI0KEHUSI

[Mopsimok ynanenus moominbpHOro npunoxenus: «MobileDSSy» na ycrpoiictee ¢ OC Android
CHEAYIOIIUI:
OTKPBITh MEHIO YCTPOMCTBA,;

BbIOpaTh MyHKT «HacTpoiikmy,

1

2

3. BbIOparh MyHKT «I[Ipunoxenus» unm «lucneruep npuaoKeHun»;

4. BbIOpath MyHKT «Iloka3aTh Bce MPUIIOKEHUA», €CIIH OH €CTh Ha BallleM YCTPOICTBE;
5

HalTi npunoxenue «MobileDSSy;


https://play.google.com/store/apps/details?id=ru.signalcom.dss&hl=ru&gl=US

7
HIKHP.00051-01 34 05
6. HaKMUTE KHOMKY «Y NaJUTHY.
HpI/IMe‘IaHI/IeI Ha3BaHHA MYHKTOB MCHIO B MNPONCCCE YAAJCHUSA MPUIIOKCHHUA MOTYT OTJIMYATHCA Ha pPa3JIMIHbIX

ycrpoiicteax Ha 6aze OC Android, ucmons3yiiTe HHCTPYKIIMK M STAITBI [0 YAAICHAIO TIPIIOKCHUM 13 HWHPOPMAIUH OT

MIPOM3BOIUTEINS BAILIETO YCTPONCTBA.

HpI/I YAAJICHHUU HNPUIIOKCHHUA TAKKC YIAIAIOTCA BCC JAHHBIC, XPAHAIIHUECS B IIPUTIOKCHUH, B TOM

YHCJIC KIIIOYHU I-)HGKTPOHHOI\/JI IIOATIUCH.

2.2.3. OO0OHOBJIeHHE MOOHJIBHOTO NMPUJIOKEHHUS
[Mopsimok oOHOBiIEHUsT MOOHIBHOTO TpwiokeHus «MobileDSSy w3 marazuna npuIOKEHUH
Google Play (Play Mapkert) cieayrormiumii:
1. orkpsits mpunokenue Google Play (Play Mapker);
2. B CTPOKE Mmomcka mpuioxenuii BBect «MobileDSSy;
3. BBIOpath npuiioxkenue papadorunka «Signal-COMy;
4

HaxaTb KHONKY «OOHOBUTHY.


https://play.google.com/store/apps/details?id=ru.signalcom.dss&hl=ru&gl=US
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3. BBIIOJHEHHME ITPOI'PAMMBbI

3.1. Hcnoab3zoBaHue MOOMIBLHOrO npujioxkenus «MobileDSS»

3.1.1. SI3bik uHTep(eiica MOOHIBLHOTO MPHUJIOKEHHSI

SA3bik nuHTEpdEiica MOOMIHLHOTO MPHIIOKEHUS ONIPEIEIIICTCS B 3aBUCHMOCTH OT HUCIIOIE3YEMOTO
ocHoBHoOro s3b1ka B OC. Ecnu ocHoBHO# 51361k B OC — pyCcCKHUi, TO S3BIK MHTEpdeiica MOOUIBLHOTO
MPWIOKEHUs OyJeT Tak e Ha PYCCKOM, €CIM fA3BIK CHUCTEMBbI APYToi, TO S3bIK HHTepdeiica
MOOUIIFHOTO MPUIIOKEHHs OyJeT Ha aHTJIMHCKOM si3bIke. Jlanmee Bce mpuMepsl OyIyT IUIsl PyCCKOTO

si3bIKa HHTEpdeEiica.

3.1.2. IlepBblii 3anyck MOOMJILHOTO NpuiIo:kenust «MobileDSS»
3.1.21 TpeboBaHus K NapoJio
Ilpu mepBoM 3amycke MoOwiabHOro mnpuioxenuss «MobileDSS» Ha  yctpoiicTBe
cMapThoHa/TIaHIeTa He00X0IUMO 3a1aTh MapoJb (cM. PucyHok 1), yaioBIeTBOPSIONINI CIeAyIONIM
TpeOOBaHUSM:
1. nnuHa mapoJis qoJKHA OBITh HE MEeHee 6 CHMBOJIOB;
2. B 4YMCIIE CUMBOIIOB Mapojs 00sg3aTeNbHO JOKHBI MPUCYTCTBOBATH OYKBBI B BEPXHEM U
HW)KHEM PErucTpax, MUQphI U CielualIbHbie CUMBOJIBI (@, #, $, &, *, % u 1.11.);
3. Mmapoiib He JIOJDKEH BKITIOYATh B CE€0s JIETKO BBIYUCIIIEMBIC COUETaHUS CUMBOJIOB (MMEHa,
dbamuuy 1 T.1.), a Takke odomenpuHaTeie cokpamenns (USER, ADMIN u 1.1.);
4. Tpu cMeHe MapoJib HOBOE 3HAYCHHE JIOJDKHO OTJIMYATHCS OT MPEABIAYIIETr0 HE MEHEe YeM
B 4-X TTO3HINSAX;
5. TIUYHBIN Mapolib MOJIb30BaTEIh HE UMEET MpaBa CoOOIIAaTh HUKOMY;
6. TMEepUOTUIHOCTH CMEHBI TAPOJIS ONIPEACIISASTCS MIPUHSITON IMOJIMTUKON 0€30MTaCHOCTH, HO HE

AO0JDKHA MPEBLIIATH 6 MCECAIICB.
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CospaHue KnroyeBoro
KoHTenHepa

ﬂaponb AOJ/DKEH cogepXXaTtb
He MeHee:

[ 6 cumsonos;
O 1 undps;
[ 1 6yksbl B BEpxHeM perucTpe;

[ 1 6ykBbl B HUXHEM perucTpe;
0 1 cneymnanbHoro cumeona (+,-,% u
i)

3anomHuTe naposnb!
Ero Henb3sa BOCCTAaHOBUTB!

BeeauTe HOBbIW Naponb ©®

BBeauTE Naposib NOBTOPHO ©®©

YCTAHOBUTDL NAPOJb

d O O

Pucynox 1 DkpaH ycTaHOBKH Maposist TP NEPBOM 3aITyCKe MPHII0KEHHS
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3.1.2.2 Huunuanu3anus AaT4uka caydaitHbix yncena (JJCY)
[Tocne 3ananus naposis, norpedyercs nponHuManu3uposars JJCY, 1715 3TOro Hy>KHO HaXUMAaTh
(kacasicb CEHCOPHOTO JKpaHa) Ha KPyT'H OPaHkKEBOTO LIBETa, 1Moka nporpecc nnnnuanuzanuu J1CU ne

3aBepuntes (cM. PucyHok 2).

Do il Cal & @ ©85 % &= 15:03

Buonoruyeckuin CH

[na ivuymnanusauyuy gatumka cnyqaHbix
yucen HaXXKnMamTe Ha OpaHXXeBble Kpyry,
roka nonoca-MHAMKaTop BHWU3Y OKHa He

3anonuutca Ha 100%.

NPOAOMKUTDb

Pucynoxk 2 Okpan nnunmanuzanuu JJCH
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3.1.3. 3anyck Mo0uabHOro npuioxenust «MobileDSS»
Ecnu mapons B MOOMJIBHOM NPWIOKEHHHM OBUI YCTAHOBJICH, a OHOJOTHYECKHI JaT4uK
CJIy‘IElfIHBIX qucen ObLI HHUNUAJIIM3UPOBAH, TO IIPpU MNOCICAYIOIHX 3allyCKax IMPHIIOKCHUSA
MOJIb30BaTENb JIOJDKEH OyZeT BBECTH MapoJjib, YCTAHOBIICHHBIN paHee, YTOObI BOWTH B IMPUIIOKEHHUE

(cMm. Pucynok 3).

MTSRUS il B & 56 % W 113:28

MobileDSS

Beegute naponb ©®

MPUHATH

< O 0

Pucynok 3 DkpaH BBOjA IMapoJist IS BXOJa B IPUIIOKCHHE
[Tpu Bxone B mpuinoxenue aaércst 10 mombITOK A KOPPEKTHOTO BBOJIA MApOJIsi, HE3aBUCUMO OT
nepesamycka MOOWIBHOTO mnpuioxeHus. [locine wucuepmanusi BceX TOMBITOK, TMPUIOKEHHE
3a0JIOKUpYET JAOCTYN K BBoay maposs Ha 10 munyT (cM. PucyHnok 4). Ilocie ucTeueHUs] TaHHOTO

BpeMeHH, OyJieT CHOBa AOCTYNHO 10 MOMBITOK I BBOJA MApOJIs.
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W40 % W )1 14:26

MobileDSS gy

McuepnaHbl NonbITKU BXOAA.
[ocTyn 6yneT BOCTaHOBNEH
yepes:

9:50

BeeauTte naponb

N o) O
Pucynoxk 4 INpenynpexaenue 06 ncueprnanuy BCeX MONBITOK IS BXOJa B MPUIIOKEHNE M KHOIIKA

cOpoca nmapoJst

3.14.  OO6mmue npuHIHUNBI padoThl ¢ npuao:xkennem «MobileDSS»

3.14.1 Copoc napoas

B cnyuae, ecnu maposib OT MOOMJIBHOTO HPUIOKEHHS! ObUT 3a0BIT WM YTEpPSIH, CYIECTBYET
BO3MOXXHOCTh €ro cOpocuth. Ilpu 3TOM ynansiThcsi Bce NaHHBbIE (KJIIOUM U KJIHOYEBOW KOHTEMHep,
3amM(pOBaHHBIN Ha Mapoie).

Jlnst cOpoca maposisi Hy>KHO MOTPaTUTh BCE MOMBITKM Ha ero BBoA (cM. m. 3.1.3), mocie vero

MOSIBUTCS KHOITKa cOpoca (cM. PucyHok 4).

3.14.2 TpeboBaHus K N3MeHEHUIO MAPOJIA

Ecnu npu BXoze B IpUJIOKEHUE MAaposib ObLT BBEAEH BEPHO, OTKPOETCS AKPaH INIABHOTO MEHIO
npuioxeHus (cMm. PucyHok 5).

Ecnm monb3oBaTens HE MEHSUT Mapoiib O0ojee S MecsIeB, TO MpH 3alyCKe MPUIOKEHUs OyaeT
BBIBOJIUTHCS TIPEIYNIPEKICHHE O HEOOXOIMMOCTH cMeHbl mapois (cM. Pucynok 5). Ilomp3oBarens
MOXKET JTH00 0TKa3aThCs, JINOO NepeiTH K CMEHe mapoJis.

Ecnu nonp3oBarens He MEHSUT Mapoib OoJiblne 6 MecsleB, TO MPH 3ayCcKe MPUIIOKEHUs OyeT
BBIBOJMTHCS MPEAYTIPEKIACHHE 00 00s13aTebHOM cMeHe maposts (cM. PucyHok 5). Pabota MoOHIEHOTO

IPUIIOKEHUS OyAeT 3a0J0OKMPOBAHA, IT0KA M0JIb30BaTeb HE CMEHUT IapOJIb HA HOBBII.
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MrsrUS gl RO @

MrsrUs gl RO @

s R0 @

MobileDSS

KeyName
HeTt onepauuit

Mpeaynpexaexue!

MpepynpexgeHue!

Bbl He MeHsNM naponb 6onee 5
MecsLeB. Bbl He MeHaNK naponb Gonee 6
MecsLeB.

MomeHsiTe Naponb Ans obecnedyeqns
6e30MacHOCTN AaHHbIX. Heo6xof1MMo NOMeHsTb naponb Ans
obecrneyeHns 6e30MacHOCTYN AaHHbIX.

MomeHsATb Naponb ceinvac?
OK

OTMEHA 0K

Pucynox 5 DkpaH ri1aBHOT0 MEHIO PUIIOKEHHS U DKPaH C MPEIyNPeKICHUEM 0 HEOOXOMMOCTH
CMEHBI NapoJIs
Ecnu ¢ MomeHTa mocienHeil akTHBHOCTH ¢ mpuiioxkeHueM «MobileDSSy» mpouwio 0Oosbire
3aJJaHHOTO BPEMEHH, TO TIPOU30MAET TaltMayT paboThI, TO €CTh 3aIIPOC MMOBTOPHOTO BBO/IA ITAPOJIS, KaK

npu 3armycke npuiokeHus (cm. . 3.1.3).
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3.1.5. T'i1aBHOe MeHIO

B rnaBHOM MeHIO OTOOpa)karoTcsi 100aBJIEHHBIE B MPUJIOKEHUE KIIIOUU ISl MTOATBEPKIACHUS
oreparfii, KHOMKa Mepexoja K IMOATBEPKACHHUIO/OTKIOHEHHUIO OIEpalfii s 3TUX KIIYeH u
KOJIMYECTBO JOCTYIHBIX JIJIsl OATBEPAKAEHUS ONepalldii Jj1sl KOHKPETHOTO KJto4a. B mpaBom BepxHeEM
yIily HAaXOAMTCS KHOINKa rnepexona K meHwo «Hactpoiiku» u kHomka «llomompy», onuceiBaromas
BO3MOXXHOCTH JIAaHHOTO MEHIO. B J1eBOM BepxHEM YTy HaXOJUTCS KHOMKA AJis J0OaBICHUS HOBBIX

KJIFOYEH C ITOMOILBIO KAMEPHI.

MobileDSS

KeyName
OTKPhITh
e CZD

4 O a

Pucynoxk 6 DkpaH ¢ TJIaBHBIM MEHIO

3.15.1 Jlo6aBieHue KJI04eil B MOOHIbHOE MPHUJIOKEHHE
Ecnu B npuinoxxeHuu He ObUIO 100ABICHO HU OJHOTO KItoYa JUIsl MOATBEPKICHUS ONepalui,
HY>KHO Ha)XaTh Ha KHOMKY cKaHupoBaTh QR-koJ, eciu B mpuiiokeHue yxe Obuid JoOaBJIeHb! KIIIOUYH

HYXHO Ha)XaTb Ha KHOIIKY B JICBOM BCPXHEM YITTY.
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MTSRUS il = & ©56 % W 13:30

@ 9

y o

J106po noxxanoBaTb B
MobileDSS

[na Hayana paboTbl OTCKaHMpYiiTe
QR-KoA ¢ KNYeBOW MHDOpMaLneit

Eg CkaHupogatb QR-k04

< O O

Pucynoxk 7 DkpaH ¢ TIaBHBIM MEHIO 10 100aBJICHUS IEPBOTO KIIF0Ya
Jlst ckanupoBanust QR ¢ KITFOUOM J171s1 IOATBEPIKACHHS ONEpaliii MOOMIIBHOMY TPHIIOKEHHIO
HOHAI00UTCs 0CTYI K Kamepe cMapTdona. HeoOXoauMo MmpeaocTaBuTh IOCTYI K Kamepe, HHaue
najbHeHIIas paboTa ¢ IMpUIIOKeHHEM He OyzeT Bo3moxkHa. Kamepa B npuinoxerun «MobileDSSy
HCITOJIB3YETCSI TOIBKO ISl CKanupoBanust QR ¢ kirrouom.
[Mocne ckanupoBanus QR ¢ KITFOUOM HYKHO 3a1aTh KOy UMsI, KOTOPOE OYAET UCIIOIb30BaThCS

171t oToOpakeHust B priiokeHnu «MobileDSSy (umst kitroua MOKHO OyIeT BIOCIIEICTBUH IIOMEHSITH):
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MTSRUS il & & ©56° MTSRUS ll & & ©39 % B 19:43 MTSRUS il 2% & © 56 % W) 13:30

< Wmsa knwoua

3apganTe MMsA KYa

Signal-COM_DSS

COXPAHUTb K104

©

PaspelnTb NpUNoxeHnio
MobileDSS cHumatb $oTo 1 BUeo?

Pucynox 8 Dkpanbl ckannpoBanus QR koma
Janmee mpou3oiaét oOpalieHne K cepBepy s 3arpy3Ku Kiroda. JlJis 3TOro Ha yCTpPOMCTBE
JOJKEeH ObITh aKTUBHPOBAH JOCTYI K UHTEpHET-ceTH. Ecnu 3ampoc k cepBepy mpoién 6e3 ommooxk,

KIII04 OyJIeT COXpaHEH Ha yCTpoiicTBe.

3.15.11 Tloayuyenue QR koaa
QR xox st moGaBeHHs KiTroYa IS TIOATBEPIKICHUS OTNIepaIliii MOJKHO TIOJIyYUTh y OllepaTopa

CUCTCMEI.
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3.15.2 Hudopmauus o KjI0Ye
Jns nomydeHuss mHGOpMANMM O KOHKPETHOM KIIIOYE HYXXHO HaKaThb Ha OTOOpakeHHe

COOTBCTCTBYIOLICTO KJIHO4Ya:

MTSRUS all B W ®41 % 522027

& Kmou ®

WUmsa kniova:

Signal-COM_DSS MepenmeroBaTb
Benpop:

Signal-COM_DSS PasapxuBupoBaTb

NpeHTudukaTop K
1093 Ypanutb

ApXvMBUpOBaH:

Na

JlaTa OKOHYaHUs:
08-06-2023 01:26:57
Tun kniova:
keyone

Bepcus:
1

Appec o6palueHnsa 3anpocos:
https://dss-demo.e-notary.ru/mobiledss-server
/Signal-Com/mobileDSS/1.0.0

Appec 3arpy3ku ceptudukara:
https://dss.sc_dss.ru/certificate

Cekper:
yQgchH9qK8J3houUy8HjOE1zfuhT7aE9C8d-hK
Zrl4s

Anroputm:
HG256

Pucynok 9 Dkpan ¢ nHpopmManueii o Kirroue
B npaBom BepxHeM yriy JaHHOTO MEHIO, MPU HaXaTHMM HA KHOIKY «:» OTKPOETCS OKHO C
JOCTYITHBIMHU JICUCTBHUAMU IS KiTroua. Kitiod MOKHO mepenMeHoBaTh, apXxuBupoBath (cMm. 1. 3.1.5.2.1)

" yaanuth (em. 1. 3.1.5.2.2).

3.15.21 ApxuBHpOBaHMe KJII0UYeH
Uro0bl apXMBHpPOBaTh KIIIOY, HY’KHO B MeHI0 «MH@opmamus o Kitoue» HaXaTb B INpaBbIi
BepxHUit yroi (cM. 1. 3.1.5.2) u BeIOpaTh « ApXUBUPOBATHY.
Kitou mnpu apXMBHpOBaHMM IIONAJACT B apXWB, KOTOPBIM MOYKHO IIOCMOTPETH B MEHIO
«Hactpoiikm». Oco0eHHOCTH apXUBUPOBAHHBIX KIIHOUEH:
—  apXUBUPOBAHHBIN KIIIOY HE YJANISIETCs C YCTPONUCTBA;
— JUIS apXUBUPOBAHHBIX Kirouedl He mpuxoaar PUSH-yBemomiieHHs o MOATBEpKIACHUU
OIepaLuii;
— JUIS apXWBHPOBAHHBIX KIO4Yed MoryT npuxoauts PUSH-yBemomieHust co crnpaBo4YHOM
uHpopManuei;
—  apXWBHUPOBAHHBIC KIIOYM MOXHO pa3apXxuBuUpoBath (TO €CTh OHHM CHOBa OyayT

0TOOpakaThCs HA TJIABHOM JKpaHe), IEPEUMEHOBATh HITH yIAIUTh C YCTPOHCTBA.
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ApXHMBHPOBaTh K04 MO>KHO, HAIIPUMED, €CIIN AJIs KIIF0Ua UCTEK CPOK IEHUCTBUSA U OH 3aHUMAET

MECCTO Ha I''TaBHOM 3KpPAaHEC, HO YAAJIATh €I'0 I10Ka HET H€O6XOI[I/IMOCTI/I.

3.1.5.2.2 Ypajiaenue KJiIrodei

YroObl yIanuTh K04 HY>KHO B MeHIO «MH(OopMaIus o KiIroue» HaXKaTh B IPABbI BEPXHUN yTOJI
(cm. . 3.1.5.2) u BBIOpaTh «Y AAIUTHY.

VY anéHHeli K04 OKOHYATENBHO YJAJIAETCA C yCTpoucTBa. Ero MOKHO 3aHOBO 3arpys3uTh B

npuioxenue ¢ nomoripio QR-koxa (em. 1. 3.1.5.1).

3.15.3 Cpoxk aeiicTBus KJIt04eii
VY kmoued Juid MOATBEP)KACHUS ONeEpalMil CyIECTBYeT CpPOK JEHCTBUS, AAaTy OKOHYAHUS
KOTOPOTO MOYKHO MOCMOTpeTh B MH(opManuu o kimoue (cM. 1. 3.1.5.2). Ecnu y kiroua UCTeK CpoK

NENCTBUS, TO HAa TJIABHOM JKpaHe MOSBIISIETCS COOTBETCTBYIOIIEE MPETyTPEKICHHE:

MTSRUS il B & ©45% 511535

S @ %

MobileDSS
K pparmeHTy c Tectamu -> .

KeyName

Het onepauui

Cpok AenCTBUA Knoua
3akoHyunca!

< O O

Pucynok 10 Kirou ¢ HCTEKIIUM CPOKOM I€HCTBUS

3.1.5.4 TloarBep:kaeHue onepaumnu(ii)

Korma B cucteme moOsBISieTCs oIepanus ISl MOATBEPXKICHHUS, B MOOHMIBHOE TPHIIOKEHHUE
«MobileDSSy nanpasnsiercst PUSH-yBenomienmue.

Ecnu npunoskenue He ObU10 3amynieHo, To PUSH-yBenomiienue otobpakaercst U, Ipu HaXaTuu
Ha HEro, MPOUCXOAMT BXOJ B MPHUJIOXKEHHE U 3arpy3ka MOJPOOHBIX AAHHBIX O COOTBETCTBYIOLIEH
orepanuu. s momydenust PUSH-yBenoMiieHns u aiist 3arpy3Ku OJpOOHBIX TaHHBIX 00 omeparun

Ha CMapT(i)OHe JOJIKHO OBITH AKTUBUPOBAHO MHTCPHET-COCANHCHUC.
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Ecnu npunoxenue ObUIO 3aIlyIIeHO, TO TMOAPOOHBIE NaHHBIE O COOTBETCTBYIOIIEH OIEpaluu
3arpy’KarTcsi aBTOMATUYCCKH.

Jlnist TIOATBEPIKICHHSI/OTKIIOHSHHST OTIepallid HYXXHO B TJIABHOM MEHIO Ha)XKaTh Ha KHOIKY
«OTKpBITHY U1 KOHKpeTHOTO Kiroua (cM. Pucynok 11). KonmuuecTBo onepanuit uist MOATBEPKACHUSI
OyJIeT yKa3aHHO PSJIOM.

Ecmu nns moarBepykaeHus ObLIa JTOCTYITHO TOJIBKO OJIHA OIepalysi, TO Cpa3y OTKPOETCS
noApoOHass wHoOpMamus 00 STOH olepalud W KHOMKH JJIs TOATBEPXKIACHHUSA/OTKIOHEHHUS 3TOMN
oriepaIuu.

Ecnmu ans monrBepkIeHUs: ObBUIO JOCTYITHO HECKOJIBKO OTNepaidid, TO OTKPOETCS CIHCOK
omepamuil JUisl TMOATBEPXKACHUA C Kparkoi uHbopManuedn o0 omepauusx. Ilpu Haxatum Ha
KOHKPETHYIO OTepaIuio 13 CIUCKa, OTKpoeTcs moapooHas nHdopmanus o BEIOpaHHOH omnepauuu. B
MEHIO CO CITUCKOM OTEpaluii MOXKHO BBIOPATh HECKOJIBKO OTICPAIUi JUISI TIOATBEPIKACHHSI/OTKIIOHCHHUS

C IIOMOIIBIO rajl0ueK PsAJIOM C COOTBETCTBYIOIEH OIlepanuei.

MTSRUS il B & ©41 % E020:46
® & | < Onepauyum (2) Onepauus 1 u3 2
f peHTUdrKaTOp onepaumu JaHHble
MObHEDSS 41600188 TpaHsakuyus 41600188: Bxoa B cuctemy.
»4 JaHHble
KeyName &
4 . OTKPbITH TpaH3sakuusa 41600188: Bxop B
Onepayui: 2 cucTeMy.
peHTudrkaTop onepauuu
82629787
JaHHble

TpaH3sakuus 82629787: Onepauusa
3N1eKTPOHHOMN NOANUCU.

NPUHATS OTKJIOHUTb NPUHATH OTKJIOHUTb
< El < a

4 @) O O (@)

Pucynok 11 Ilporecc moaTBepkaeHus oneparuu(ii)
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3.1.6. Menw «HacTpoiikn»
[Ipy HakaTMM Ha 3HAYOK LIECTEPEHKHM B IPABOM BEPXHEM YIUIy HKpaHa OTKPBIBAECTCS MEHIO
«Hactpoiiku» (cM. Pucynok 12). Jns u3MEHEHUS WM JOCTYIA K ONpPEACIEHHON HACTPOMKE HYKHO

HaXaTh Ha 00JacTh JaHHOW HACTPOMKH.

ill & @38 % =1 15:55

Hactpoiku

M3MeHUTbL naponb

ApxuB Kntoyein

O npunoxeHun

OcTaBUTb OT3bIB
OTnpaBKa 06paTHO# CBA3M NO 3NEKTPOHHOM NoyTe
B CAyx6y nopaepxxku Curtan-KOM

Q @ O

Pucynok 12 Dxpan mento «HacTtpoiiku»

3.1.6.1 H3mMeHHMTH NapoJb
«3MeHUTHh Maposib» — U3MEHUTH Mapojb, HA KOTOPOM 3alnu(poBaH KIIOUYEBOM KOHTEHHEpP U

KOTOPBIN MCIOJBb3YeTCs st BXoaa B npuiioxenue «MobileDSSy.

3.1.6.2 ApxuB KiI04ei
«ApXMB KIIOUEH» — OTKpPBIBAET CIIMCOK KIIOYEH, KOTOpblE OBLIM apXMBHPOBAHBI (CM. II.

3.1.5.2.1).

3.1.6.3 O npuioxxkeHun

«O TpUIOKEHUW» — JaHHBIA MYHKT HACTPOEK COJCPXKHUT HWHPOPMANUI0 O MOOWIEHOM
MPUIIOKEHNUU U €r0 BEPCUH, BEPCUU UCITIONb3YeMON KpUITOrpadruecKoi MporpaMMHON OMOIHOTEKH
Signal-COM JCP nans BbINONHEHUST KpUNTOTpahUUECKUX OINepanui, a Tak’Ke CChUIKY Ha WHTEPHET-

cant kommaunu «Curaain-KOMy.
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3.1.6.4 OcraBuTH OT3BIB
«OCTaBUTh OT3BIB» MPEIOCTABISICT MA0IOH Ui OTIPABKUA OOpPATHOM CBSI3U MO 3JICKTPOHHOM
noute B ciayx0y mommepxku Signal-COM. Jlns storo Ha MOOHJIBHOM YCTPOHCTBE JTOJDKEH OBIThH

BKJIFOYCH MHTCPHCT.



22

HIKHP.00051-01 34 05
4. COOBHIEHUA OIIEPATOPY

4.1. Coobmenusi B MOOMIbHOM npuiiokennn «MobileDSS»

CooOuienus onepatopy Bo BpeMsi paboThl ¢ MOOMIIBHBIM MPUIIOKEHHUEM.

Tabmuua 1 Coobmenus Bo BpeMsi paboThl MOOMIBHOTO IPUIIOKEHUS

Coo0menne

Onucanue

3anycK nNpuiIoKeHus

[Tpunoxenue ObLTO MOBPEXKICHO HITH
U3MEHEHO, paboTa B TAKOM COCTOSIHUU
HeOe30macHa, oXKalyHcTa, IepeyCTaHOBUTE

IMPHUIIOKCHHC.

Ommbxa npy nMpoBepKe MoIMUCH MOOMIIBHOTO
npuoxenus. Bo3moxHo, Obl1a HapyeHa

HCJIIOCTHOCTD MIPUIIOKCHUS IIPHU YCTAHOBKE.

Y CeTpoiCTBO UMEET NPU3HAKHA HATTUYMS
ROOT mpas!

Barie ycTpoicTBO MMeeT pyTUPOBAaHHBIN
JOCTYIl. Bbl HE MO’keTe HCIoIB30BaTh

IIPUJIOKEHUE.

OmmOka rpu nNpoBepKe Ha PyTUPOBAHHOCTD
ycTpoicTBa. YcrpoiictBa ¢ HamnuueM ROOT
IpaB MOT'YT HECTH YIpo3y 0€30IaCHOCTH JaHHBIX

B MOOHJIBHOM IIPHUIIOKCHUH.

Hapymiens! ocHoBHBIE pyHKINT
IPUIIOKEHN !
[TorrpobyiiTe nepe3arpy3uTb WK

IIEPEYCTAaHOBUTH MPUIIOKEHHUE.

Omnbka npu caMOTeCTUPOBAHUU (PYHKLUH

MOOHJILHOTO IMPUITOKCHUA.

CkanupoBanne QR

Hexoppexthsbiii QR xox. Jlannbiil QR xonx He

npe€aHa3sHauCH JIA 9TOr0 IPHUIIOKCHHA.

OTtckanupoBaH HeKoppekTHbIH QR-kxox, T.e.
HETIOAXO AU 1 pab0Thl C MOOMIIBHBIM

npuioxeHneM «MobileDSSy.

s mpuiiokeHust He yCTaHOBIIEHO
pa3penieHue Ha UCI0JIb30BaHUE KaMephl.
DTO MOXXHO C/IeaTh B HACTPOHUKaxX
MIPUITOKEHUS.

Ilepeiitu B MeHto «Hactpoiiku»?

B nactpoiikax npunoxenus «MobileDSS» B
HACTPOHKAX YCTPOKWCTBA, MPUIOKCHHUIO HE OBLTH
BBIZIaHBI [TPaBa Ha UCIIOIB30BaHUS KaMephl. bes

HUX HEBO3MOXHO OTCKaHHpoBaTh QR ko,

Coxpanenue kiroya

Kirou ¢ uMeHem «...» yke cylecTByeT!

Kirou ¢ 3a1aHHBIM IMEHEM yKE COXpaHEH Ha
YCTPOMCTBE.

I[J'ISI MMPpOAOJIKCHUA USMCHUTC UM KJIFO4Ya.
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OmmbKa npu COXpaHEHUH KIItoYa.

[Mpownsonuia ommOKa 3aMUCH TaHHBIX KITI0Ya B
JIOKAJIbHOE XPaHWJINLLIE.

[TorrpoOyiiTe COXpaHUTh KJIIOY €lIE pas.

Ommbxa npu GpopMUpOBaHHUH 3aITpoca.

BuyTpenssst omuoka.
Ommbxa npu popmupoBannu JWS unu padore ¢

JSON.

OmuOKa mpu 3arpoce K cepsepy.

OmnOKa BO3HUKIIA TIPH MOTBITKE MOCHUIKH
3ampoca K cepBepy.

[TorrpoOyiiTe COXpaHUTh KJIIOY €lIE pas.

Kittou ye OblT 3aperucTpupoBaH Ha JPyroM

YCTPOICTBE.

Cepgep BepHyan omuoky 501.
C 3TUM KJII0UOM YK€ aCCOLUUPYETCS IPyroe
YCTPOMCTBO C APYT'MM OTIIEYaTKOM yCTPOMCTBA.

OO6patuTech K oreparopy.

CepBep BepHYJI OLIUOKY.

CepBep BepHYJ OLIUOKY.

[TonpoOyiiTe coxpaHuTh K04 enié pas.

OmmOka npu mpoBepKe TUIIa 3arpoca.

BuyTtpenssis omuoka.

BE11 ncrioy1b30BaH HEM3BECTHRIN THII 3arpoca.

BosHukia ommoKa mpu 3ampoce K cepsepy.

[Tpu momeITKE 3ampoca K cepBepy MpOU30IIia
HEW3BeCTHAA OIINOKa.

[TonpoOyiiTe cOXpaHUTh KIItOY emé pas.

I/IHTepHeT HC BKJIIOYCH Ha YCTpOﬁCTBe

Ha ycrpolicTBe HE BKIIOYEH JOCTYN HU K

UHTEepHEeT-ceTH, HU K Wi-Fi.

[TpoBepbTe BKIIFOYEH JIH HHTEPHET,
yCTaHOBJICHBI JI Ha ycTpoiicTBe Google
cepaucol (Google Play) u monpo0yiite emé

pas.

IIpouszonuta ommbka Npyu perucTpanuu
yCTpOMCTBa B cepBuce noixydenuss PUSH-

YBEIOMJICHHIA.

[ToaTBepxieHne onepauu

[Tpousonuia ommOKa npu OTHpaBKe

3ampoca(oB).

[Tpu oTnpaBke 3ampoca(oB) K cepBepy MPOHU30ILIA
ommoxka.

[ToBTOpHUTE OMEpAIHIO.
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