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1.1

1.2.

1. HA3HAYEHHME ITPOI'PAMMBbI

[porpammuo-anmapatusiii komruieke Signal-COM Cloud DSS (manee Cloud DSS)
[peAHa3HAYCH TS HCHTPAIN30BaHHOTO XPAHSHHUS M TUCTAHIIMOHHOTO IPUMEHEHHS KITI0UeH
3JIEKTPOHHON MOJIHUCH.

Beb-npuiioxkenue onepaTopa sIBISIETCS IPOrPaMMHBIM KOMIIOHEHTOM MPOTPaMMHO-
armaparioro komimiekca Cloud DSS, mpenHa3HauYeHHBIM JUTS BBITTOTHEHUS CIIEMYOIIUX ()yHKITHIA:

perucTpaius HoBOM y4ETHOM 3alHiCH MOJIb30BaTENs;

0TOOpaKECHUE CITUCKA 3aPETUCTPUPOBAHHBIX YUETHBIX JTAHHBIX TOJIH30BATEIICH;

MepeHoc yYETHOM 3aMrcy MOIb30BaTeNs U3 OJHOM IPYIIILI B IPYTYIO;

HM3MEHEHHE TTapaMeTpOB YUETHOM 3aITHCH MTOJIB30BATEII;

yaaneHre/0IOKHPOBKA YIETHOH 3aIHCH TTOJIB30BaTeNs;

HM3MEHEHHE TTapaMeTpoB YUETHOM 3aIlHCH OTIepaTopa;

TeHeparyst KIIFoya 3JIEKTPOHHOM MOANKCH U KITF0Ya TIPOBEPKH SJIEKTPOHHON MOIHCH (ISt
oreparopa u IoJIb30BaTelei);

(dhopMHUpOBaHHUE 3aMpoca Ha CO3MaHUE CEPTUPHUKATA KITHOUA IPOBEPKU JICKTPOHHOM MOITHCH
(m1st omeparopa u MmoJp30oBaTesei);

BBITpy3Ka c(hOPMHUPOBAHHOTO 3aIIpoca Ha CO3JJaHue cepTr(UKaTa KITF0UYa MPOBEPKU
AJIEKTPOHHO# MoJnucH B (aii;

aBTOMaTHYECKas Iepeiaya 3ampoca Ha Co31aHie CePTU(PHKATA KITH0Ya IPOBEPKU
3JIEKTPOHHOM MOJAIUCHU B YJOCTOBEPSIIOIIUNA LEHTP.

0TOOpakeHHUE CIHCKA CePTU(HUKATOB KITFOUCH IPOBEPKH SIEKTPOHHON TOATIACH U UX
cTarycoB (Jis oneparopa u moJib30BaTenei);

3arpy3ka cepTH]HKaTa KIroda IIPOBEPKH ICKTPOHHON TOATHCH U3 Qaiina;
(hopMHupOBaHKE 3a1pOca B YAOCTOBEPSIONINHA [IEHTP Ha MPUOCTAHOBIICHHE/aHHY THPOBaHUE
cepTudUKaTa KIFo4a IPOBEPKU ICKTPOHHON MOIIHICH;

BBIBOJI Ha Tieyath (1o mabIoHy) 3anpoca Ha co3/IaHue cepTH(UKATA KIH0Ya MPOBEPKH
3JIEKTPOHHOW MOIHUCH;

BBIBO/I Ha TieuaTh (1Mo mabiioHy) cepTuduKara Kiro4ya IpOBEPKH ICKTPOHHOM MOMIHCH.

Cnucok cOKkpameHui

B HaCTOAIIEM PYKOBOJACTBC UCIIOJIb3YHOTCA CICAYIOINE COKPAIICHUA:

ITAK — mporpaMMHO-amnmapaTHbIH KOMILIEKC;

[MAKM — nporpaMMHO-anmapaTHeId KPUNTOTpadhUIESCKAN MOIYIIB;
[MNH — nepcoHambHBIN HACHTH()UKAITHOHHBINH HOMED;

[I9BM — nepcoHasibHas 31€KTPOHHO-BBIUUCIUTENbHAS MAIIMHA;
VLI — yaocToBepsOWuUi HEHTP;

OI1 — aneKTpoHHas NOJIHCH;

CMC - Certificate Management over CMS;

CMS — Cryptographic Message Syntax;

CRL — Certificate Revocation List;

HOTP - HMAC-Based One-Time Password Algorithm.

ITU-T — International Telecommunication Union - Telecommunication sector;
OTP - One-Time Password;

PIN — Personal Identification Number;

RFC — Request for Comments;

SMS - Short Message Service;

TOTP - Time-Based One-Time Password Algorithm;

XML — eXtensible Markup Language;

TepMHuHBI U onpeAeIeHUs

B HacTosmeM pyKOBOACTBE HCIOIB3YIOTCS CIIEAYIOMINE TEPMHHBL:

BeO-CcepBHC — peanu3aliys HHTepdeiica B3auMoIeHCTBUS MEXIY Pa3TUuIHBIMU
npuiokeHusiMu 1o npotokonam REST u SOAP;

KIIHOY 3HCKTpOHHOﬁ TMOAITNUCH — YHUKaJIbHaA MOCJI€A0BAaTEIbHOCTE CUMBOJIOB,
[IpeIHa3HAYEHHAas! IS CO3/IaHuUs DJIEKTPOHHOM MOINCH;
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yIOCTOBEPSIOIINH LEHTP — IOPUANYECKOE JIMLO, OCYIIECTBILIONNE (QYHKIMH 110 CO3JaHUI0
U BbIIaue CepTUPHKATOB KIIIOUYEH MPOBEPKH JIEKTPOHHBIX TTOAIIICEH;

cepTu(UKAT KIF04Ya IPOBEPKH IICKTPOHHOH MONNCH — JOKYMEHT B 3JIEKTPOHHOM BHJE HIIH
JOKYyMEHT Ha OyMa)XHOM HOCHTENIE, BBIAAHHbIC Y TOCTOBEPSIOIINM [IEHTPOM JIHOO
JIOBEPEHHBIM JIUIIOM Y IOCTOBEPSIOIIETO [IEHTPa U IOATBEP K JAIOIINE TIPHHAICKHOCT
KJIFO4Ya MTPOBEPKH MIEKTPOHHOH MOJINCH BIAAEIbIly cCepTH(HUKATA KII0Ya TIPOBEPKH
3JIEKTPOHHOW MOJIUCH;

9JIEKTPOHHAS OAIUCE — HH(OPMALUs B 3JIEKTPOHHOH (hopMe, KOTOpasi MPUCOEANHEHA K
Jpyroit nHpopManuy B IEKTPOHHOM (popMe (IoanucpBaeMol HH(POPMAIMN) WX HHBIM
00pa3oM cBsI3aHa ¢ TaKOi MH(OpMaLUel 1 KOTOpast UCIIOJIB3YETCs AJIsl ONpe/IeICHUS UL,
TIOJINMCHIBAIONIETO HH(POPMALHIO.
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2. YCJIOBUs BBIIIOJIHEHUSA ITPOT'PAMMBI

2.1. TpeOoBaHus K annapaTHbIM cpeacTBaM

Be6-npunoxenue onepatopa [TAK Cloud DSS MokeT BBITOIHATHCS Ha CIIEAYIONIUX THITAX
YCTPOUCTB:

e nepcoHanbHas OBM;

¢ IUIAHIICT;

e cMapTdoH.

MunnmManpHas anmnaparHas KoHpuryparust st [IDBM:

nporeccop Intel x86;
oneparuBHas namsth 2 ['0;
)kéctkuit quck 500 MO;
CeTeBOU aganTep;

e KIABHATYPA;

® MaHUITYJSATOP «MBIIIHY.

2.2. TpeOoBaHusl K NPOrPaMMHBIM CpeIcTBaM

Be6-npunoxenue oneparopa [TAK Cloud DSS MoskeT BBIIONHATHCS B CIEAYIOIIUX
OINCPalMOHHBIX CHUCTEMAX.

Windows;
Linux;
macOS;
Android,;
i0S;
e jPadOS.
s pabots! BeG-nprioskerus onepatopa ITAK Cloud DSS tpebyercs Be6-6paysep,
nojaepskuBaromuii mporokoa HTML 4.0.
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3. BBIIIOJIHEHME IMPOI'PAMMBbI

3.1. 3arpy3ka npuJjioxkeHust

Jist 3arpy3Ku B€O-TIPHIIOKEHUS OTIepaTopa HE0OXOIMMO BITOIHNUTH CIEAYIONINE EHCTBHS!

e 3arpy3uTh BeO-Opaysep;

® B aJPECHOU CTPOKE 33JaTh aJpec BeO-TPIIIOKEHNUS OTIEpaTopa;

e [IOCIIE Iepeasipecanyl Ha BeO-MIPIIOKEHNE NACHTH(UKAINH, Ha CTPAHUIIE
ayTeHTU(UKAINK T0JIb30BATEIIS 3aJaTh YUETHbIEC JaHHbIE OIlepaTopa (JOTHUH U apoJb);

e eciu AJs orepaTopa TpedyeTcs BTOpUYHAs ayTeHTH(HKAIHS (OnpenessieTcss HaCTpOHKaMHu
ITAK Cloud DSS), Heo6X01uMO0 BBECTH OHOPA30BbIi MApOIIh, MONTYUCHHbIH B COOOIICHUN
(manpumep, B SMS) mmu chopMupoBaHHEIH CHIEIHATBHON TPOTpaMMOil Ha MOOHITEHOM
ycrpoiictse (mo npotokony HOTP [3] unn TOTP [2]);

e BBectu [IMH-xox nst noctyna k kmoueBoMy koHTelHepy Ha [TAKM «Curnan-KOM
HSM».

CepBep uaeHTUGVKaLMM DSS Oneparop DSS Web Server

BBeavTe M# No/b30BaTesis 1 Naponb

M8 nonb3oBaTens:

Maponb:

Pucynok 1

3.2. OCHOBHOE MEHIO

OCHOBHOE MEHIO BEO-TIPIIIOKEHHS OTIepaTopa pacIoiaraeTcs B IEBOH 9aCTH BeO-CTPAHHUIIBI U
COJICPKUT CJIETYIOLIHE ITyHKTHI:

e «Mowu cepruduKaTb» - MEHIO AJs1 PadOTHI € 3aIPOCaMH Ha CO3/IaHHEe CEPTU(HUKATOB KIIOYe
npoBepku OI1 u ceprudukatamu kiouet nmposepku Il onepaTtopa;

e «Ilonb3oBarenny - MEHIO 1Jisl pabOTHI CO CIMCKAMHM T0JIb30BaTelNel;

e «(3ampocsl Ha cepTH(UKAT» - MEHIO JUIsl pabOTHI C 3alIpOCaMK Ha CO3JlaHKe CepTU(PUKATOB
kimoueit mpoepku D11 monp3oBaTenei;

e «Ceprudukarsl M0JIB30BATEICH)» - MEHIO JUIsl pabOTHI ¢ cCepTH(HUKATAMH KITIOUeH TIPOBEPKU
OII nonb3oBarenei.

3.3. JleiicTBusi omepaTopa

3.3.1. T'eHepanms KiII0Yel U 3ampoca Ha co31aHue cepTUUKATA

Jis reneparn kimoved D11 u 3ampoca Ha coznanue cepTudukara kiroda npoepku J11
oreparopa HeOOXOMMO BEHITIONHUTH CICTYIONIUE ICHCTBUS:

e HaxaTrh oToOpaxxaeMmoe nMms Tpedyemoro Y1 nox mynkrom «Mou cepTHHHUKATED) TIIABHOTO
MEHIO;

Haxath KHONKY «[lomyuuts kirou DI1» (cM. PucyHok 2);

3a[aTh HaUMeHoBaHue Kkioya OlI;

BEIOpaTh Y1I;

BBIOpaTh abI0H (hOpMHUPOBaHUS 3arpoca Ha co3Janue cepTudukara Kimoda nposepku Ol
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e 3a1aTh aTpUOYTHI PA3INYUTEILHOTO UMEHH B 3a1Ipoce Ha cepTrdukar kiroya nposepku JI1;
e Haxarh KHONKY «CoxpaHuTh» (cM. PucyHok 3).

Onepartop DSS 2 ViBaHoB MBaH MBaHOBMY ~

2B Moy cepTUdUKaTbl

Mow cepTudmKkaThl ( YL, e-Notary Test CA)

Kniou It patawauana ¥ fataoxonuanma IT

TECTOBbIA KAtoY onepatopa Y1, 2 17.07.19 16.07.20 @ @ H

Notary-PRO Test CA 1

e-Notary Test CA

=]

2 Mone3osatenm

TecToBas rpynna 1
« Moyt kniod 311 3arpyzuTe cepTMdUKaT
@ 3anpock Ha cepTUgmKaT Buibepute dhaiin | Paiin He BbiGpax
Hosble (0)
# CepTudukaTel nonL3osatenei

TecTogan rpynna 1

Pucynox 2
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MonyYnTe KA 31

HavmeHosanwme knwoda 3N

TeCTOBLIA Kikd onepatepa Y1
YA0CTOBEPADLWWANA LEHTR

e-MNotary Test CA =

WaGnoH ¢opMUpoOBaHKA 3anpoca

WaénoH onepatopa -

MepcoHanbHbIE AaHHLIE NOAL30BATENA

*P.1.0. (CommonName) HecTpykTypuposaHHoe mmA (UnstructuredMame)

HMeaHoE MEaH VIBaHOBMY

*Afpec 3NeKTPOHHOW nouTs! (E-Mail) *MHH (INN)

ili@example.com

*Qprannsaumna (OrganizationName) PHC @ CC (RNS F55)
*NogpasgeneHne (OrganizationUnitName) KN @CC (KP F55)
*flonxHocTs (Title) *Pammnma (SurName)

onepatop D55

*Topoa (LocalityName) *Mmna, OTuecTeo (GivenName)
Mocksa
*D6nacTh (StateOrProvinceMName) HazeaHwe ynuukl, Homep goma (StreetAddress)
*Crpana (CountryName) OrPH (OGRN)
RU
CepuiiHblA Homep (SerialNumber) QOrPH AN (OGRNIP)
MouToBwii agpec (PostalAddress) *CHWMC (SNILS)

McesgoHum (Pseudonym)

Pucynoxk 3

3.3.2. BeIrpy3ska 3anpoca Ha co3JaHue cepTudukara B paiia

Jlnist BEITpY3KH 3aIipoca Ha co3aHue cepTudukara kitoda nposepku O11 B daiin HeoOXxo1umo
BBINOJIHUTG CIEAYIOUINE JEUCTBUS!

3.3.3.

Ha)KaTh oToOpaskaeMoe nMs Tpedyemoro Y11 o myHkToM «Mou cepTU(QHKATBD TIABHOTO
MEHIO;
BBIOpATh TPeOYyeMBbIil KIFOY U Ha)KaTh 3HAYOK 3arpy3ku (aitna (cMm. PucyHok 2).

3arpy3ka cepruduxara u3 gaiiia

st 3arpy3ku ceptudukara kioua nposepku I11 u3 daiiia He0OX0 MO BBITIOIHUTD
clenyroIKe NeUCTBYSL:

HaXXaTh oToOpaxkaemoe ums Tpedyemoro Y1 mox mynkroMm «Mowu cepTHPHUKATED TTTaBHOTO
MEHIO;
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e HaxaTh KHONKY «Bribepure daitn» (cMm. Pucynok 2).
3.3.4. Pa6ora ¢ rpynnamMu noJjib3oBarteJei

Jnst BBIOOpa TpyNIbI MONTB30BaTeNei HEOOXOANMO HaXKaTh 0TOOpaXkaeMoe UM TPYIIIBI IIOA
nyHKTOM «I10JIb30BaTEM» OCHOBHOTO MEHIO BEO-TIPHIIOKEHUS otieparopa (cMm. 1. 3.2).

Onepatop D55 X VieaHoE MBaH MBaHoBMY -

= iou CERTHPMKATEI

MNonezoeatenu ( 'pynna Tectoeas rpynna 1)

pp@example.com

Bsedume nouckoesil 2anpoc, 417 3moze Habepume AKEYK UISECTHYHK S0 UHGODMOLLA O NoAbIceamens

©.1.0 It Pervcrpauma ¥ Mocewenme it

TecroBasn ynna MeTpoe Netp MeTpoBuy 28.06.19 28.06.19

Pucynox 4
3.3.5. Pabora co CIUCKOM IOJIL30BaTe el

Iocne Br1OOpa rpymms! monb3oBaTeneit (cM. . 3.3.4), B MpaBoil yacTu BeO-TIpUIIOKEeHUS OyIeT
0TOOpaXKaThCsl CIMCOK MOJIb30BaTeNel TaHHOM rpymmbl (cM. PucyHok 4).

3.3.6. Perucrpanus y4éTHOH 3aNHCH 10JIb30BaTeJIs

Jliist co3maHust HOBOH y4eTHOM 3aIKCH TOJIb30BATENs HEOOXOJMMO BBITIOTHUTH CJICIYHOIIHE
TNCUCTBUS.

Ha CTPAHUIIC CO CITUCKOM MOJjb30Barelei (cM. . 3.3.5) HakaTh KHOTIKY «/]00aBUThHY;
Ha CTpaHuIe NpoQuiIs NONb30BaTellsl BBECTH (DaMUIIHIO, UM, OTYECTBO M0JIb30BATEL;
BBECTH aJJpeC AIEKTPOHHOI MOYTHI;

BBECTH HOMEP MOOMJIBHOTO Tene(oHa;

BBIOpaTh TPYIITy, B KOTOPYIO OYJET BKJIIOYEH M0JIb30BATEIb;

BBIOpATh METOJ BTOPHYHOM ay TCHTU(HUKALIH;

BbIOpaTh napametpsl OTP, eciu ObuT 3a1aH MeTO1 BTOpuuHO# ayTeHTndukainun TOTP [2]
wm HOTP [3];

c(hopMHpPOBATH CITUCOK OIIEPALNi, TPEOYIOIMX ITOATBEP)KACHUS MOTb30BaTEIs;
c(hOpMHUPOBATH CITUCOK TPAHCIIOPTHBIX CITYKO JJIsl OTIOBELICHHSI 0JIb30BATEIs;
HakaTh KHONKY «CoxpaHuTh» (cM. PucyHok 5);

COOOIIUTH yUETHBIEC JaHHBIE (JIOTHH U MapoJib) MOJIB30BATEIIO.

Ecnu Tpedyercst oTMeHNTH 10OaBIeHNE YUETHOM 3aIicH, HA)KMHUTE KHOTIKY «BepHyThes».

[Mocne coznanus y4yeTHas 3alMCh M0JIb30BaTe st OyneT 3abnokupoBana. YToObl pa30IoKHpOBaTh
YYeTHYIO 3anuch cMm. 1. 3.3.12.
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Onepatop D55 X VEaros MEar WeaHoBMY ~

= Wow cepTUdMKaTEl

Mpodwunb nonesoeatens ( pynna TectoBas rpynna 1)

e-Motary Test CA
MNpogwmnb
Notary-PRO Test CA 1
¢ @©.1.0. (CommonName)

2 Nonszosatenn MeTpos Metp MeTposuy

TecToean rpynna 1 Ajpec aNeKTPOHHOM| noyTsl (E-Mail)
] 3anpocl Ha CEPTUGHKET ppp@example.com
Homep mo6unbHoro Tenegoxa

Fpynna

Hogwie (0)

# CepTudukaTel Nnons3osaTened

TecTogan rpynna 1

TecToean rpynna 1

‘

MeTog ayTeHTUGUKaLHA

‘

TOTP
NapameTpu OTP

TOTP

‘

Onepauwi Tpe6yUME NOATBEPNAEHNA

Available Selected
Bxog & cucTemy - H Mognuce -
Cmena napons
Texepayns Kroueil v GOPMWPOEaHIE 38NPOCB
Cmena nuHa

OBHOBNEHWE cepTudiKkaTa
07308 cepTUdMKaTa
¥ganeHwe knmoqa

TpaHcnopT onoseweHna

Available Selected

Email a

SMS

X CoxpaHuts | #* BepHyThca
pa pHyTE:

Pucynox 5
3.3.7. BBoa aTpuOYTOB Pa3INYUTEIbHOI0 HMEHH MOJIb30BATEIs

ATpuOyYTHI pa3IMYUTEIHHOTO UMEHH B TIPO(QUIIE MTOJIH30BATENSI UCTIONb3YIOTCS IS
(hopmupoBaHus 3ampoca Ha co3naHue ceprudukara kitova nposepku D11 nonp3osarens. [Iponenypa
3aHeCeHHsl yKazaHHOH nHbopMaimu (MICHTU(PUKAIINS TMIHOCTH 3asIBUTEIIS, PACCMOTPEHHE
JIOKYMEHTOB H T.1I.) BeimoJHsietcst oneparopom Cloud DSS B cootBetcTBHH ¢ Permamentom
Y 1ocToBEPSIOLIETrO LIEHTpA.

BBopx nanHO# nH(OpMaLuK BO3MOXKEH MOCIIE 3aBEPILICHUS IPOLIEAYPBI CO3AaHMs yUETHON
3amucH nosb3oBarens (cM. m. 3.3.6).

s 3ananus aTpuOyToB pa3IMUMTEIFHOIO MMEHH B 3aIIpOce Ha CEPTU(HKAT KIIF0Ya IIPOBEPKU
OI1 nonp30BaTenss HEOOXOANMO BBITIOJIHUTH CIIEAYIOIINE JEHCTBHS:

® Ha CTPaHHUIIE CO CITUCKOM IOjIb30BarTesei (cM. 1. 3.3.5) HaiiTu 3aKiIaaKy ¢ Tpedyemoit
YYETHOM 3alnChIO;

Ha)KaTbh 3HAYOK IIapaMeTPOB TpeOyeMOil yueTHOH 3aIricH;

BBIOpATh BKIAAKY «ATpHOYTH MeHH X509»;

3aJ1aTh [IPOBEPEHHBIE aTPUOYTHI OJIB30BATEIS;

HaxaTh KHONIKY «CoxpaHuTh» (cM. PucyHoK 6).
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Onepatop D55 X Visaroe MeaH MsaHoeuy -

= \lou cepTdMKATSI

Mpodune nonbsosatens: MNeTpos MeTp MeTposuy ( pynna Tectosas

e-Notary Test CA rpyﬂrla 1 )
Notary-PRO Test CA1 poguns ATpWByTel meHn X509 CepTudmraTs: BTOpOi $akTop ayTeHTNGuKaL My
2 Non=sosstenn @©.1.0. (CommonName) HecTpyxtypuposanHoe uma (UnstructuredName)
Tecrosas rpynna 1 NeTpoe MNeTp MeTpoBuy
Appec 3INeKTPoHHOM nouTel (E-Mail) WHH (INN)

@ zanpocs ma ceprugnaT
ppp@example.com

Hosae (0) Opranmsaywms (OrganizationName) PHC ©CC (RNS F55)
# CepTudnkaTe nonssosaTened

Tecrosas rpynna 1 Noapasgenenue (OrganizationUnitName) KN @CC (KP FSS5)
Oomxnocts (Title) ®amunua (SurName)
lFopog (LocalityName) WMma, OTuecteo (GivenName)
O6nacTk (StateOrProvinceName) Haseanwme ynuusi, Homep goma (StreetAddress)
Ctpana (CountryName) OrPH (OGRN)
Cepwitnbiia Homep (SerialNumber) OFPH UM (OGRNIPF)
NouTosblii agpec (PostalAddress) CHWAC (SNILS)

Ncesgonum (Pseudonym)

Pucynox 6

3.3.8. TMony4yeHue pa3aesieMoro cekpera

Paznensiemblii cexpeT ucnonbsyercst B mpotokonax TOTP [2] u HOTP [3] anst BropuuHOi
ayTeHTH(]UKaAIMY TT0JIb30BaTeNel. Pa3nensieMplii cekper siBisieTcsi KOHPUICHMaNbHON HH(popMaIen
U JTOJKEH IepeaeTcs MoIb30BaTeNi0 IPH JIUIHOM BeTpeue (HanpuMep, IPHU PEruCTpaludl yUeTHOH
3anucu). Crioco6bl mepeadn pasaesisieMoro CeKpeta MOryT OBITh CIIE Y FOIIHMHE:

e ckanupoBanue QR-koza mosb30BaTeNeM HEMOCPEIACTBEHHO C 9KpaHa MOHUTOpA OIepaTopa C
OMOIIBI0 MOOMIbHOTO ipuiokerus OTP-kiuenra (Hanpumep, Google Authenticator);

e nepenava QR-kozaa nonp3oBarelnto Ha OyMaKHOM HOCUTENE JUIS TOCIEYIOIIET0
CKaHMPOBAHUS C TIOMOILBI0 MOOMITbHOTO Npritoxkenust OTP-kiueHTa.

JanHbIi (yHKIMOHAT JOCTYIIEH ONepaTopy, €CII B IPO(HIIe T0JIb30BATENS 33/1aH METO/
BTopuyHoi ayreHTHuKanun TOTP mim HOTP (cm. . 3.3.6).

[Nomy4enne nanHOM MHGOPMALIH BO3MOXKHO TIOCIIE 3aBEPIICHHS TPOLIETYPHI CO3/1aHUs
y4YeTHOI 3armucu nojp3oBateis (cM. . 3.3.6).

Jis mosmydeHus pa3aensieMoro cexpeTa mojas3osarens B Buae QR-koxa HeoOxoamMo
BBITTOJIHUTH CIEAYIONINE ACHCTBHS:

e Ha CTpPaHMIIE CO CITMCKOM MOJb30BatTesei (cM. 1. 3.3.5) HalTH 3akiIaaKy ¢ TpeOyeMoin
YUYETHOM 3aI1ChIO;

e Ha)XaTh 3HAYOK IapaMeTpoB TpeOyeMoil yueTHOi 3amnucy;

e BBIOpaTh BKIAAKY «BTOpoii dhakTop ayTeHTUDUKAIIII;

® HaxaTh KHOMKY cripaBa oT noJisi «Pazaensemsrii cekpet anst TOTP u HOTP metonoBy» (cwm.
PucyHok 7).
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Onepatop D55

X VieaHos WsaH MBaHOEMY +

= low cepTudmkaTal
Mpodune nonbsosatens: MNetpos MNeTp MeTposuy ( [pynna Tectosas
Motary-FRO Test CA 1 ’_pyﬂna ‘l )

e-Notary Test CA i A R

pogwmns ATpUByTH MMeHw X509 CepTrpmraTs Bropoii pakTop ayTeHTUdHKaLMM

A Monszozatenn
Paspenaembiii cexpeT ans TOTP 1 HOTP meTos08

ecToBaA rpynna 1
O 35npoce Ha ceprudmraT MNoaTsepxaeHue Homepa TenedoHa

Hoewie (0)

NoATBEpPXAEHWE aApeca INEKTPOHHON NoYTLI

oRo

# CepTrdukaTsl nons3osatenei

ecToBaA rpynna 1

Pucynox 7

B ciydae ycreimHoro BhIIOIHEHHS OIIEpalliy Ha TeKyIei crpanune Oynet otodpaxarscs QR-
KOJI pa3JIeNiIeMOT0 CEKpeTa Mmojb3oBatens (cM. PrcyHok 8).

Onepatop D55

2 Visaros WisaH MBaHoBMH ~

™
&= Mon cepTidikaTsl MepcoHantHbie AaHHBIE NONL30EETENA YCNEWHO M3MEHEHbI

e-Notary Test CA

Notary-PRO Test CA 1 Mpodune nonesosatens: MNetpos Metp Metposuy ( Mpynna TecTosas
rpynna 1)

2 Monssosatenn

Mpogmns ATpuByThl MMeHK X509 CepTupmxaT: Bropoi dakTop syTeHTUdMKaLMA

Tectosaa rpynna 1

] 3anpocsl Ha CEPTHUGHKET
Hoguie (0)

W CepTvONKaTE NoN=308aTENER

ecToEaq rpynna 1

MoagreepxpaeHne Homepa TenegoHa

NMogTeepxgerne agpeca 3NeKTPOHHOR NOYTbI

oa

Pucynoxk 8
3.3.9. IloarBep:kaeHue HoMepa TeJjedoHa

st ornpaBku SMS nonb3oBatento (HarpuMmep, eciu B Ipoduie Mob30BaTels 3a1aH METO
BTOpHyHOU ayreHTHuKanun «OTP yepe3s SMSy» u/unu Tpancnopt onoseweHns «SMSy) Heo6xoauMo
MOATBEPXKJICHNE HOMepa TenedoHa rnojbp3oBareis. [loaTBepkaeHne HoMepa Tesie)oHa OIb30BaTEIs
OCYIIECTBIISIETCS IIPH JINYHON BCTpeue (HarpuMep, Ipy perucTpaliy yYeTHOH 3aIich) U IpH HATMYUH
y MOJIb30BaTENsI COOTBETCTBYIOIIET0 ycTpoiicTBa s mpuema SMS.

[epen BeINONHEHNEM JJAHHOH ONEpallik HOMeEp Tesie()OHa MOIB30BATENS JOJKEH OBITh
NpeIBapUTEIbHO COXpaHeH B mpoduie nons3osarens (cM. 1. 3.3.6).

Jlst moATBep K ACHUST HOMepa TellehoHa MOTb30BaTENsT HEOOXOUMO BBITIOTHUTD CIEAYIONTHE
JIEUCTBHS:

® Ha CTPaHHUIIE CO CITUCKOM MOJb30BatTenel (cM. 1. 3.3.5) HalTH 3aKIAIKy ¢ TpeOyeMoi
YUYETHOM 3aIKChI0;
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Ha)KaTh 3HAYOK I1apaMeTPOB TpeOyeMOil yueTHOH 3aIlicH;

BBIOpaTh BKIaAKY «Bropoit hakTop ayreHTHOUKAIMNY;

HaXaTh KHOTIKY crpaBa oT 1oiist «IloarsepskaeHre HoMmepa Tenedonay (cM. PucyHOK 7);

ormeparop OyIeT MepeHanpasiicH Ha CTPaHHUILy cepBepa uiaeHTuuKanmu (cM. Pucyrok 9), a

MIOJIB30BATENIO OyAeT oTIpaBieHo SMS ¢ 0THOPa30BEIM MapoJieM, KOTOPHIH OH JOJDKEH

COOOIINTE OIIEPaTopPYy;

e Ha CTpaHULE cepBepa HICHTH(HUKALMN OIIEpaTop JOJDKEH 331aTh COOOIICHHBIH
0JIB30BATENIEM OJHOPA30BEIN MapoiIb M HaXKaTh KHONKY «BBecTn»;

e II0CIIE YCIELIHOTO 3aBepIICHUs ONepaliy oepaTop OyAeT mepeHalpaBieH 00paTHO Ha

CTpaHuIly NpoQHIs M0JIb30BaTENs (B 3ar0JIOBKE HOMepa MOOMIIBHOTO TenedoHa Oyaer

0TOOpaXkaThCsl CTATYC «TeNe(OH MOATBEPIKACHY).

BBEAWUTE KO NOATBEPXKAEHUA

feHWe HOMEepa TeNe@oHa.

Koa noar ASHWA

BepHyTbcs B NpUNoXeHve

Pucynox 9
3.3.10. IToaTBep:kaeHUe ajpeca HIEKTPOHHOIH MOYTHI

JJ1st OTIPaBKH SJIEKTPOHHO MOYTHI MMOJIB30BATENIO (HAIPUMED, €CIIH B MPpoduIIe MOIb30BaTeIs
3aj71aH MeTo/1 BTopuuHOi ayreHtudukanun «OTP yepe3 eMail» n/unu tpancnopt onoseieHus
«Email») HeobxomumMo onTBepKICHHE aapeca IEeKTPOHHOM MOUTHI oJb30BaTeNs. [loaTBepKIcHHE
ajipeca 3JIEKTPOHHOH MOYTHI ITOJIb30BATENS OCYIIECTBISETCS MTPH JIMYHON BCTpeue (HarpuMmep, npu
perucTpanyy Y9eTHOH 3aIMCH) ¥ IPY BO3MOXHOCTH I10JIb30BaTEINs MOIydYaTh ¥ MPOCMaTpHBaTh
COOOIIEHNS CBOEH 3JIEKTPOHHOM TOUTHI.

Ilepen BeINONHEHUEM JAaHHOM ONepaluy afpec AIEKTPOHHOM MOUYTHI NOIb30BATENS AOJKEH
OBITh PEBAPUTEIBHO COXPaHEH B mpoduiie mons3oBarens (cMm. 1. 3.3.6).

Jis moATBEepKACHUS aipeca IIEKTPOHHOM IMOYTHI MOIB30BATENS HEOOXOIMMO BBIITOTHUTD
CIeAyIOIIHEe IeUCTBUS:

® Ha CTpaHHIIE CO CITUCKOM MoJjb30oBarenei (cM. 11. 3.3.5) HaiiTu 3aknaaky ¢ Tpedyemoin

YYETHOH 3aIIUChIO;
e Ha)XaTh 3HAYOK MapaMeTpOB TpeOyeMoil yueTHO 3amnucy;
e BrIOpaTh BKIAIKy «BTopoii ¢pakTop ayTeHTHOHUKAITNNY,
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e HaXaTh KHOIKY ciipaBa oT nois «[loarBepskaeHue agpeca 3IEeKTPOHHOM MOYTHI» (CM.
PucyHok 7);

e ormepaTop Oy/eT IepeHanpasieH Ha CTPaHUIly cepBepa uaeHTuukamuu (cM. Pucyrok 10), a
T0JIB30BATEIIO OYAET OTIPABICHO COOOIICHUE 3JIEKTPOHHON ITOYTHI C OTHOPAa30BbIM
napoJieM, KOTOPBIH OH JOJDKEH COOOIIUTE OIepaTopy;

e Ha CTpaHHLE cepBepa HICHTH(HUKALMN OIIepaTop JOJDKEH 3a1aTh COOOICHHBIH
OJIB30BATEJIEM OJHOPA30BEIN MapoIb M HAXKATh KHOIIKY «BBecTi»;

e [I0CIIC YCIICNIHOTO 3aBEPIICHNUS ONepalliy olepaTop OyaeT nepeHalpaBiieH 00paTHO Ha
CTpaHuIly NpoQuIs MOJIB30BATENs (B 3ar0JIOBKE a/ipeca JIEKTPOHHOH MOYTH OyaeT
0TOOpaXKaThCsl CTATYC «aJpec AEKTPOHHOH MOYTHI HOATBEPIKICH).

BBeauTe KoA NOATBEPXKAEHUA

TpaH3akuus 94603971. NMoaTsepxaeHue aapeca email. Beegute

Beecw

BepHyTbCR B NpUnoXeHne

Pucynox 10
3.3.11. U3meHeHHe NapaMeTPOB YYETHOI 3aMUCH NOJIb30BATES
I[J'I?[ HU3MCHCHMS NTapaMETPOB yquHoﬁ 3allMCH IT0JIb30BAaTCIIA H606XOZ[I/IMO BBIIIOJTHUTH
clenyromue qeicTBus:

® Ha CTPaHHIIE CO CITUCKOM IOjIb30Baresei (cM. . 3.3.5) HaiiTu 3aKimaaKy ¢ Tpedyemoit
YYETHOU 3aIHCEIO;

® Ha)KaTh 3HAYOK IMapaMeTPOB TPeOyeMOll YUeTHOH 3aIHCH;

® 3MEHUTH TPeOyeMbIe MapaMeTpHI;

e Haxarh KHOMNKY «CoxpaHuth» (cM. Pucynok 5).

Ecou Tpe6yeTC$[ OTMCHUTH BHECCCHHBIC UBMCHCHUA, HAXKMUTEC KHOIIKY ((BepHyTBCﬂ».

3.3.12. BaokupoBka/pa30I0KHPOBKA YYETHOI 3aNIMCH M0JIB30BATES

Jlist GIOKMPOBKK/Pa30IOKUPOBKH YYETHOM 3aITMCH TOJIb30BATENST HEOOXOMMO BBITOJHUTE
CleAyIoIINe IeUCTBUS:

® Ha CTpPaHHUIIE CO CITUCKOM Mojb30Barenel (cM. m. 3.3.5) HaiiTu 3akimanky ¢ Tpedyemoit
YYETHOU 3aIHCEIO;
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e HaXaTh 3HAYOK cTaTyca TpeOyeMoH y4eTHOH 3alncH;
e [IOATBEPJIUTH U3MEHEHUE CTaTyCa YUETHOU 3aIHCH.

3.3.13. Yaanenue y4€éTHOM 3alIMCH M0JI30BaTeJIsI

i ynaneHus y9eTHOH 3aIKCH TOJIb30BaTe sl HeOOXOAMMO BBITIONHUTH CIICIYIOIIHE ACHCTBHS:

e Ha CTPaHHUIIE CO CITMCKOM Mojb30Bareneit (cM. 1. 3.3.5) HaiiTi 3akmanky ¢ Tpedyemoit
YYETHOH 3aIUChIO;
® Ha)XaTh 3HAYOK YHAJCHUS TPeOyeMOn YUETHOU 3aIUCH;
¢ TOATBEPIMTH yAAJICHHUE YICTHOH 3aIHCH.
JloruH ynaneHHOW y4eTHOH 3aIicy He MOXKET B TAJIbHEHIIIEM HCIIO0JIb30BaThCS MIPU
perucTpanuu/peIaKTHPOBAHUH APYTUX YUSTHBIX 3aHCEH.

3.3.14. lloanucanue 3aMPOCOB HA CO3/1aHNe CePTH(PUKATOB MOJIb30BaTeNei

J1Jis BBITIOJTHEHUS JAHHOW OTIEPALUH ONEPATOP JODKEH CTCHEPUPOBATH KITFOYH U TOIYYHUTh B
VII ceprudukar kiaroua nmposepku 11 oneparopa VI (em. m. 3.3.1, . 3.3.2 u m. 3.3.3).

Jis noamucanust U otpaBku B Y1 3ampocoB Ha co3maHne cepTr(UKATOB KITFOYEH IPOBEPKU
Ol nonp3oBaTeneii HeOOXOAMMO BBITIONHUTH CICIYIOIINE NSHCTBUS:

e BBIOpaTh B MEHIO «3anpockl Ha cepTHdukaT» myHKT « HoBbIE»;

e BBIOpaTh TPeOYEMBIH 3aIpoc HA CO3JaHNe CepTU(HKATA,

® HaXaTh 3HAYOK CEPTUPHUKAIIH;

® TOATBEPIMTH CEPTH(HKAIMIO 3a1poca Ha CO3/laHne cepTU(HKaTa.

Oneparop DSS 2 VisaHoE MBaH MBaHoBNY +

8 \Vlov cepTOMKaTEI
3aI'IpOCbI Ha CepTM¢)MKaT
e-Notary Test CA
Bnapeney 1 YpocToBepslownii uexTp It
Notary-PRO Test CA 1
) emailAddress=ppp@example.com, CN=MeTpos MeTp MeTposny e-Notary Test CA
P o
2 Nonb3osaren
Tecrosas rpynna 1
@ 3anpocs! Ha cepTUdukaT
Hosele (1)

¥ CepTnounkarsl none3osarenei

TecToBas rpynna 1

Pucynok 11
3.3.15. AunyaupoBaHue cepTudukKaTa

s anHysmpoBanus ceptudukaTa Kimoda nposepku JI1 onepaTtopa HEOOXOANMO BBITOJIHUTH
clenyouye eUCTBU !
e HaxaTh oTOOpaxkaemoe uMs Tpedyemoro Y1 nox nmyHkrom «Mou cepTU(GHKATH TIaBHOI'O
MEHIO;
e BbIOpath BKIaAKy «CepTHdUKaThI»;
e BBIOpaTh TpeOyeMbIi cepTH(HUKAT B CITUCKE U HA)KaTh 3HAYOK CBOMCTB cepTU(HKATA;
® Ha CTpaHHIIEe CBOMCTB cepTU(HKaTa HaKaTh KHONKY «OT03BaTh cepTudukar» (cM. PucyHnox
12).
s aaHy IMpoBaHuA cepTUdUKaTa Kifoda mposepku D11 mosip3oBaTesnss HEOOXOIMMO
BBITIOJIHUTH CJIEIyIOLIUE JEHCTBUS

e HaXkaTh OTOOpaxxaeMoe UMs TpeOyeMOoil IPpyIIIbI TOJIB30BaTENeH MO ITyHKTOM
«Ceptudukarsl OIH30BATENCH» TIABHOTO MEHIO;
e BrIOpaTh TpebyeMmsblil cepTu(UKAT B CITUCKE W HAXKATh 3HAYOK CBOWCTB cepTH(HKATA,;

e Ha CTpPaHMIIE CBOICTB cepTU(HUKATa HAXKATh KHONKY «OT03BaTh cepTudukar» (cM. PucyHok
12).
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Onepatop D55 4 VEaros MeaH MeaHo

= \low cepTudmKaTal

Ceptudukar

Test CA

e-Mota
ATpUEYT 3HaueHne
Notary-PRO Test CA 1
CepTwdukar.

A NonszosaTenn _

Bnaaeney emailAddress=ppp@example.com, CN=NeTpos MNeTp NeTposuy

Wzgatens Chi=e-N

9 3anpoce: na cepTuduaT Liata nauana Frijul 19 13:31:48 MSK 2019
Hoseie (0) AaTa OKOHYaH KA Sat Mov 16 13:31:48 MSK 2019

# CepTudunkaTsl Nonb30saTeneil CTaTyc CEpTUPMKAT AeiicTEMTENEH

@ Oroseats cepTrgukar 2 Mepeiitv k Bnagensyy ceprugukata 4 BepHyTao

ecTOBEA rpynng |

Pucynok 12
3.3.16. Ynaaenue kiaroua JI1

Jns ynanenns kmodva D11 onepaTtopa He0OXOIMMO BEIITOIHATH CIIEAYIOIHE ACHCTBUS:

e HaxaTh oTOOpaxkaeMoe uMs Tpedyemoro Y1 nox myHkrom «Mou cepTU(GHKATHD TIABHOI'O
MEHIO;

e BBIOpaTh TpeOyeMblii Kiarod D11 B criicke M Ha)KaTh 3HAYOK yJaJICHUS;

® TOATBEPAMTH yaaneHue kioda OI1.

3.3.17. Cmena napoJs

JIyist cMEHBI TapoJis orepaTropa HeoOXOAUMO BBIMOJIHUTH CICAYIONIUE CHCTBUS:

e HaXaTh 0TOOpaXkaeMoe MM OIlepaTopa B IIPAaBOM BEPXHEM YTIIy BEO-TIPHIIOKECHUS;

e BBIOpaTh MMyHKT MEHIO «CMEHUTH IAPOIIbY;

e TIOCIIE IIepeasipecany Ha BeO-TIPHIIOKEHNE NACHTU(UKALNY, Ha CTPAHHUIIE CMEHBI MTapoJIs
BBECTH CTapblii MApOJIb ¥ HOBBII Mapoib (BaXKABI VIS TTOITBEPKACHHSA);

® HaXXaTh KHOIIKY «YCTAHOBHTHY.

3.3.18. Cmena IUH-xoaa

Just emenst [TMH-xona st qocTyna K KIIIOYEBOMY KOHTEHHEpY orepaTopa Heo0X0IMMO
BBINOJIHUTB CIEAYIOUINE JEUCTBU !

® HaxaTh OTOOpaXkaeMoe MMsl OIlepaTopa B IIPABOM BEPXHEM YTy BEO-IIPUIIOKEHUS;
e BeIOpaTh MyHKT MeHI0 «CmennTs [IMH-ko1»;

e [IOCTIe Iepeaapecaniy Ha BeO-PIIOKeHNE HIeHTH(OUKANH, Ha cTpaHuIe cMeHbl [TMH-
koxa BBecTH ctapsiid [IMH-kox u HoBbIN [TMH-KOI (MBaXKIIBI 111 IOATBEPKIACHNUA);
® HaXaTh KHONKY «YCTaHOBUTHY.

3.4. 3aBepuienue padoTbl

Jlist 3aBepieHUs paboThl B BEO-TIPIIIOKEHUH OTlepaTopa HEOOXOUMO BBIITOJHUTE CIICTYFOIIHE
JIEUCTBHS.

e HakaTh OTOOpa)xaeMoe UM OIepaTopa B IPABOM BEPXHEM YTIIy BeO-TIPHIIOKEHHUS;
e BEIOpATh MyHKT MEHIO «BBIX0Om».
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4. COOBHLIEHUS OIIEPATOPY

COO6III€HI/I$I MporpaMMBbl oni€paTopy pC€aJin30BaHbl B BUAC MOAAJIBHBIX JUAJIOTOB WIN B BUAC
HaAIKUCEH U MoJACKa30K, 0T06pa>1<aeme Ha TeKymeﬁ Be6-CTpaHI/IHe.
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