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AHHOTANUA

[punoxenune Signal-COM TSP Server npenHasHaveHo IS BBITYCKA 3JEKTPOHHBIX
ITaMIoB BpeMenu B cootsercTBun ¢ RFC 3161 [1].

[punoxenune Signal-COM TSP Server sipnsietcss KOMIIOHEHTOM MPOrPaAMMHO-
anmaparHoro Kominiekca yaocrosepsiroriero tenrpa (ITAK VII) «Notary-PRO 2.8».

Hacrosimuit JOKyMEHT COAEPKUT PYKOBOACTBO CHCTEMHOTO MPOTPAMMHECTA
(ammunucTpaTopa) npuitoxkenus Signal-COM TSP Server.

© 2007-2019 3A0 «Curnan-KOM».
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1. OBIIME CBEIEHUS O TIPOI'PAMME

1.1. Ha3HauyeHue

Ipunoxenune Signal-COM TSP Server npegHazHa4eHO U151 BBITYCKa JEKTPOHHBIX
mtamnoB BpemeHu B cootBerctBun ¢ RFC 3161 [1]. [lpunoxeHne moaaepKuBacT Kak
poccuiickue, Tak 1 3apy0eKHbIe KpUITOrpaguIecKue airopuTMBI.

1.2. Cnmcok cokpamieHuit

B nactosmem PYKOBOJACTBC MCIOJIB3YHOTCA CIACAYIOMINE COKPAIICHUSA:

JACY — maT4uk cryqaifHBIX YHCeT,;

[TAK — nporpaMmMHoO-anmnapaTHbIil KOMILJIEKC;

CK3U — cpenctBo Kpunrorpaduaeckoii 3auuTsl HHGOpPMAIIHH;
V11 — yaocToBepsOLuUi IEHTP;

OIl - QJICKTPOHHAs MOATIUCDH,

CRL — Certificate Revocation List;

GPS — Global Positioning System;

HTTP — Hypertext Transfer Protocol;

ITU-T — International Telecommunication Union - Telecommunication sector;
OID — Object Identifier;

NTP — NetworkTtime Protocol;

RFC — Request for Comments;

e TSA - Time Stamping Authority;

e TSP - Time-Stamp Protocol.

1.3. TepMuHBI U onpeeIeHUA

B HacTosIEM pyKOBOJCTBE UCHONB3YIOTCS CIECAYIOIINUE TEPMHHBIL:

e  KJIIOY JIEKTPOHHOM MOJIUCH — YHUKAJIbHAS [IOCIEA0BATEIbHOCTh CUMBOJIOB,
IIpeIHa3HauEeHHasl IS CO3/1aHuUs DJIEKTPOHHOM NOJIINCH;

¢  YIOCTOBEPAIOIIUH LIEHTP — IOPUIMIECKOE U0, OCYIIECTBIAIONME HYHKIUH [0
CO3JIaHUIO U BbIa4e CepTU(HHUKATOB KIFOUYEH MPOBEPKU 3JICKTPOHHBIX MOJITUCEH

e cepTU(UKAT KITI0Ya NPOBEPKH AJIEKTPOHHOM MOAMUCH — JOKYMEHT B JIEKTPOHHOM
BHU/IE WJIM JOKYMEHT Ha OyMa)KHOM HOCHTENIE, BBIAAHHbBIE Y JOCTOBEPSIOIINM
LEHTPOM JINOO TOBEPEHHBIM JIUIIOM Y IOCTOBEPSIOIIETO [IEHTPA U TIOATBEP KIAIOIINE
MIPUHAIKHOCTD KJTI0Ya MPOBEPKH AJIEKTPOHHOH HOATMCH BIIAICNbIYy cepTuduKara
KJII04a NPOBEPKHU IIEKTPOHHON MOJINCH;

® CpE/CTBO IEKTPOHHOH MOANHCH — MH(pOoBaIbHBIE (KpUITOrpadMuecKre) CpeacTna,
UCTIONIB3yEMBIE ISl peaTu3alliy XOTs Obl OZTHOM U3 CIeAyIomUX QYHKIMH - CO3aHue
JJIEKTPOHHOM MOAINCH, TPOBEPKA DIIEKTPOHHOM MOIUCH, CO3[JaHHE KITI0Ya
3JIEKTPOHHOM MOJIUCH U KJIF0Ya IIPOBEPKU 3JIEKTPOHHOM MOTINCH;

® DJIEKTPOHHAsS MOANKCH — MH(GOPMALUS B 3JICKTPOHHOM (opMe, KoTopast
MPUCOeIMHEHa K APYroil nHpOpMAaIMK B JIEKTPOHHOH (hopme (TToMchIBaeMOi
nHpopMannm) UK UHBIM 00pa30M CBsi3aHa ¢ Takoi MH(popMaLuel 1 KoTopas
UCTIONB3YeTCS ATt OTIPEIeTICHN JIUIA, HOAMUCHIBAIONIET0 HH(POPMALIHIO.

1.4, TexHnuyeckHue XapaKTepUCTHKHU

Signal-COM TSP Server ucnons3yet B KauecTBe TpaHCIOPTHOTO mpotokoi HTTP, B
COOTBETCTBHH ¢ pazmenom 3.4 RFC 3161 [1].

CepBep CIocoOeH noAACPIKUBATH JII00bBIE AJITOPUTMBI X3IIMPOBAHUSA, B TOM YHUCJIC:

TOCT P 34.11-2012 [13];

TOCT P 34.11-94 [12];

SHA-1 [8];

SHA-256 [9];

SHA-384 [9];

SHA-512 [9];

CepBep moaaepKUBaeT CIEYIONINE aJTOPUTMBI SJIEKTPOHHOM TTOIHUCH:
e TOCT P 34.10-2012 [14];
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e RSA[7]
MaxkcumaiibHasg TOYHOCTH IITAMIIOB BPEMCHU — 1 MC.

[punoxenune Signal-COM TSP Server BEITIONHEHO MO0 TEXHOJIOTHH CEPBIETOB M MOKET
UCTIONHSITHCS Ha JTF0OOM cepBepe MPHIIOKEHH (M KOHTEHHEPE CEPBIICTOB), PealH3yOIIeM
cnerudukarmo Serviet APl 2.5+

Signal-COM TSP Server ucnons3yet cepTHHUKATHI KITFOUCH TIPOBEPKH SIECKTPOHHON
noxmucu B popmare ITU-T X.509 [3], RFC 3280 [4], RFC 4491 [19] u pexomennanuit TK26
[Omn6ka! McTounuk cChbIKA He HaiieH., 21]. CepTrdukar Kitova MpoBEPKU IECKTPOHHON
nognucy TSA IOIDKeH yIOBIETBOPSTH TpeOOBaHMAM, U3I0KEeHHBIM B paszaene 2.3 RFC 3161
[1].

[punoxenne Signal-COM TSP Server obpariiaercs K peaqu3aii KpUunrorpahuaeckix
npuMHUTHBOB depe3 unrepdeiic JCA [19]. B wactHOCTH, poccuiickue KpunrTorpaduueckue
AITOPHUTMBI peain30BaHbl B mpoBaiiaepe Signal-COM JCP [18].

[Ipu pa3zpaboTke NPHIIOKEHUS UCIIOJIB30BAHO CPEJICTBO KPUNTOrpaduuecKon 3aIuThl
uapopmanun (CK3U1) «Signal-COM JCP 3.1» [16], umeroree ceptudukar coorBerctBrsi ®CH
Poccun.
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2. CTPYKTYPA IIPOI'PAMMBI

[punoxenune Signal-COM TSP Server cocTouT U3 CIIeLyOINX KOMIIOHEHTOB:

e {Sp-Server.war — apxuB, COACPIKAILHIA MPUITOKECHHE U HEOOXOAUMBIC OHOTHOTEKH;
o tsp-conf.xml — ¢aiin koHdpurypamuu.
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3. HACTPOMKA ITPOT'PAMMBI

VcraHoBka u koHbuUrypupoBanue npunoxerus Signal-COM TSP Server paccMoTpeHsl
Ha TIpEMepe KCIONIb30BaHusI KOHTeHepa cepBieToB Apache Tomcat 7
(http://tomcat.apache.org).

3.1. TloaroroBka oKpy:KeHHs

st paszsépreiBanus npunoxerns Signal-COM TSP Server Heo6xo1uMo
NpeIBaPUTEIbHO YCTAHOBUTS:

e JRE/IDK 1.6.0+ (cM. http://java.com unu
http://www.oracle.com/technetwork/java/javase/downloads/index.html);
e  Apache Tomcat 7.0+ (cm. http://tomcat.apache.org/download-70.cqi).

IoapoOHbIe HHCTPYKLNH IO YCTaHOBKE U HacTpoiike Apache Tomcat 7 cm.
http://tomcat.apache.org/tomcat-7.0-doc/setup.html.

3.2. BbicTpblii cTapT

B cocraBe muctpuOyTHBa HMEETCS TECTOBBIN MpHMep KoHpurypanuu (daiin conf/tsp-
conf.xml) u HaGop TecToBBIX KirOUEH (Katamor conf/tsa).

I[J'I?[ 6BICTp01"O CcTapTa NPpUIJIOKCHUS BBIIIOJTHUTC CICAYIOMINC ,Z[eﬁCTBH?IZ

e ybGemurech, uto cepBep Apache Tomcat 3arpysxken;

e  BBINOJHUTE paszapxuBaimio auctpudyTusa Signal-COM TSP Server B
npou3BosibHOM KaTasnore (jar Xvf tsp-server-x.x.X.zip);

e  cxomupyiTe daiiibl TecToBoit koHbuUrypauuu conf/tsp-conf.xml u conf/tsp-conf.dtd
B karajnor SCATALINA_ HOME/conf;

e  CKONMpYIiTe KaTaJor ¢ TECTOBBIM HabopoM Kitoueid conf/tsa B karainor
$CATALINA_HOME/conf;

e  ckomupyiite (aiin tsp-server.war s katasor SCATALINA HOME/webapps.

[punoxxerne OyneT aBTOMAaTHYESCKH PAa3BEPHYTO U 3arpy’KEHO HA BHINIOJIHEHUE B

KOHTeKcTe /tsp-server (1.e. goctynHo mo URL http://example.com:8080/tsp-server).
TecToBble HAOOPHI KINIOYEH U TECTOBBIN HACHTH(OUKATOP IMOJUTUKHU ITAMIIOB BpEMEHH

(1.3.6.1.4.1.5849.3.4.1) He MOMKHBI UCTIOIB30BATHCS MIPH HITATHOM KCILTyaTAIIMH IPUIOKEHUST
Signal-COM TSP Server.

3.3. HcTOYHUK TOYHOr0 BpeMeHH

[Tpu popmMHUpoBaHKY LITAMIIOB BPEMEHH NPUIIOKEHUEM HCIIOIb3YETCSl CHCTEMHOE BpeMs,
0053aHHOCTH 00ecIeueHHsI TOYHOCTH CUCTEMHBIX YacOB BO3JIaraeTcsl Ha aIMHHHUCTPATOPA.

CucremHoe BpEMs, B 3aBUCUMOCTH OT TpC6OBaHI/II71 K TOYHOCTHU U 6630HaCHOCTI/I, MOXET
CHUHXPOHU3HUPOBATBHCA OT:

®  ABTOHOMHOI'O HCTOYHHKA BPEMEHH (MCIOJIB3YIONIEr0 aTOMHBIE Yachl JIUOO
GPS/TJIOHACC-npuémHHEK);
e  ceTeBOro MCTouHUKA BpeMenu (o nporokosny NTP/SNTP).

3.4. Co3nanue kaoyeii I u kiaoueii npoepku 11

IMpunoxenune Signal-COM TSP Server He coJiepKUT CPEICTB FeHEPALMU 1
o0CTy)XUBaHUsI Kpunrorpadguueckux kiroueit u cepruduraror X.509. s atux neneit
HE00XO0/IMMO HCIOJIB30BaTh IPYTHe CPEICTBA, HAIIPUMED:

e mpunoxerune Admin-PKI [20];
e npunoxenue keytool us cocrasa JRE/JDK.
Ju1st coznanust Kirouen 2JIeKTpOHHON MOJIMUCH U KIIIoUed MPOBEPKH 3JIEKTPOHHOM

noanucu 'OCT P 34.10-2012 nomKHBI MCTIONB30BAThCS CPEJICTBA KPUIITOTPAdUECKOH 3aIIUThI
nadopmanun, cepruduuuposanusie @Ch Poccun.


http://tomcat.apache.org/
http://java.com/
http://www.oracle.com/technetwork/java/javase/downloads/index.html
http://tomcat.apache.org/download-70.cgi
http://tomcat.apache.org/tomcat-7.0-doc/setup.html
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3.5. JlaTumk cayqaiHbIX Yucel

Ipu cozaanuu snexrponnoit noamucu [OCT P 34.10-2012 npunoxenue Signal-COM
TSP Server nomxHO HCNOIB30BaTh AAaTYUK ciaydaitHbix gucen «GOST28147PRNGy,
peamuzoBanublii B CK3U «Signal-COM JCP 3.1» [18].

Wuunnmanusanus aaraunka cnyvyadusix gncen «GOST28147PRNGy npousBoautcs oT
BEKTOpa COCTOSTHMS, XpaHsuierocs B kimouesom konteitnepe CK3U «Signal-COM JCP 3.1»
[16]. Tpunoxenue Signal-COM TSP Server He coaeps>KUT CPEICTB TeHEPAIUH KIFOUEBBIX
KOHTEHHEPOB — 3Ta ONepanus JODKHA IIPOU3BOIUTHCS C UCIOIb30BaHUEM JIIOOBIX IPYTUX
cpencts, ucnonb3ywoinx CK3U (nanpumep, Admin-PKI [20]).

B cocrase muctpubyTrBa (B KaTanore Native) mocTaisoTes miaThopMO3aBUCHMBIE
MOYJIH, HeoOXoquMbIe A7 paboThl natunka ciy4vaitaeix uncen CK3U «Signal-COM JCP 3.1».
Mopynu npeAcTaBIsIIOT co00i AMHAMUYECKUEe OMOITHOTEKH:

e rdtsc.dll - st Windows;

e librdtsc.so - st Linux u Solaris.

COOTBETCTBYIOIINI MOIYJIb TODKEH OBITH pa3MEIleH B JOCTYITHOM KaTaore,
OITICaHHOM B mepemeHHo okpyxenus PATH (Windows) mu6o LD_LIBRARY_PATH (Linux,
Solaris).

3.6. KoundurypupoBanue

Kougurypuposanue npuioxerus Signal-COM TSP Server ocymiecTBisieTcst myTém
peIaKkTUpOBaHus ABYX (ailiioB: meckpunropa pa3sépTeiBanus (cM. 1. 3.7) u daitna
koHpuryparuu (cm. 1. 3.10).

3.7. lecKpuUnNTOp pa3BépThIBAHUSA

Heckpunrop pazsépreiBanus (haitn web.xml) pacmonaraercst B karanore WEB-INF
TPHIIOKCHHUSL.

B neckpuntope pa3BEPTHIBAHUS HACTPAUBAKOTCS:
e  TyTh K (aiiiny KoHpHTypaIuy;
e  crnocob XKypHAIUPOBAHUS.

IIyTts k daiiny koHPUTypauuK 3a1aTCs B TapaMeTpe MPIIOKCHHS ¢ HMEHEM
configFileName, nanpumep:

<context-param>
<param-name>configFileName</param-name>
<param-value>${catalina.home}/conf/tsp-conf.xml</param-value>
</context-param>

Kypuanuposanue mis npunoxenns Signal-COM TSP Server nactpauBaetcs myTém
peIaKkTUpOBaHUs apaMeTpoB GuibTpa serverLogger. XKypHanupoBaHue MOKeET
OCYIIECTBIISATHCS OJJHUM U3 CIIEAYIOIIUX CIOCOOOB!

®  C HCIOJb30BAHHEM CTaHAAPTHOTO MporpaMMHOro uHTepdeiica java.util.logging (cm.
. 3.8);
®  C HCIOJIb30BaHMEM 0a3bl HaHHBIX (cM. 1. 3.9).

B neckpuntope pa3BépThiBaHUS TEKYIIEH BEPCUU IIPUIIOKEHUS HE JOJIKEH
ucronb30BaThes aneMent <distributable/>.

3.8. JKypuaaupoBaHue ¢ ucnoas3oBanuem |0g4j yepe3 slf4]

[pu ucnonezoBanuu l0g4j uepes slf4j B daitne web.xml nomxen 6biTe HacTpoeH GUABTP
¢ uMeHeM ServerLogger, peani3oBaHHbIN B Kiiacce ru.signalcom.tsp.server. TSPDummyLogger.

Crrcok HEOOXOAMMBIX OMOIHOTEK (YKa3aHbl MUHUMAIIbHbIE HOMEpa BEPCHi):
slf4j-api-1.7.21.jar

log4j-api-2.6.2.jar

log4j-core-2.6.2 jar

log4j-sIf4j-impl-2.6.2.jar

log4j-web-2.6.2.jar
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B o¢aiin SCATALINA_HOME/conf/catalina.properties veo6xoxumo no6aBuTh
CBOWCTBO:

log4j.configurationFile=${sys:catalina.base}/conf/log4j2.xml

Hactpolika napaMeTpoB ypHaIUPOBAHUsI OCYLLECTBIIIETCA IIyTEM PEAAKTUPOBAHUS
daitna SCATALINA_HOME/conf/log4j2.xml.

st coxpaHeHMs MapaMEeTPOB 3aIllpoca U OTBETA CEPBEPA YPOBEHD KYPHAIUPOBAHMS JISI
Kiacca ru.signalcom.tsp.server. TSPDummyLogger momkeH GBITh YCTAaHOBJIEH B 3HAUCHHE
DEBUG, manpumep:

<?xml version="1.0" encoding="UTF-8"?>
<Configuration status="WARN" monitorInterval="60">
<Appenders>
<RollingFile name="RollingFileTSPServer"
fileName="${sys:catalina.base}/logs/tsp-server.log"
filePattern="${sys:catalina.base}/logs/archives/$${date:yyyy-MM}/tsp-
server-%d{yyyy-MM-dd}-%i.log.gz">
<PatternLayout pattern="%d{yyyy-MM-dd HH:mm:ss.SSS} [%t] %-5level
%logger{36} - %msg%n" />
<Policies>
<TimeBasedTriggeringPolicy />
<SizeBasedTriggeringPolicy size="1000 MB"/>
</Policies>
<DefaultRolloverStrategy max="100000"/>
</RollingFile>
<Console name="Console" target="SYSTEM_OUT">
<PatternLayout pattern="%d{yyyy-MM-dd HH:mm:ss.SSS} [%t] %-5level
%logger{36} - %msg%n" />
</Console>
</Appenders>
<Loggers>
<Logger name="ru.signalcom.tsp.server" level="DEBUG" additivity="false">
<AppenderRef ref="RollingFileTSPServer"/>
</Logger>
<Root level="ERROR">
<AppenderRef ref="Console"/>
</Root>
</Loggers>
</Configuration>

I[Mpu ucnons3oBanuu 1094j gepes slfdj cepuiitpie HOMepa MITAMIIOB BPEMEHH,
CO3/IaBaCMbIX CEPBEPOM, MOTYT (DOPMHUPOBATHCS OMHAM H3 CIEAYIOIIUX CIIOCOOOB:

®  HESIBHO, T. €. aBToMarhuecku (cm.ir. 3.8.1);
®  C COXpaHEHHEeM CepuitHOTro HoMepa B (aiine (cMm. m. 3.8.2).

3.8.1. ABTomaTrnueckoe (popMUpPOBaAHUE CEPUIIHOrO HOMEPA
I[J'I}I ABTOMATHU4YCCKOI'O (1)OpMI/Ip0BaHI/I$I CepHﬁHBIX HOMCPOB HITAMIIOB BpEMCHU
JIOCTAaTOYHO HE YKa3bIBaTh HUKAKHX MTapaMeTPOB B HAaCTpoOikax (uibTpa ServerLogger:
<filter>
<filter-name>serverLogger</filter-name>

<filter-class>ru.signalcom.tsp.server. TSPDummyLogger</filter-class>
<[filter>

3.8.2. ®aiin cepuiinoro Homepa

CepuiiHbIii HOMEp HITaMIIa BpeMEHH COXpaHsieTcs B (haiine, 3a1aBaeMOM TapaMeTpoM
¢dunbtpa serverLogger ¢ umenem serialNumberFileName, nanpumep:

<filter>
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<filter-name>serverLogger</filter-name>
<filter-class>ru.signalcom.tsp.server. TSPDummyLogger</filter-class>
<init-param>
<param-name>serialNumberFileName</param-name>
<param-value>${catalina.home}/conf/tsp-serial</param-value>
</init-param>
<[filter>

@aiin ¢ cepuitHBIM HOMEPOM TIPEICTABIIET COO0 TEKCTOBEIH (aiii, B KOTOPOM B
JICCSITUYHOM IIPECTABICHUN XPAaHUTCS 3HAUCHHE TOCJIEJ0BATEIbHOIO HOMEPa, BKIIOUEHHOTO B
MOCJIEHUH BBIMYIEHHBIN cepBepoM IITaMN BpeMeHU. MakcuMaabHOe 3HAUCHUE CEPUITHOTO
HoMepa — 2°*-1. 3HaueHHe cepHitHOro HOMepa B (aiie OGHOBIAETCS IPHIOKCHIEM
ABTOMAaTHYECKH; PelaKTUPOBAHKUE 3HAUEHUs CEPUHHOI0 HOMEPA BPYUHYIO JOJDKHO

OCYIICCTBIIATHECA aAIMUHUCTPATOPOM JIMIIb B Kpaﬁ}mx ClIydyasX 1 TOJIbKO IIPU HE3Arpy>KECHHOM
TMPUIIOKCHUH.

3.9. KypuHaiupoBaHue ¢ HCNOJIb30BaHUEM 0a3bI TAHHBIX

Jnst BeneHust xypHaiia B 0a3e JaHHBIX HE00XO0MMa YCTaHOBKA COOTBETCTBYIOLIETO
JDBC-npaiiBepa (Hanpumep, JDBC-npaiisep s MySQL nocryneH s ckauuBaHus 10 aipecy
http://dev.mysgl.com/downloads/connector/j/).

B ¢aitne web.xml nomken 0b1Th HacTpoeH GuibTp ¢ nMeHeM ServerLogger,
peanu3oBaHHbIH B Kiacce ru.signalcom.tsp.server. TSPDatabaselogger, Hampumep:

<filter>
<filter-name>serverLogger</filter-name>
<filter-class>ru.signalcom.tsp.server.TSPDatabaseLogger</filter-class>
<init-param>
<param-name>dataSourceName</param-name>
<param-value>jdbc/TSP</param-value>
</init-param>
<ffilter>

IMapametp ¢unbrpa ¢ nmerem dataSourceName moipKeH yKa3pIBaTh HA HCTOYHUK
JaHHbIX, HacTpanBaeMblil B Qaiiiie SCATALINA_HOME/conf/context.xml, wanprmep:

<Context>

<Resource name="jdbc/TSP"
auth="Container"
type="javax.sql.DataSource"
maxActive="100"
maxldle="30"
maxWait="10000"
username="root"
password=""**x**xx"
driverClassName="com.mysqgl.jdbc.Driver"
url="jdbc:mysql://localhost:3306/tsp_server?autoReconnect=true" />

</Context>
Jliist co3manust TabuIbl B 0a3e JaHHBIX HEOOXO0IUMO HCmoib30BaTh SQL-3ampoc,
npuBenéHHbI B (aitne db/create.sql nuctpubyrusa.

B kauectBe cepnfmoro HOMCEpA BbIITYCKACMbIX CEPBEPOM LITAMIIOB BPEMEHHU

HCIIOJIB3YETCA 3HAYCHNE aBTOMHKPEMEHTHOT'O TTOJIA Ta6J'lI/IIH)I tSp MakcumanabHOE 3HaUCHHUE
9 4
cepuitroro Homepa — 2°*-1,

3.10. ®ajia koHpurypauun

®aiin koHUrypauu npencrasiser coboir XML-daiin, coorBeTcTBYIOMMI (aiimy
onpenenenus (DTD) tsp-conf.dtd. ®aiin tsp-conf.dtd nomken pacmonaraTbesi B TOM ke
KaTayore, 4to U ($aiin KOHPHUrypauun IPHI0KESHHSL.


http://dev.mysql.com/downloads/connector/j/
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B criepyronux pasnenax coaepKUTCs MoApoOHOe onucanue CHHTakcuca (daitna

KOH(UTYpaIuu.

3.10.1. Daemenrt <tsp-server>

daiin KOHGUTYpalK JOJDKEH CoJiep KaTh KOPHEBOM alieMeHT <tSp-Server>.

DTD:
<IELEMENT tsp-server (hashalg+, random*, keystore*, signer+, profile+)>
<IATTLIST tsp-server

version CDATA #REQUIRED>

Crcok aTpuOyTOB dIleMeHTa <tSp-server>:

e Version — o0si3aTeNbHbIN aTPUOYT; IS TEKYIIEH BepCHH KOHDUTYPAILIUH J0JIKEH
HMETh 3HaueHue «1.0».

DaeMeHT <t5p-5erver> JOJKEH COACPIKATDH CIACAYIOMINUE DJICMCHTDI:
e <hashalg>—cm. . 3.10.2;

e <signer>—cm. . 3.10.5;

e <profile>—cwm. n. 3.10.10.

DIeMeHT <tsp—server> MOJKCT COACPIKATDh CICAYIOIINC DJICMCHTBI:
e <random> —cwm. . 3.10.3;

o  <keystore>—cm. m. 3.10.4.

3.10.2. Dnement <hashalg>

Onement <hashalg> omnuceiBaeT alnropuT™ X3IUPOBAHMS.

DTD:

<IELEMENT hashalg EMPTY>

<IATTLIST hashalg
name CDATA #REQUIRED
oid CDATA #IMPLIED
mdlen CDATA #IMPLIED>

Crrcok atpubyTtoB snementa <hashalg>:

e name — o0s3aTenbHbBIN aTPUOYT, 3aMA0IINN CHMBOJILHOE UM aJITOPUTMA
X3IINPOBAHUS,

e 0id — HeoOs3arenbHbIN aTpuOyYT, coaepxkamuit OlD anroputma X3MIUPOBAHUS B
JIECSITUIHO-TOUEYHOM IPEICTABICHNUN;

e mdlen — HeoOs13aTenbHBII aTPUOYT, YKA3BIBAIONIMI JITHHY XdII-3HAYCHHS B OaliTax.

OneMeHT <tSp-Server> noxeH coaepKaTh XOTS OBl OZIMH DJIEMEHT <hasha|g>.

Nms AJIrOpUTMa XOIHUPOBAHUS, 3a1aBAEMOC anI/I6yTOM name, 10JI>KHO OBITH

YHUKAJIbHBIM B KOHTCKCTE KOH(l)I/IpraL[I/II/I.

JLst IepevnCIeHHBIX HIDKE MMEH alrOPUTMOB X31mmpoBanus atpuOyTer 0id n mdlen

MOTYT HE YKa3bIBaThCSL:

e «GOSTR3411-2012-512» —T'OCT P 34.11-2012 ¢ muHOM X311-3HadeHus 512 our
[13];

e «GOSTR3411-2012-256» — I'OCT P 34.11-2012 ¢ qymHO#M Xd1u-3Ha4eHust 256 out
[13];

o «GOST3411-CP» —T'OCT P 34.11-94 ¢ y3namu 3amens id-GostR3411-94-

CryptoProParamSet [22];

«SHA-1» — SHA-1 [8];

«SHA-256» — SHA-256 [9];

«SHA-384» — SHA-384 [9];

«SHA-512» — SHA-512 [9].

TIpumepsr:

<hashalg name="GOSTR3411-2012-256"/>

<hashalg name="GOST3411-CP"/>

<hashalg name="SHA-256"/>

<hashalg name="MD5" 0id="1.2.840.113549.2.5" mdlen="16"/>



12
HIKHP.00054-01 32 09

3.10.3. DaemenT <random>

OnemeHT <random> OMKCHIBACT JATYUK CIyIalHBIX YUCEIL.

DTD:

<IELEMENT random EMPTY>

<IATTLIST random
name CDATA #REQUIRED
type CDATA #IMPLIED
provider CDATA #IMPLIED
dir CDATA #IMPLIED
password CDATA #IMPLIED>

Crwcok atpubyToB anmemeHTa <randoms>:

e name — o0s3aTeNBHBIN aTpUOYT, 3anatomuii cuMBosbHOE UM JICY;

e type — HeoOsBarenbHEIH aTpruOyT; nMs Trma JJCY, peammzoBanHoro 8 CK3U
«Signal-COM JCP 3.1»;

e provider — Heobs3arenbHbIN aTpuOyT; MM JCA-TIpoBaiinepa;

e  dir — HeoOs3aTeNbHBIN aTPUOYT; yKa3bIBaCT MyTh K Katanory PSE; ucnonbs3yercst ¢
tunom JICY «GOST28147PRNG», peann3oBaHHbIM B IpoBaiiaepe «SCy»;

e  password — HeoOs3aTeNbHBIN aTPHOYT; COMEPKUT Mapoib kK PSE; ncmons3yercs ¢
tunom JICY «GOST28147PRNG», peanrzoBanHbIM B IipoBaiiaepe «SC».

OneMeHT <tSp-Server> Moxet He coAepiKaTh HU OJTHOT'O 3JICMCHTa <random>.

Wwms, 3anaBaemoe arpuOyToM Name, 0KHO OBITh YHUKAIBHBIM B KOHTEKCTE
KOH(HUTypannu.
IIpumepsr:

<random name="ecgost" type="GOST28147PRNG" dir="/path/to/pse"/>
<random name="shal" type="SHA1PRNG"/>

3.10.4. Daement <keystore>

Onement <keystore> onuchiBaeT XpaHWIHIIE KIIOYEH.
DTD:
<IELEMENT keystore EMPTY>
<IATTLIST keystore
name CDATA #REQUIRED
file CDATA #REQUIRED
password CDATA #IMPLIED
type CDATA #IMPLIED
provider CDATA #IMPLIED>
Crircok atpubyToB ssiemenTa <keystore>:

e name — o0s3aTeNbHbIH aTpUOYT, 331aI0IINIT CHMBOJIBHOE UMl XpaHWINILA,

o file — oOs3aTenpHblA aTPUOYT; YKAa3bIBACT MYTh K XPAHMWIUILY;

e password — coJepKHT NapoJib K XpaHWIKILY; HeoOs13aTeIbHbIA aTpulyT, O
YMOJTYaHHIO UCTIONB3YeTCs ITycTasi CTPOKa;

e type — HeoOs3aTenbHBIN aTpUOyT; HANMEHOBAHUE THIIA XPAHWIHIIA, 0 YMOTYaAHUIO
— «JKS»;
e  provider — HeoOs3arenbHbIi aTprOyT; MM JCA-mpoBaiinepa.

OneMeHT <tSp-Server> Moxxer He COJIep’KaTh HU OJTHOT'O BJICMEHTa <keystore>.

Wwms, 3anaBaemMoe aTpruOyTOM NAMe, J0JHKHO OBITh YHHKAIBHBIM B KOHTEKCTE
KOH(UTypanuu.

IIpumepst:
<keystore name="store" file="/path/to/store.jks" type="JKS" password="">*****"/>

3.10.5. DaemenT <signer>

DiieMeHT <SigNer> onuchBaeT KOHTEKCT MOATUCH TSA.

DTD:
<IELEMENT signer ((keyentry, signature?) | (priv, cert, signature?))>
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<IATTLIST signer
name CDATA #REQUIRED
type CDATA #REQUIRED
init CDATA #IMPLIED>

Crrcok atpubyTOB 3y1eMeHTa <Signer>:

e name — o0s3aTeNbHbIH aTPHOYT, 33Aa0IINIT CHMBOJILHOE UMSI KOHTEKCTa ITOIIIHCH;

e type — HeoOs3aTEIbHBIN aTPUOYT; HAMMEHOBAHUE THIIA KOHTEKCTA ITO/IHICH;

e init— HeoOs3aTeNBHbII aTPUOYT, OMICHIBAIOMINI CIIOCO0 HHUIMATH3AIMH KOHTEKCTA
HOJIHCH.

ATpuOyT type MOKeT NpUHUMATD CIIETYIOIINE 3HAUCHHSL:

e  Kkeystore — eciu KJIFOY 3JIEKTPOHHOMU TIOIIUCH M CEPTH(HHUKAT KITFOYa MPOBEPKH
SIIEKTPOHHO MOAIKMCH PACIIONATal0TCs B XPAHIIIHAIIE (3TO PEKOMEHIYEMBIi
crioco6); moapobGuee cM. paszaenst 3.10.4, 3.10.6;

o file — ecnm KITFOY BIIEKTPOHHOM TOAIICH U CEPTHHUKAT KITFOUYA TIPOBEPKH
3JIEKTPOHHOM MOAMUCH XPAHATCS B OTJCIBHBIX (haiiiax; moapoOHee CM. pa3ieiib
3.10.7, 3.10.8.

ATpHOYT init B TeKyIIeil BepCHU NPUI0KEHUSI MOXKET NPHHUMATE SIMHCTBECHHOES
3HAYCHHE!

e auto — o3Ha4yaeT aBTOMATUYECKYIO 3arpy3Ky KIIIOYEHl 2JIEKTPOHHON MOAIUCHU IIPU
CTapTe MPUIIOKEHHUS; 3TO 3HAYEHHE UCIIOIB3YETCS 10 YMOJIYAHUIO.

DneMeHT <tSP-SEerver> nomKeH CoaepKarth XOTs ObI OIUH DJIEMEHT <Signer>.

DnemenT <Signer> nomkeH coaepxarh aubo snemeHt <keyentry> (cm. m. 3.10.6), mubo
napy anemenToB: <priv> (cm. . 3.10.7) u <cert> (cm. . 3.10.8). Dnement <Signer> moxer
TaKOKe COJEPXKATh AeMeHT <sSignature> (cm. m. 3.10.9)

Wwms, 3amaBaemoe arpuOyToM Name, 10KHO OBITh YHUKAIBHBIM B KOHTEKCTE
KOH(pUTypanuy.
ITpumepsr:
<signer name="ecgost" type="file">
<priv type="PKCS#8" file="/some/dir/tsa.p8" random="ecgost" password="*****"/>

<cert type="X.509" provider="SC" file="/some/dir/tsa.cer"/>
</signer>

<signer name="rsa" type="keystore">
<keyentry keystore="store" alias="tsa-rsa"/>
</signer>

3.10.6. Daement <keyentry>

Onement <keyentry> ciyxuT Juisi onucaHus KIto4a moAnicy u ceprudukara TSA.

DTD:

<IELEMENT keyentry EMPTY>

<IATTLIST keyentry
keystore CDATA #REQUIRED
alias CDATA #REQUIRED
password CDATA #IMPLIED
random CDATA #IMPLIED>

Criricok atpu0yToB anemMeHTa <keyentry>:

e  keystore — o0si3aTenbHbIN aTPUOYT, 3aAK0IIKI CCHUIKY Ha dyieMeHT <keystore>;
3Ha4YEHHE JIOJDKHO COOTBETCTBOBATh 3HAYCHHUIO aTpuOyTa NAME 3jeMeHTa
<keystore> (cm. 1. 3.10.4);

. alias — 3a7a€T UM 3aIMiCHy B XpaHWINIIC, YKa3bIBAIOLICE HA KIIIOY aneKTpOHHoﬁ
HOATNCH; 00sI3aTeNIbHBII aTpHOYT;

e  password — 3agaér mapoJp K KIIFouy; HeoOs3aTebHbIA aTpUOyT; eclik He 3aJaH, TO
UCTIOJNIB3YETCS TOT XK€ MapoJib, YTO U MPH AOCTYIIE K XPaHWIINIILY;

e random — cchUIKa Ha BIeMeHT <random>; 3HaueHHe JOJHKHO COOTBETCTBOBATh
3Ha4YeHHIO aTpubyTa Nname snementa <random> (cm. . 3.10.3); o6s3aTenbHbII
aTpuOyT JuIs Kimovel anekrponnoit moxnucu 'OCT P 34.10-2012.
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DiieMeHT <SigNer> MOXeT COJIepkKaTh TOJABKO OMH djieMeHT <keyentry>.
Onement <keyentry> He COACPKUT BIOKECHHBIX HICMEHTOB.

IIpumepst:

<keystore name="store" file="/path/to/store.jks" type="JKS" password=">*****"/>

<signer name="ecgost" type="file">
<keyentry keystore="store" alias="tsa-ecgost" random="ecgost"/>
</signer>

< signer name="rsa" type="keystore">
<keyentry keystore="store" alias="tsa-rsa"/>
</signer>

3.10.7. DaemenT <priv>

DireMeHT <Priv> CIyKHUT JUTSA ONMCAHHS Kifoua moamuck TSA. JIoIKeH UCIIOB30BaThCsI
COBMECTHO ¢ 3eMenToM <cert> (cm. 1. 3.10.8), ommckiBaronmm ceptudurar TSA.

DTD:

<IELEMENT priv EMPTY>

<IATTLIST priv
file CDATA #REQUIRED
type CDATA #IMPLIED
provider CDATA #IMPLIED
password CDATA #IMPLIED
random CDATA #IMPLIED>

Criicok atpuOyToB AyieMeHTa <priv>:

o file — oOs3aTenbHbIA aTPUOYT; yKa3pIBACT MyTh K (Qailily KITFOYa IEKTPOHHOM
TMIOJIIIHCH;

e type — HeoOs3aTenbHBIN aTpUOyT; HANMEHOBAHUE MPEACTABICHUS KII04a
AIEKTPOHHON TMOATHCH, 10 yMordaHuro — «PKCS#8y;

e provider — HeoOs3aTenbHbIN aTpuOyT; UMs JCA-mpoBaiiaepa.

e  password — CoAEpKUT MapoIib K KIFOUY IEKTPOHHOM MOMUCH; HEOO3aTeIbHbIN
aTpuoyT;

e random — cceuika Ha 37eMeHT <random>; 3HaueHHE JODKHO COOTBETCTBOBATH
3HAYCHHUIO aTpubyTta hame smementa <random> (cm. . 3.10.3); obsa3aTenbHBII
aTpuOyT [yis Kirouei anekTponnoi noanucu 'OCT P 34.10-2012.

JJIEMEHT <signer> MOJKET COJEPKATh TOJIBKO OJVH 3JIEMECHT <priv>.

ITpumepsr:

<signer name="ecgost" type="file">

<priv type="PKCS#8" file="/some/dir/tsa.p8" random="ecgost" password="">*****"/>

<cert type="X.509" provider="SC" file="/some/dir/tsa.cer"/>
</signer>

3.10.8. Daement <cert>

DremeHT <CErt> CiryKuT AJst OnMcanusi cepTrudUKaTa KIHo4Ya MPOBEPKH IICKTPOHHOH
norcy TSA. JIoJDKeH UCIIONIb30BaThCsl COBMECTHO C 31eMeHToM <priv> (cm. 1. 3.10.7),
OTHCHIBAIOINM KITFOY JJIEKTPOHHOH moarmucu T SA.

DTD:

<IELEMENT cert EMPTY>

<IATTLIST cert
file CDATA #REQUIRED
type CDATA #IMPLIED
provider CDATA #IMPLIED>

Cricok aTtpu0yToB yieMeHTa <cert>:

o file — oGs3aTenbHbIM aTpUOYT; yKa3sIBAET MyTh K (ailry cepTrdrKaTa Kiroda
TPOBEPKH 3JIEKTPOHHOM TIOIITUCH;
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type — HeoOs3aTeNbHBIN aTpUOYT; HAMMEHOBAHNE TIPEICTABICHHS cepTH(UKaATa
KIIFOYa IPOBEPKH ICKTPOHHON NOIHCH, TI0 YMOTIaHHIO — «X.509%;
provider — HeobGs3aTensHbI aTpubyT; nMst JCA-TIpoBaiinepa.

DaeMeHT <signer> MOJKET COIEPIKATh TOJIBKO OJIMH JJIIEMEHT <Cert>,

DnemeHT <Cert> He COACPIKUT BJIOKCHHBIX 3JICMCHTOB.

IIpumepsr:
<signer name="ecgost" type="file">

<priv type="PKCS#8" file="/some/dir/tsa.p8" random="ecgost™ password="">*****"/>
<cert type="X.509" provider="SC" file="/some/dir/tsa.cer"/>

</signer>

3.10.9. DaemenT <signature>

DnemeHT <Signature> ciry:KUT AJIst OMUCAHUS TAPAMETPOB DJIEKTPOHHOMN MOIIHCH U
JIOJDKEH MCIOJIb30BATHCS KaK BIIOKEHHBIN 3JIeMEHT 3jeMenTa <signer> (cm. m. 3.10.5).

DTD:
<IELEMENT signature EMPTY>
<IATTLIST signature

hashalg CDATA #REQUIRED>

Crircok atpu0yToB snemMenTa <signature>:

hashalg — oGs3arensHbIi aTpUOYT, 3aAat0MIKi CCBUIKY Ha dnement <hashalg>;
3HAUYCHHUE JIOJDKHO COOTBETCTBOBAThH 3HAUCHHUIO aTpubyTa hame sinementa <hashalg>
(cm. 1. 3.10.2); cayKuT [UIs 3aAaHusT aNTOPUTMA XAIITHPOBAHKS IPH CO3TAHUH
9NEKTPOHHO#M moanucy TSA MO IITAMIIOM BPEMEHH; B TEKYIIEH BEPCHH
HPHIIOKEHUSI MOJKET UCIIONIb30BATHCSI TOJBKO C Kifouamu RSA.

DreMeHT <SigNer> MoXeT COoEePKaTh TOJIBKO OJUH dJIEMEHT <Signhature>.

DnemenT <Signature> He COACPIKUT BIOKEHHBIX HIIEMEHTOB.

ITpumepsr:
<signer name="rsa" type="keystore">

<keyentry keystore="store" alias="tsa-rsa"/>
<signature hashalg="SHA-256"/>

</signer>

3.10.10.

Daement <profile>

Onement <profile> cayxuT 1151 onrcanuss KOHTEKCTA IITAMIIOB BPEMEHHU.
DTD:

<IELEMENT profile (accuracy?, imprint*)>

<IATTLIST profile

policy CDATA #REQUIRED
signer CDATA #REQUIRED
includetsa CDATA #IMPLIED
default CDATA #IMPLIED>

Crcok atpu0yTtoB anmemenTa <profile>:

policy — 00s13aTeNIBHBIN aTPUOYT; COACPIKUT UACHTH(MUKATOP MOJIUTHKH [ITAMITOB
BpeMenu (OID) B geCATHYHO-TOUEUHOM MPEICTABIECHHH;

signer — o0s13aTenbHbIH aTpUOYT; CChLTKA Ha 3JIEMEHT <SIgNer>; 3HaueHue JOKHO
COOTBETCTBOBATh 3HAUEHHUIO aTpubyTa Name siaementa <signer> (cu. m. 3.10.5);
YIpaBiIgeT KOHTEKCTOM 3JIEKTPOHHOM MOIICH IITAMIIOB BPEMEHH;

includetsa — ynpasnsier BritoueHreM uMeHH TSA B ITaMIT BPEMEHH; MOKET
NpUHUMATh 3HaueHue true wnu false; HeoOs3aTenbHBIN aTPUOYT — IPH OTCYTCTBUH
aTpubyTa ucnosp3yercs 3HaueHue false;

default — yxaspiBaeT, sBISETCS JM KOHTEKCT UCTIOIB3YEMbIM MO YMOIYAHHIO; MOXKET
NpUHUMATh 3HaUeHHUe true unu false; KOHTEKCT M0 YMOTYaHHUIO HCHIONB3YETCs IPU
OTCYTCTBHUH SBHOTO YKa3aHW HWACHTU(PHKATOPA TIOJIUTHKH B 3aIIPOCE HA IITAMIT
BpPEMEHH; He00s3aTeNbHBINA aTpUOyT — ITPHU OTCYTCTBUH aTPUOYTa NCTIONB3YEeTCS
3Hauenue false; TobKO OIMH KOHTEKCT B KOHPUTYpAIMK MOKET OBITh TIOMEUEH KaK
KOHTEKCT 10 YMOJYaHHIO.
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DiemeHT <tSP-SErver> noJpKeH Couepkarh XOTs Obl oauH dyeMenT <profile>,

Onemenr <profile> moxer cogepkars anmement <accuracy> (cm. . 3.10.11) u smeMeHTHI
<imprint> (cm. m. 3.10.12).

IIpumepst:
<profile default="true" policy="1.3.6.1.4.1.5849.3.4.1" signer="rsa"/>

<profile policy="1.3.6.1.4.1.5849.3.4.3" signer="ecgost" includetsa="true">
<accuracy seconds="1" millis="0"/>
<imprint hashalg="GOST3411-CP"/>

</profile>

3.10.11. DyieMeHT <accuracy>

OnemeHT <accuraCy> CIryWT IS OITUCAHHS TOYHOCTH [ITaMIIOB BPEMCHHU.

DTD:

<IELEMENT accuracy EMPTY>

<IATTLIST accuracy
seconds CDATA #IMPLIED
millis CDATA #IMPLIED
micros CDATA #IMPLIED>

Crucok aTpu0yToB dyieMeHTa <accuracy>:

e seconds — HeoOs3aTeIbHBII aTPHOYT; COOCPIKUT YHUCIIO CEKYH B IIPEACTABICHUH
TOYHOCTH LITAMITa BpEMEHH; II0 YMOJTJaHUIO HCHONb3yeTcs 3HaueHue 0

e millis — HeoOs3aTEeNbHBIH aTPHUOYT; COAECPKUT YUCIO MUIUTUCEKYH]T B
MPe/ICTaBICHUH TOYHOCTH IITaMIIa BpEMEHH; aTpUOYT JOJDKEH UMETh 3HAUCHHE B
nuanazoHe ot 0 10 999; nmo ymonuaHuio UCob3yeTcs 3HaueHue 0;

®  MICros — HeobA3aTEeIBHBIN ATPHOYT; COMEPIKUT YHCIO MUKPOCEKYHT B
MPE/ICTaBICHUH TOYHOCTH IITaMIIa BpEMEHH; aTpUOYT JOJDKEH UMETh 3HAUCHHE B
nuanasoHe ot 0 1o 999; B TexyIueit Bepcuu MPUIIOKEHUS BCETa UCIIONb3YeTCs
3HaueHue 0.

Onemenr <profile> moxer comepkarh TONBKO OAMH dIEMEHT <accuracy>. Ipu
OTCYTCTBUH dJIEMEHTa <aCCUracy> TOYHOCTb BPEMCHM B IITAMIIC BDEMCHH HE YKa3bIBACTCS.

DIeMeHT <accuracy> HC COACPIKUT BJIOKCHHBIX 3JIECMCHTOB.
ITpumepsr:
<profile policy="1.3.6.1.4.1.5849.3.4.3" signer="ecgost" includetsa="true">

<accuracy seconds="1" millis="0"/>
</profile>

3.10.12. DaemMeHT <imprint>

DyeMenT <iMprint> CIyKUT U OMIMCAHUSA aJTOPUTMOB X3IIHPOBAHHS,
NO/IIEPKUBAEMBIX TEKYIIUM KOHTEKCTOM IIITAMITOB BpeMeHH. J[0JDKEH HCTIONb30BaThCA KakK
BJIOKEHHBIN 31eMeHT 3aementa <profile> (cm. m. 3.10.10).

DTD:
<IELEMENT imprint EMPTY>
<IATTLIST imprint
hashalg CDATA #REQUIRED
signer CDATA #IMPLIED>

Cricok atpufyToB sytemMenTa <imprint>:

e hashalg — oGs3arenbHBIi aTpUOYT, 3aJaf0NIMi CCHIIKY Ha 3aeMenT <hashalg>;
3HAYCHHUE JIOJDKHO COOTBETCTBOBAThH 3HAUCHHUIO aTpubyTa hame sinementa <hashalg>
(cm. 1. 3.10.2); CaysKuT [UTS 33AaHusT ATOPUTMA XAITUPOBAHHS TIPH CO3IAaHUH
AIEKTPOHHOM Toarucy TSA MO IITaMIIOM BPEMEHH; B TEKYIIEH BEpCHH
TPIJIOKEHHUSI MOYKET UCIIONTB30BATHCS TOJBKO C Kimfouamu RSA,;

e signer — HeoOs3aTENbHBIN aTPUOYT; CCHIJIKA HA DJIEMEHT <SigNer>; 3HaueHue JOJDKHO
COOTBETCTBOBATh 3HAUCHHUIO aTpHOyTa Name siemeHTta <signer> (cm. . 3.10.5);
UCIIONB3YeTCs MPU HEOOXOIMMOCTH MEPEKPHITh 3HaUCHHe aTpudyTa Signer,
3ajaBaemoe B anemente <profile> (cm. m. 3.10.10).
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DiieMeHT <SigNer> MOXeT COAEPkKATh HECKOJIBKO dJIEMEHTOB <Iimprint>. Eciu snemMenT
<signer> He COIEPKUT HU OJHOIO jIeMeHTa <iMmpPrint>, To B KOHTEKCTE IOANEPKUBAIOTCS BCE
AITOPHUTMBI X3IIMPOBaHMS, 3a1aBaeMble aieMenTamu <hashalg> (cm. m. 3.10.2) Texyrmeit
KOH(UTypanuy.

Drement <imprint> He coMePKUT BIOKEHHBIX 3JIEMEHTOB.

IIpumepsr:

<profile policy="1.3.6.1.4.1.5849.3.4.1" signer="ecgost">

<imprint hashalg="GOST3411-CP"/>
<imprint hashalg="SHA-256" signer="rsa"/>
</profile>

3.11. YnpaBJ/ieHue NpUJI0KEeHHEM

[punoxenune Signal-COM TSP Server moxeT ObITh pa3BEPHYTO JIFOOBIM 13
cTaHmapTHBIX MeTo 0B (cM. http://tomcat.apache.org/tomcat-7.0-doc/deployer-howto.html):

e moMemieHreM War-gaiina B kaTanor appBase (mo ymomnyanuto
SCATALINA_HOME/webapps); 3T0T crioco6 paboTaeT TOJBKO MPU 3HAUCHUH
atpubyta autoDeploy=true B anemente <HOSt> (cm. daiin koHpUTypauu
$SCATALINA_HOME/conf/server.xml);

®  TOMEUICHHWEM pa3apXUBHPOBAHHOTO NpmiokeHus (T.e. katamoroB META-INF u
WEB-INF) B ogia u3 nogkaranoros appBase; 3tot cmocob takxke paboTaeT TOIBKO
npu 3HaueHnn arpudyTa autoDeploy=true;

e ¢ momomso Tomcat Manager (cm. http://tomcat.apache.org/tomcat-7.0-
doc/manager-howto.html);

e cucnons3oBanreM Tomcat Client Deployer.

3amyck/ocTanoB U yaanenue npuioxenus Signal-COM TSP Server npousBoastes
TaK)Ke CTaHJapTHBIMU MeToaamu (cM. http://tomcat.apache.org/tomcat-7.0-doc/deployer-
howto.html).

ITpumeps! ucnons3oBanus Tomcat Manager:

http://localhost:8080/manager/text/deploy?path=/tsp-server&war=file:///tmp/tsp-
server.war

http://localhost:8080/manager/text/list

http://localhost:8080/manager/text/stop?path=/tsp-server

http://localhost:8080/manager/text/start?path=/tsp-server

http://localhost:8080/manager/text/undeploy?path=/tsp-server

st ucnions3oBanus rpaduueckoii aqmuanctpatueHoit HTML-o60mouxku Apache
Tomcat 7 meo6xoaumo HacTpouTh B daiiiie SCATALINA_HOME/conf/tomcat-users.xml
JOCTYTI JITsl pOJT Manager-gui, Hampumep:

<role rolename="manager-gui"/>
<user username="admin-gui" password="*****" roles="manager-gui"/>

B pesynbpTaTe npH 3arpyKEHHOM IIPHIOKEHHH Manager moib30BaTelNto ¢
uneHrudurkaropom admin-gui OyaeT OCTYITHO MPUIOKEHHE TI0 aJpecy
http://localhost:8080/manager/html/, mo3Boisifoiee OCyIECTRISATh aAMUHUCTPATHBHBIC
(hyHKIHM.

3.12. TpeOoBaHust Mo 6€30NaCHOCTH

Okcmtyatanus npuioxenus Signal-COM TSP Server gomycTuma TOJIBKO MPH MOJTHOM
COOJIIOZICHUU Mep 3allUThI, H3T0KEeHHBIX B [IpaBunax nons3oBanus CK3U «Signal-COM JCP
3.1» (em. [17]).

Kitroun 3J1IeKTpOHHOM MOAIUCH U KITFOYEBBIE KOHTEHHEPHI, HCIIOJIb3YEMbIC TPHIOKCHUEM
Signal-COM TSP Server, 10JKHBI OBITH 3aLIMIIEHE] B COOTBETCTBUH C PETIAMEHTOM XPaHEHUSI
woueBbix Hocureneit CK3U «Signal-COM JCP 3.1» [16].

3aiure OT HECAHKIIMOHUPOBAHHOTO YTCHUS U U3MEHEHHSI TIOIJIEKAT TAKXKe BCe (haiiiibl
npuioxenust Signal-COM TSP Server, Bxirouast Gaiin KOHQUTYpaIyu.


http://tomcat.apache.org/tomcat-7.0-doc/deployer-howto.html
http://tomcat.apache.org/tomcat-7.0-doc/manager-howto.html
http://tomcat.apache.org/tomcat-7.0-doc/manager-howto.html
http://tomcat.apache.org/tomcat-7.0-doc/deployer-howto.html
http://tomcat.apache.org/tomcat-7.0-doc/deployer-howto.html
http://localhost:8080/manager/text/deploy?path=/tsp-server&war=file:///tmp/tsp-server.war
http://localhost:8080/manager/text/deploy?path=/tsp-server&war=file:///tmp/tsp-server.war
http://localhost:8080/manager/text/list
http://localhost:8080/manager/text/stop?path=/tsp-server
http://localhost:8080/manager/text/start?path=/tsp-server
http://localhost:8080/manager/text/undeploy?path=/tsp-server
http://localhost:8080/manager/html/
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Mepsl obecrieueHns 6€30TTaCHOCTH cepBepa NMPUIIOKESHHUH OTIMCAHBI B COOTBETCTBYIONIEM
pasnene nokymenrtanuu (s Apache Tomcat 7 — http://tomcat.apache.org/tomcat-7.0-
doc/security-howto.html).



http://tomcat.apache.org/tomcat-7.0-doc/security-howto.html
http://tomcat.apache.org/tomcat-7.0-doc/security-howto.html
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4. TIPOBEPKA ITPOI'PAMMBI

Iposepka padorocriocobHocTH Tipuiokerust Signal-COM TSP Server ocymectrisiercst
C MCIIOJIb30BaHUEM CPEICTB aIMUHUCTPHPOBAHHUS CEPBEPa MPIIOKCHHH, 8 TAKKE IyTEM
aHaAIIN3a 3aMucel B )KypHaie coObITHiA (CM. 1. 5).
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5. COOBHIEHUS CUCTEMHOMY IIPOI'PAMMUCTY

Juis otimagky daiina KOHQHUTyparyd MOXKET OHa0OUTHCS BRIBOJUTH HHPOPMALIHIO O
XO0JIe 3arpy3Ke NPHIIOKEHHUS U BBITIOJHEHUH OCHOBHBIX OIIEpalnil.

Jst BBIBO/IA OTIIAA0YHOM HH(POPMALUK IPUIOKEHHE HCTIONB3yeT Onbnnoteky Slf4j
(moxpobHee cm. 11. 3.8)
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